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Message from the Acting Director

Welcome to Volume 16 of the Security and Defense
Studies Review (SDSR)! As this edition goes to press
and distribution, security and defense officials in the
Americas are preparing their principals for numerous
regional and sub-regional executive events including
the upcoming 11" Conference of the Defense Minis-
ters of the Americas (CDMA) to be held in Arequipa,
Peru. Accordingly, Volume 16 of the SDSR focuses on
thematic issues that will likely be raised at these events,
including the Conference: cooperative security efforts
in the Americas, cyber security, the use of the military to combat transnational
organized crime, and external actors in the Americas, among others.

We begin this SDSR edition with an article from a group of authors in Argen-
tina on cooperative security efforts in Latin America. The authors examine the
numerous theoretical dimensions of the topic and the history of cooperative secu-
rity in the region. They propose a bold reform to the system, one that emphasizes
regional initiatives yet also extends responsibility for specific threats to experts.
I trust our readers will find their recommendations on inter-American security
cooperation illuminating.

Lucas Fonseca and Tiago Delgado of Brazil scrutinize the cyber security
challenges faced by many Latin American nations. The authors examine the OAS
Strategy on Cyber Security and, in particular, the development of Computer Se-
curity Incident Response Teams (CSIRTs) in many nations. The authors contend
that the capacity of government experts to keep up with the rapid evolution of
information technology, inadequate or antiquated legislation on cyber security
that is rapidly overcome by developments in the computer industry, and sufficient
education of prosecutors and judges are challenges faced by most countries in the
Americas.

Next, Peterson Silva, a recent alumnus of the Perry Center, examines the
2008 Brazilian National Security Strategy. Silva provides a detailed analysis of
the development of the national strategy and an assessment of its functions after
five years. Our readers, especially those involved in developing modern defense
strategies in a rapidly changing, multi-faceted security environment, might draw
important lessons from Brazil’s experience.

Perry Center Editor-in-Chief Pat Paterson and former Perry Center research as-
sistant Cristy Blain of Colombia examine the risks of using the military in operations
against transnational organized crime. Paterson teaches the human rights and rule of
law course at the Perry Center and Blain has extensive experience on human rights
issues from her studies in France, the United States, and Colombia. After a detailed
theoretical discussion of the issues, they use the U.S. experience in Iraq from 2003
to 2008 to demonstrate the clear dangers of deploying the armed forces in support to
civilian authorities without adequate education and the proper strategy.
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The Perry Center’s Dr. Evan Ellis contributes the next article on China’s
growing role in the Americas. Dr. Ellis, one of the United States’ leading authori-
ties on China in Latin America, has published three books and scores of articles
on the topic. His most recent analysis takes the readers deep into Chinese foreign
relations in Latin America and provides an extraordinary level of detail. I am con-
fident you will find his article stimulating and informative.

The next chapter of the journal is a summary of Congressional testimony
provided by General John Kelly of the U.S. Southern Command and General
Chuck Jacoby of the U.S. Northern Command. Between the two of them, they
have responsibility for, foremost, protecting the U.S. homeland and, secondly,
coordinating security efforts on behalf of the U.S. with its partners in the Western
Hemisphere. Their reports to Congress, blunt and candid, are excellent synopses
of the multi-faceted forms of crime and threat that the U.S. and its partners face.

The next item in SDSR 16 is drawn from the March 2014 Hemispheric Fo-
rum conducted at the Perry Center on the topic of women in peace and security.
Perry Center Professor Celina Realuyo hosted a panel of distinguished academic,
diplomatic, and defense officials who spoke on the role of women in peace and se-
curity. The prestigious panel included representatives of the diplomacy, defense,
and development pillars of U.S. national security strategy.

We conclude Security and Defense Studies Review 16 with two book re-
views. Perry Center Assistant Editor Patricia Kehoe provides an in-depth book
review on Narcoland, a recent publication by Mexican author Anabel Hernandez,
who reports from the frontlines of the war against organized crime in Mexico.
Hernandez’s story is a gripping account of the last few years of the drug war in her
country, the risks she took to research the book, and the collusion of government
officials with traffickers. An eye-opening read.

Perry Center Professor Kevin Newmeyer provides the second book review on
the ethics of U.S. foreign intelligence collection. The book, Balancing Liberty and
Security: An Ethical Study of U.S. Foreign Intelligence Surveillance 2001-2009
by Dr. Michelle Louise Atkin, examines the competing theories of utilitarianism
and contractarianism to describe how U.S. officials shaped elements of the na-
tional security strategy following the 9/11 attacks. It is a profound example of the
dilemma Latin American nations also face as they combat elusive threats while at
the same time try to respect civil liberties of their constituents.

Our next edition, SDSR 17, will cover thematic issues of global importance
from a unique Hemispheric perspective and, as always, relative to regional and
international security and defense fora. We invite all our readers to submit their
own research for publication in one of the Center’s nearly half dozen journals and
periodicals. On our website, http://chds.dodlive.mil, you will find a Publications
Handbook and a Writing Guide for authors interested in publishing their works.
Submit your research and articles for publication to our editorial team by sending
them to chdsejournal@ndu.edu.

With best regards,
Kenneth LaPlante
Acting Director, Perry Center
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El Sistema Interamericano de Defensa:
Hacia un Esquema Mas Armonico
de Gobernanza Multinivel

Ricardo L. Alessandrini, Silvana L. Elizondo,
Virginia Iribarne, y Silvana Pascucci'

Resumen

El Sistema Interamericano de Defensa puede ser analizado
como una gobernanza regional de seguridad, en la que coexisten
mecanismos y practicas de diferentes niveles y alcances que
se solapan en tiempo, espacio y funciones. El objetivo del
presente articulo es estudiar como ese solapamiento ha afectado
la provision de seguridad en los sucesivos contextos historicos
y cudl es la situacion actual, en base a un enfoque funcional.
Se examinara para ello el desempefio de los mecanismos
relacionados con la seguridad colectiva (56 conflictos) y la
seguridad cooperativa (5 temas), identificando las dinamicas
entre los distintos niveles.

Dicho andlisis permitird concluir que, a partir de la
creacion de UNASUR, el solapamiento de mecanismos
transitd de una interaccion cooperativa a una compleja, en la
que se refuerzan las tendencias competitivas. En base a ello,
se propone el diseflo de una gobernanza mejor articulada que
refleja el papel protagénico de las regiones como proveedoras
de seguridad dentro del sistema hemisférico.

Introduccion

Retomando el ya tradicional ejercicio de debatir los alcances de la seguridad y la
defensa en el hemisferio, se ha abierto a partir de 2010 una nueva etapa de dis-
cusion, en esta oportunidad centrada en la vigencia de los instrumentos y compo-
nentes del Sistema Interamericano de Defensa (SID). La percepcion critica sobre
algunas instituciones propias de contextos estratégicos superados y el fortaleci-
miento de los organismos regionales, en particular la Unién de Naciones Sura-
mericanas (UNASUR), enmarcan esta nueva fase de reflexion.

En este articulo hemos buscado ir mas alla del analisis de estos factores de
coyuntura y estudiar el rol del SID en la provision de seguridad en las diferentes
etapas de su trayectoria, profundizando la caracterizacion del desempefio actual
desde una perspectiva funcional. El planteo esta estructurado sobre cuatro inter-
rogantes centrales: qué es el SID; como funciona; cuales son los principales prob-
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lemas que enfrenta; y, finalmente, sobre qué fundamentos podrian estructurarse
alternativas para mejorar su disefio.

Como recorte inicial se ha definido al SID como el conjunto de instrumen-
tos y componentes destinados a garantizar la paz y seguridad en el hemisferio,
proveyendo y coordinando respuestas a las amenazas y agresiones a los esta-
dos, sean éstas extra-continentales o regionales. Sus pilares fundacionales son la
Junta Interamericana de Defensa (JID), el Tratado Interamericano de Asistencia
Reciproca (TIAR) y la Organizacion de Estados Americanos (OEA), a los que se
han sumado a lo largo de mas de 70 afios una multiplicidad de mecanismos de
diferentes niveles, alcances y especificidades tematicas que hoy conforman una
arquitectura flexible de seguridad.

El concepto de arquitectura flexible permite poner en perspectiva algunas
particularidades de su funcionamiento. Mas alla de los convencionalismos de su
denominacion, el SID no parece funcionar como un sistema sino como una gober-
nanza de seguridad. Segiin D. Flemes y M. Radseck, la gobernanza incluye todas
las “estructuras de autoridad formales e informales, que coordinan, manejan y
regulan respuestas colectivas a las amenazas a la seguridad de los estados en una
determinada region”.? Para los autores, estas estructuras “pueden ser codificadas
en formas institucionales formales y vinculantes, pero también pueden ser iden-
tificadas normas de comportamiento y accion aceptadas informalmente por los
estados de la region”.? El concepto describe adecuadamente las dinamicas del
SID, caracterizado por una multiplicidad de estructuras, niveles y mecanismos,
formales e informales, viejos y nuevos, que coexisten sin jerarquias y se funda-
mentan sobre distintos conceptos de seguridad.

La multiplicidad propia de la gobernanza regional deviene, casi natural-
mente, en un permanente solapamiento de mecanismos y practicas de seguridad,
fenomeno que ha sido abordado desde la teoria por E. Adler y P. Greve.* Los au-
tores sefialan que existe solapamiento u overlap en la medida en que la provision
de seguridad es transformada por la presencia de diferentes estructuras, y que
el solapamiento puede presentarse en cuatro dimensiones: ‘temporal’; ‘espacial’;
‘relacional’ y ‘funcional’.’

La dimension temporal se refiere a la superposicion de mecanismos y préac-
ticas de seguridad que se presenta en los tiempos de transicion entre un orden
internacional y otro, con la coexistencia de viejas y nuevas instituciones. Dicho
solapamiento permite identificar cuéles de ellas son preferidas por los estados
para dar respuesta a las amenazas y como se reacomodan los viejos organismos
al nuevo contexto.

La dimension espacial, por su parte, se refiere a los factores geograficos e
identitarios que definen a las distintas regiones. Como geografia, se asiste en el
hemisferio a una multiplicidad de espacios superpuestos que proporcionan a los
estados una pertenencia multiple, con un esquema disperso. En tanto identidad,
se encuentran también una variedad de relatos superpuestos articulados so-
bre las identidades Panamericana y Latinoamericana, a las que se suma la
naciente identidad Suramericana.

El estudio de la dimension relacional sintetiza los impactos que las relacio-
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nes especiales de seguridad imprimen sobre la dindmica regional, destacandose
tres tipos de relacionamientos: la hegemonia, que superpone a las relaciones re-
gionales una dindmica radial; las nuevas asimetrias, generadas por el ascenso
de potencias emergentes; y las viejas diadas basadas en conflictos territoriales
historicos que implican desafios para la seguridad regional. Puesto simplemente,
el rol de Estados Unidos, el ascenso de Brasil y las relaciones de competencia por
disputas territoriales constituyen factores imprescindibles a la hora de repensar la
institucionalidad hemisférica y regional.

Finalmente, dentro de la dimension funcional se aborda la superposicion de
esfuerzos que los diferentes niveles de gobernanza llevan adelante alrededor de
un mismo tema. Sintéticamente, se diferencian entre las funciones relacionadas
con el manejo de crisis y conflictos, vinculadas a la seguridad colectiva y aque-
llas propias de la seguridad cooperativa, destinadas a prevenir el conflicto y afi-
anzar la zona de paz. Dentro del primer grupo, se analiza la defensa comtn frente
a agresiones externas, el manejo y resolucion de los conflictos armados hacia
adentro del grupo y la gestion de crisis institucionales que puedan devenir en
hechos violentos. Dentro del segundo, se consideran las medidas de fomento de la
confianza y la seguridad, la cooperacion ante desastres naturales y catastrofes de
envergadura, los intercambios en materia de formacion en defensa, el desarrollo
de un pensamiento estratégico comun y la proyeccion de seguridad a través de
operaciones de paz de las Naciones Unidas.®

Las dimensiones espacial y relacional son las que proveen los elementos con-
textuales fundamentales para el analisis, siendo la hegemonia de Estados Unidos
un dato estructural de inocultable relevancia para comprender la evolucion del
SID. En el entendimiento de que las caracteristicas de estas dos dimensiones han
sido extensamente trabajadas en el &mbito académico,’ el desarrollo de este arti-
culo se centrara en las otras dos dimensiones: la temporal, que da cuenta del ex-
tenso proceso de creacion institucional que ha devenido en la actual gobernanza,
y la funcional, que permitira poner de relieve cuales son los organismos que abor-
dan los desafios a la seguridad y la defensa en los diferentes niveles, como puede
ser calificado el desempefio de éstos y de qué manera se presenta su coexistencia
en términos de cooperacion y competencia.

El solapamiento en la dimension temporal

El SID reune las respuestas institucionales generadas por tres entornos de se-
guridad especificos, cada uno de los cuales fue correspondido con un desarrollo
conceptual sobre el alcance de la seguridad. El primero de ellos tuvo lugar en la
década del ‘40, cuando se cred la JID (1942), el TIAR (1947) y la OEA (1948),
dentro del modelo de seguridad colectiva. El segundo momento correspondid a
los afios ‘90, cuando se institucionalizaron diversas herramientas de seguridad
cooperativa articuladas en torno a la Comision de Seguridad Hemisférica (CSH,
1995) y el proceso de Conferencias de Ministros de Defensa de las Américas
(CMDA, 1994). Se crearon ademas en esta etapa numerosos organismos destina-
dos a la lucha contra las amenazas transnacionales y mecanismos subregionales
de seguridad cooperativa, que agregaron la ldgica regional a una definicion de
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Tabla N°1 - Aspectos considerados en las dimensiones del solapamiento

DIMENSION ASPECTOS CONSIDERADOS
Cambios en los entornos de seguridad
TEMPORAL Concepto de seguridad

Desarrollo de instituciones
Consideraciones geograficas
Consideraciones identitarias
Hegemonia

RELACIONAL Nuevas asimetrias

Diadas por conflictos territoriales
Manejo de crisis y conflictos:

ESPACIAL

-defensa comun frente a agresiones externas,
-manejo y resolucion de conflictos armados,
-gestion de crisis institucionales.

FUNCIONAL Prevencion de conflictos y zona de paz:

-medidas de fomento de la confianza y la seguridad,
-cooperacion ante desastres naturales y catastrofes,
-formacion en defensa,

-pensamiento estratégico comun,

-proyeccion de seguridad a través de operaciones de paz.
Fuente: Elaboracion propia.

la seguridad que hasta entonces era casi exclusivamente hemisférica. El tercer
momento de creacion institucional tuvo lugar a comienzos de 2000, cuando a
partir del concepto de seguridad democratica y multidimensional se firmo la Carta
Democratica Interamericana (CDI, 2001), se instal6 la Secretaria de Seguridad
Multidimensional (SSM, 2005) y se reformo la JID (2006), transformando un
organismo de seguridad colectiva en un mecanismo de seguridad cooperativa.

Exceptuando este ultimo caso, de éxito aun incierto, las instituciones creadas
en cada etapa se sumaron de manera desarticulada a las anteriores, sin reempla-
zarlas o transformarlas, derivando en la compleja arquitectura actual. La comple-
jidad se ha presentado en dos sentidos: horizontalmente, por la agregacion de
mecanismos nuevos en un mismo nivel; y verticalmente, por la incorporacion
de todas las iniciativas subregionales y regionales que fueran contribuyentes al
mantenimiento de la paz en el continente.® Dicha complejizacion institucional se
presenta tanto en materia de resolucion y manejo de conflictos como en el plano
preventivo de la seguridad cooperativa, propio de las ultimas décadas.

Si se analizan los cincuenta y seis conflictos y crisis identificados en sus
70 afios de historia (véase Tabla N°2), se desprende que entre 1948 y 1982 los
instrumentos utilizados por el SID han sido exclusivamente el TIAR y la Carta
de la OEA, presentandose un solapamiento de mecanismos del mismo nivel, el
hemisférico, y basados en el mismo concepto de seguridad, la colectiva.” Re-
cién a partir de 1983 se evoluciona hacia un planteo menos centrado, con el sur-
gimiento de espacios regionales de seguridad, dandose los primeros pasos hacia
un esquema multinivel. Exceptuando los mecanismos intervinientes en la crisis
centroamericana en los *80, que buscaron diferenciarse de los hemisféricos, una
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vez iniciada la década del 90 los organismos regionales que participaron en la
provision de seguridad junto con los interamericanos lo hicieron a partir de un
solapamiento cooperativo, es decir, con un alineamiento de perspectivas entre
los diferentes niveles. Durante el nuevo milenio, este alineamiento se comple-
jizo crecientemente, deviniendo hacia 2008, afio de la creacion de UNASUR, en
un nuevo tipo de interaccion multinivel que podriamos denominar solapamiento
complejo. En esta etapa comienza a hacerse evidente un debilitamiento del rol del
hemisferio y un fortalecimiento del papel de las regiones en el manejo de crisis,
un area en la que la coexistencia presenta tanto modalidades complementarias
como competitivas.

El manejo de conflictos durante la guerra fria: solapamiento en clave
hemisférica

En los veintiséis conflictos ocurridos en el hemisferio entre 1948 y 1982, el SID
respondi6 con exclusividad a través de sus instrumentos hemisféricos de seguri-
dad colectiva: el TIAR (13 oportunidades) y la Carta de la OEA (13 aplicacio-
nes).!” Ambos instrumentos sirvieron a la logica de la lucha contra el comunismo
que caracteriz6 a la guerra fria, aunque también fueron invocados para conflictos
de tipo territorial (7 sobre 13 casos totales de esta etapa en el caso del TIAR y 4
sobre 13 casos totales en el caso de la Carta de la OEA), ocurridos en su mayoria
en Centroamérica y el Caribe.

La preferencia por uno u otro instrumento se presentd en términos de su al-
cance diferenciado, siendo el TIAR el unico instrumento que considera la de-
fensa colectiva contra agresiones externas y el Gnico que prevé la posibilidad
de aplicacion de sanciones, contemplando entre sus herramientas el despliegue y
uso de la fuerza (a consideracion de cada estado). Sin embargo, estos cursos de
accion particulares han funcionado de manera excepcional. El TIAR oper6 en 11
oportunidades como un instrumento de seguridad colectiva intra-regional para el
manejo de conflicto inter-estatales y en s6lo 2 casos fue activado como instrumen-
to de defensa comun frente a agresiones externas: la crisis de los misiles (1962) y
el conflicto en el Atlantico Sur (1982). Las sanciones se impusieron en 4 oportuni-
dades: Republica Dominicana — Venezuela (1960), Cuba (1961-62/1962/1964), y
el despliegue de fuerzas se ha dado en los casos de Panama (1959) y Cuba (1962).
En la mayoria de los casos el uso de la fuerza ha sido canalizado a través de la
Organizacion de las Naciones Unidas (ONU) via el Consejo de Seguridad (CS),
reflejando la reticencia de los paises americanos a aplicar la fuerza a través de
mecanismos regionales.

En la misma linea, los paises latinoamericanos han preferido en general re-
currir a la Carta de la OEA para el manejo de conflictos regionales, afianzandose
su papel desde mediados de la década del *60. A diferencia del TIAR, que cuen-
ta actualmente con 18 miembros, la Carta de la OEA es un instrumento verda-
deramente hemisférico, su enfoque es mas amplio y estd centrado en la preven-
cion y resolucion pacifica de conflictos. Sus aplicaciones han sido mayormente
de caracter declarativo, reafirmando los principios de solidaridad continental, no
intervencion y defensa del sistema interamericano.
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Con sus particularidades, ambos instrumentos concentraron el manejo de los
conflictos hasta mediados de los afios *80, cuando la OEA empez6 a ser vista como
un organismo en declinacion y el TIAR comenzo a recibir cuestionamientos. El
fracaso de la solidaridad continental en el conflicto del Atlantico Sur en 1982 y
la emergencia del Grupo Contadora en respuesta a la cuestion centroamericana
marcaron puntos de inflexion y desde entonces han ganado protagonismo instru-
mentos e instancias de caracter regional, que fueron minando la exclusividad del
espacio hemisférico."

Si bien en los *80 la creacion de instancias regionales busco explicitamente ex-
cluir a Estados Unidos, a partir de los "90 la coexistencia de espacios hemisféricos y
regionales de seguridad present6 una complementariedad tacita, aunque con matices.

Del solapamiento cooperativo al complejo

Alineados por la idea de la seguridad cooperativa, los afos 90 vieron florecer una
multiplicidad de mecanismos complementarios, que buscaron desescalar los con-
flictos vecinales y afianzar el paradigma democratico. Los esfuerzos de confianza
mutua lograron desarmar tensiones interestatales, por lo cual los instrumentos
hemisféricos centraron su participacion en la gestion de crisis de gobernabilidad
democratica, a través de la aplicacion de la Resolucion 1080. Instrumentos como
el TIAR y la Carta de la OEA practicamente no fueron invocados en este periodo,
con la excepcion de la reaccion ante los atentados terroristas del 11-S de 2001
en Estados Unidos, situacion frente a la cual los paises del hemisferio acordaron
por unanimidad activar el TTAR como mecanismo de solidaridad continental. La
fecha coincidio6 con la institucionalizacion del paradigma democratico a partir de
la adopcion de la CDI, tal vez el ultimo consenso de envergadura alcanzado en el
nivel interamericano.'?

Desde entonces, las regiones fueron poco a poco fortaleciendo sus mecanis-
mos para ¢l manejo de los conflictos, de acuerdo a dinamicas y criterios propios,
tendiendo en algunos casos a fragmentar el espacio hemisférico en lugar de ali-
nearlo. En este sentido, la conformaciéon de UNASUR en el afio 2008 marc una
instancia clave, otorgando mayor complejidad al escenario de gobernanza hemis-
férica y abriendo un periodo de solapamiento menos armonico, cuyos contrastes
han quedado expuestos en los ultimos afios.

En las siete crisis y conflictos que involucraron a paises suramericanos, la
organizacion regional intervino de manera paralela a la OEA, logrando afianzar
un modus operandi propio. La informalidad de las instancias de dialogo y con-
sulta establecidas entre los paises de la UNASUR ha sido preferida en general
por los paises en conflicto, a excepcion de Colombia, que siempre priorizo la via
hemisférica.

La flexibilidad institucional de la UNASUR vy su diplomacia de presidentes
han resultado importantes ventajas para el organismo regional, contrastando con
el formalismo de la OEA. En consecuencia, la UNASUR se ha constituido como
foro relevante para el manejo de conflictos en los casos de la crisis institucional
de Bolivia en 2008 y en la desarticulacion de la escalada entre Venezuela y Co-
lombia en 2009 y 2010. Sus intervenciones coexistieron con los buenos oficios
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de la OEA, organismo que en marzo de 2008 habia interactuado también con el
Grupo de Rio, protagonista de la descompresion del conflicto entre Colombia y
Ecuador. En el caso de las crisis democraticas (Honduras, Ecuador y Paraguay), la
UNASUR también ha actuado en forma paralela a los mecanismos OEA desarro-
Ilando instrumentos propios como el Protocolo Adicional sobre compromiso con
la democracia (2010). Aun sosteniendo puntos de vista diferentes (principalmente
en la crisis de Paraguay del 2012 y en la actual coyuntura venezolana), ambos
niveles han manejado las transiciones de manera simultanea, consiguiendo hasta
el momento limitar la violencia. La UNASUR se ha mostrado como un organismo
mas proactivo que las instituciones hemisféricas en la provision de estabilidad
pero no deja de ser una iniciativa reciente cuya institucionalizacion esta atin en
proceso y debe consolidarse. Hasta el momento, la coexistencia de mecanismos
con perfil diferenciado ofrece canales institucionales alternativos a las partes en
conflicto y ha contribuido en varias ocasiones a la superacion pacifica de las crisis.
Pero las tltimas participaciones tienden a reforzar una tendencia a la polarizacion,
alejandose de la complementariedad inicial.

En materia de defensa comun frente a agresiones externas, en cambio, no
puede hablarse de un solapamiento, ya que los Uinicos mecanismos vigentes,
aunque en franco desuso, son los hemisféricos.

El solapamiento en la agenda cooperativa

En materia de cooperacion y prevencion de conflictos, el solapamiento de me-
canismos y practicas también parece haber transitado de la complementariedad a
la complejidad, situacion en la que coexisten tensiones y convergencias. Si bien
conceptualmente todos los esfuerzos en materia de cooperacion suman, se vienen
presentando en los ultimos afios iniciativas puntuales que han despertado rece-
los entre los niveles hemisférico y regional, fundamentalmente en el escenario
suramericano. El organismo mas activo del espacio interamericano en materia de
seguridad cooperativa es la JID reformada, mientras que en la UNASUR la coope-
racion se profundiza alrededor del Consejo de Defensa Suramericano (CDS, 2008).

Comenzando por el nivel continental, es oportuno recordar que la JID es la
institucion de la defensa hemisférica mas antigua (1942). Nacié como un orga-
nismo autéonomo de planificacion para la defensa colectiva de las Américas y lu-
ego de mas de 60 afos vird hacia un esquema de seguridad cooperativa, cuando
fue incorporada como una entidad de la OEA con funciones de asesoramiento
técnico, consultivo y educativo en asuntos militares y de defensa.'

Aunque es practicamente la Uinica institucion hemisférica que ha sido for-
malmente reformada, la percepcion sobre su desempefio actual es dispar entre sus
estados miembros. Si bien se reconoce que la JID realiza las actividades que le
son asignadas, tanto por el Estatuto como por la Asamblea General de la OEA,'
estas funciones parecen no ser esenciales para la defensa interamericana o bien se
superponen con funciones realizadas por otros organismos internacionales, inter-
americanos o regionales.” Tal es el caso de las tareas de inventario de las medidas
de fomento de la confianza (que también desarrolla la CSH), el desminado (con-
ducido por el Programa de Accion Integral contra Minas Antipersonal, AICMA de
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la OEA), la cooperacion ante desastres (solapamiento con el nivel regional y otros
organismos hemisféricos, como el Comité Interamericano para la Reduccion de
Desastres Naturales, CIRDN), las actividades de formacion (superposicion en-
tre el Colegio Interamericano y la Escuela Suramericana de Defensa (ESUDE),
ademas de otras iniciativas ya en curso), entre otras.

En vista de esta situacion, en el seno de la OEA y de la JID surgi6 la necesi-
dad de reflexionar sobre la alternativa de trabajar en su fortalecimiento o apuntar
a una revision integral del sistema, articulandose la discusion sobre una serie de
ejes puntuales. En primer lugar, se ha planteado la necesidad de afianzar la con-
duccion civil de la institucion, reforzando el compromiso de las carteras de de-
fensa para asegurar la direccion politica y recortar posibles espacios de autonomia
militar. La naturaleza técnico militar que presenta hoy la organizacion hace que
el cumplimiento de algunas funciones relacionadas con las politicas de defensa
no se ajuste a los parametros de conduccion politica prevista por el Estatuto. En
segundo orden, surgen como preocupacion las nuevas funciones que la JID pro-
mueve para si misma, buscando expandirse hacia nuevos temas y nuevos roles.
Hacia nuevos temas, debido al interés de algunos paises por incorporar cuestio-
nes de seguridad multidimensional, en consonancia con el involucramiento de
las Fuerzas Armadas en asuntos de seguridad publica que se esta dando en varios
estados. Y hacia nuevos roles, manifestado en el interés de la JID de ir mas alla
de las funciones de asesoramiento que le son propias, propiciando tareas de co-
ordinacion. Las mismas se vinculan con su designacién como secretaria técnica
permanente de la CMDA, que implicaria asumir responsabilidades en la imple-
mentacion de las decisiones de dicho foro, asi como en la agenda de asistencia
ante desastres, en el cual la JID impulsa para si un rol coordinador.

Frente a estos desafios, han surgido importantes divergencias entre los paises
que procuran la consolidacion de la JID y aquellos estados que cuestionan fuerte-
mente su rol. Argentina, que ha planteado ante la CSH su vision critica, s6lo esta
dispuesta a aceptar una JID con una agenda acotada a la defensa y un alcance
funcional de asesoramiento. De hecho, se encuentra entre los paises que rechazan
las tareas de coordinacion, de naturaleza mas operativa, como en el caso de asis-
tencia ante desastres. Por otra parte, paises como Nicaragua, Bolivia, Ecuador y
Venezuela han optado directamente por retirar a sus delegados de la institucion.'s

Estas divisiones también han quedado expuestas al interior de las recientes
CMDA, la principal instancia de encuentro del sector politico de la defensa en
América. Al analizar la evolucion del proceso de CMDA, que ha llegado ya a diez
reuniones, se evidencia que se trata de un espacio en el que las posiciones de los
estados han dejado de alinearse. Se presentan, en este sentido, dos dindmicas mas
o menos claras: por un lado, se percibe que las tematicas netamente hemisféricas
van dejando lugar a una loégica mas concentrada en las regiones, que las declara-
ciones denominan “las tres Américas”; por otro lado, se aprecia una agenda cada
vez mas colmada de temas, que se corresponde con la amplitud de la seguridad
multidimensional y que da como resultado declaraciones finales menos precisas y
relevantes a la hora de valorar sus aportes al SID. Cuando en 2012 se busco llevar
el eje de discusion a iniciativas mas concretas, los consensos generales se perd-
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ieron y fue necesario recurrir a un sistema de votacion, que marco las fracturas
entre los paises del hemisferio.

Contrastando con esta tension a nivel hemisférico, en el espacio regional las
actividades del CDS de la UNASUR evolucionan con un importante nivel de
consenso. Se trata de un foro de discusion especifico de la defensa en la region
y ha sido definido, dentro del paradigma de la seguridad cooperativa, como una
“instancia de consulta, cooperacion y coordinacion”, que busca consolidar una
zona de paz, construir una identidad suramericana en defensa y fortalecer la coo-
peracion regional en la materia.'’?

Los niveles de cooperacion en el espacio suramericano son mas profundos e
intensos que en el nivel hemisférico y esto se debe no sélo a la limitada cantidad
de miembros (12 en contra de los 35 que componen el continente), sino también
a la proximidad geografica de los paises, la afinidad cultural y la cercania en tér-
minos identitarios que existe entre ellos. Aunque es necesario sefalar que el CDS
solo avanza sobre los temas en los cuales existe acuerdo, presentandose divergen-
cias significativas en aspectos que pueden vincularse a la insercion internacional.

Nos encontramos entonces con dos niveles claramente diferenciados que se
solapan funcionalmente, presentando tendencias discordantes. En algunas fun-
ciones existe un mayor potencial de articulacion entre niveles por tratarse de
tematicas positivas; en otras, el potencial competitivo es manifiesto, ya que son
visualizadas como ejes de la construccion de un espacio identitario regional desde
el cual avanzar en oposicion al interamericano. Es en este punto donde pensar en
una gobernanza mejor articulada que refleje el papel protagénico de las regiones
cobra sentido.

Una de las areas facilmente armonizables es el campo de las medidas de
confilanza mutua. El nivel hemisférico -mediante la JID, la CSH y la CMDA-
juega un rol relevante como modelador y articulador, generando criterios para la
estandarizacion, sistematizando informacion y difundiendo acuerdos alcanzados,
mientras a nivel regional es posible avanzar en medidas mas profundas en base
a la vecindad y los desafios compartidos. Asi, en el espacio interamericano se
alcanzan medidas de primera generacion, no vinculantes, cuando en la UNASUR
se ha avanzado en medidas de segunda o tercera generacion, como la Declara-
cion de Guayaquil (2010), el Registro Suramericano de Gastos, el mecanismo de
transparencia del inventario militar y los ejercicios combinados a la carta para
operaciones de mantenimiento de la paz.

En materia de proyeccion de estabilidad a través de operaciones de paz tam-
bién es posible una articulacion, ya que es un tema en el que UNASUR tiene
experiencia acumulada y donde el nivel hemisférico tiene una participacion muy
limitada. UNASUR podria liderar su tratamiento en la agenda interamericana, en
coordinacion con otros paises americanos con trayectoria en la materia.

Los otros tres temas analizados en este articulo: formacion en defensa, pensa-
miento estratégico y cooperacion ante desastres, aparecen en cambio con una
agenda compleja. A pesar de no ser naturalmente excluyentes, se trata de areas en
las que se han planteado cuestiones identitarias y operativas que complejizan la
armonizacion.
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En el eje de formacion en defensa, el Colegio Interamericano Defensa (CID),
parte orgéanica de la JID, presenta una clara dependencia de Estados Unidos en
términos de su ubicacion'® y de sus aspectos operativos y logisticos, aunque es en
general valorado positivamente por sus egresados. Muchos paises de la UNASUR
entienden que los mecanismos desarrollados por el CDS, como el Programa de
Formacion de Civiles en Defensa, el Curso Avanzado de Defensa y la reciente-
mente creada Escuela Suramericana de Defensa (2013) reemplazan a los espacios
interamericanos, mientras otros paises los consideran complementarios.

De manera similar, UNASUR ha desarrollado el Centro de Estudios Estraté-
gicos para la Defensa (CEED)" como un espacio estratégico regional que apunta
a crear un pensamiento propio, diferente del construido desde ambitos interameri-
canos como la JID.

Finalmente, un area en la que el solapamiento ha devenido en importantes
tensiones es la de asistencia humanitaria en casos de desastres. En el nivel hemis-
férico la JID ha trabajado el tema como parte central de su agenda, resultando de
gran interés para legitimar su labor en el sistema. Algunas de las actividades que
propone avanzan incluso en cuestiones operativas, apuntandose a un rol coordi-
nador que excederia el alcance de su Estatuto. Como se puso de manifiesto en la
CMDA de Punta del Este (2012), no todos los paises estan de acuerdo con las
iniciativas del nivel interamericano, que incluyen la creacion de una plataforma
de coordinacion continental. Varios paises suramericanos manifestaron sus pref-
erencias por avanzar en UNASUR, donde se estd trabajando en un Protocolo de
Cooperacion entre los Ministerios de Defensa que aborde de manera permanente
e integral la asistencia ante desastres a nivel regional.

En sintesis, un campo como el cooperativo, en el cual el potencial de com-
plementariedad es muy alto y las iniciativas tienden a sumar, ha sido escenario
de las tendencias multiples que se estan esbozando en los distintos niveles. Esta
agenda ha expuesto ademas una creciente dispersion de las preferencias dentro
del espacio suramericano, reflejadas en un relacionamiento diferenciado de los
estados con la UNASUR vy con el hemisferio. En palabras de S. Borda, “esta es
una de las mayores tensiones que se presentan entre los gobiernos del area: mien-
tras algunos ven la UNASUR como uno de los multiples tableros en donde jugar,
otros simplemente la ven como el foro por excelencia donde se tramitaran las
diferencias regionales y cuya consolidacion, en parte, puede contribuir al deceso
final de la OEA”. %

Aportes para un posible redisefio del SID

La permanente agregacion de instrumentos y componentes a lo largo de 70 afos
ha devenido en un SID poco arménico, redundante y atravesado por relaciones de
cooperacion y competencia entre niveles e instituciones. Estas relaciones evolu-
cionan permanentemente y transforman la manera en la que se provee la seguri-
dad en el hemisferio, reinstalando ciclicamente debates sobre su disefio. Resulta

evidente que el solapamiento de los 90 no ha tenido el mismo efecto sobre la
seguridad regional que el solapamiento mas reciente, marcado por el protagonis-
mo de UNASUR. La idea de arquitectura flexible que sirvié para caracterizar
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Tabla N°3: Caracterizacion del solapamiento funcional

FUNCIONES DE LA INSTRUMENTOS / CARAC]TE;ISTICAS
SEGURIDAD REGIONAL COMPONENTES
SOLAPAMIENTO
-defensa comun frente a TIAR No se evidencia
agresiones externas solapamiento
TIAR
-manejo y resolucion de OEA
) Cu Complementario
conflictos armados UNASUR
Grupo de Rio
-gestion de crisis OEA/Res. 1080/CDI Competitivo
institucionales UNASUR/PA P
-medidas de fomento de OEA/JID/CMDA .
la confianza y la UNASUR/CDS Complementario
seguridad
g Mixto:
-cooperacion ante .
CMDA/JID/OEA Percepciones
zl:ts;;trrggegamrales y UNASUR/CDS competitivas y
complementarias
JID/CID 1I\’/gr)z:t::ciones
-formacion en defensa UNASUR/CDS/ peic
ESUDE competitivas y
complementarias
Mixto:
-pensamiento JID Percepciones
estratégico comin UNASUR/CDS/CEED | competitivas y
complementarias
“proyeccion de JID/CID lszc)slif;se?miento de
segu rlqad atraves de UNASUR/CDS actividades
operaciones de paz .
relacionadas

Fuente: Elaboracion propia.

el relacionamiento desestructurado de entonces parece ser hoy en dia un abordaje
insuficiente.

Sin embargo, atn no se configura una alternativa clara. La UNASUR, que
ha instalado la preferencia por la provision de defensa y seguridad en el nivel
regional, es una organizacion muy joven, esta poco institucionalizada y presenta
algunas tensiones intra-grupo. Los espacios hemisféricos, por su parte, muestran
una declinacion relativa y estan limitados por la heterogeneidad y asimetria de sus
miembros, aunque todavia pueden hacer valer su extensa trayectoria, su amplia
representatividad y su compleja institucionalidad.

Frente a este contexto, ;es posible pensar un disefio del SID que considere las
necesidades de la defensa hemisférica y la 16gica regional de manera mas articulada?
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Las alternativas que estan hoy sobre la mesa se enuncian en base a dos pref-
erencias opuestas. Por un lado, algunos paises entienden que no es necesaria una
reforma y que la mejor opcion es dejar que ambos niveles coexistan sobre esta
base ad hoc, ofreciendo un menu de opciones institucionales para escoger caso
por caso. Otros, en cambio, entienden que la reforma no es posible por los condi-
cionamientos estructurales del SID, en particular la hegemonia de Estados Uni-
dos, y por lo tanto es necesario trabajar para que el espacio suramericano sustituya
al hemisférico como proveedor de seguridad. Argumentamos que es posible avan-
zar sobre una tercera alternativa, basada en un disefio que permita la coexistencia
ordenada de ambos niveles. En el nuevo esquema, las regiones jugaran un papel
central, con responsabilidades funcionales primarias sobre los temas de seguridad
y defensa, siendo el espacio interamericano el articulador de regiones, el poten-
ciador y nivelador de capacidades, y el respondedor de ultimo recurso frente a
amenazas de gran envergadura.

El concepto rector de esta propuesta es la idea de subsidiariedad, que supone
que los problemas de defensa y seguridad deben ser inicialmente abordados por la
autoridad mas proxima al asunto en cuestion, sin excluir a los niveles mas amplios,
como el hemisférico e incluso el internacional. La alternativa de reforma del SID
a partir de la subsidiariedad se estructura sobre dos lineamientos centrales. Por un
lado, el hemisferio es concebido como el espacio de reunion y coordinacion de las
al menos cuatro regiones que lo componen (Suramérica, Centroamérica, Caribe y
Norteamérica), que tendran una representacion regional en el SID, ademas de las
representaciones nacionales. Por otro lado, la region tendrd prioridad en el manejo
de las cuestiones de seguridad y defensa, siendo el hemisferio un ambito de par-
ticipacion posterior, tanto en el manejo de conflictos y crisis como en el abordaje
de las funciones de seguridad cooperativa.

En el manejo de los conflictos interestatales y en las crisis de gobernabilidad
democratica del propio espacio, el nivel regional tendra la responsabilidad pri-
maria, mientras el nivel hemisférico intervendria a posteriori si el intento regional
no prosperara. Para el caso de las crisis institucionales, UNASUR ya ha disefiado
un instrumento (el Protocolo Adicional) y se encuentra en elaboracion un proto-
colo suramericano de paz y seguridad para disputas entre estados, ain no concreta-
do. En relacion a la defensa contra agresiones extra-continentales, las regiones
conciben una disuasion de hecho basada en la cooperacion pero no disponen de
instrumentos especificos, por lo cual podria mantenerse la opcion de no innovar.

La prioridad regional seria una norma consensuada a través de la practica
y que no demandaria reformas en los instrumentos hemisféricos, aunque si la
institucionalizacion de algunas funciones en el nivel regional que aun no estan
convalidadas.

En materia de seguridad cooperativa, la propuesta de subsidiariedad se ar-
ticula a través de la representacion regional en las instituciones hemisféricas
(CMDA, JID, CID) y por la asignacion de diferentes niveles de involucramiento
en el manejo de los temas de agenda (medidas de fomento de la confianza y la
seguridad, cooperacion ante desastres naturales, formacion, pensamiento estraté-
gico y operaciones de paz).
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Se incorporarian en los diferentes espacios de la defensa interamericana re-
presentantes regionales (UNASUR, SICA, CARICOM, ASPAN, por ejemplo),
cuya tarea seria promover la agenda de la region respectiva en el marco hemis-
férico, facilitar los consensos y articular las actividades de los organismos regio-
nales entre si y con el interamericano. Cada region podria definir temas de interés
especial y delimitar cudles son, segun su perspectiva, las tareas de seguridad mul-
tidimensional que, no estando asociadas a la defensa, por su excepcionalidad y
escala requieren la aplicacion del instrumento militar. Esta reforma demandaria
la transformacion de la JID en un organismo de naturaleza politica, donde los
delegados nacionales representen a los ministerios de defensa u organismos simi-
lares, y cuyo alcance comprenda a todos los paises del hemisferio.

Si consideramos la subsidiariedad segtin el criterio de areas tematicas, to-
mando a la region como primer respondedor y el hemisferio como articulador,
vemos que el potencial de concretar la propuesta es alto, ya que se trata de inicia-
tivas en las que la profundidad de los compromisos tiene relacion directa con la
interdependencia de enfoques de seguridad, amenazas compartidas y cantidad de
jugadores. En el campo de las medidas de confianza, la subsidiariedad permitiria
ordenar las tareas a desarrollar en los niveles regional y hemisférico. En la proyec-
cion de estabilidad a través de operaciones de paz, la experiencia acumulada por
los paises de la UNASUR podria sumarse a la mas reciente participacion de paises
centroamericanos y de Canada para convertir al espacio hemisférico en un ambito
de intercambio de lecciones aprendidas.

En otros temas de seguridad cooperativa, en cambio, transformar el sola-
pamiento en un complejo institucional subsidiario se presenta mas dificultoso. Si
bien se trata de areas no excluyentes, las mismas han sido visualizadas como am-
bitos de construccion de la identidad regional, dando lugar a agendas divergentes
(formacion, pensamiento estratégico, cooperacion ante desastres).

Aunque avanzar en esta propuesta demandara repensar la defensa continental
desde una nueva perspectiva, el tratamiento subsidiario de los temas y las repre-
sentaciones regionales aportarian un mayor dinamismo al espacio hemisférico,
que se haria eco de las diversas preocupaciones regionales, potenciando los or-
ganismos que estan en mayor capacidad de atender los problemas y limitando las
superposiciones y planteos competitivos.

Para ello es necesario trabajar en un fuerte consenso entre los paises del con-
tinente y dentro de los organismos regionales. Su implementacion no es compleja
pero la obtencion de apoyo puede dificultarse por la fragilidad de los compromi-
sos en las diferentes regiones. En este caso hemos abordado la propuesta desde
el caso testigo de la UNASUR, pero para implementar una reforma como la pre-
sentada es necesario que todos los mecanismos regionales se consoliden y puedan
convertirse en respondedores primarios confiables, institucionalmente afianzados,
capaces de actuar con una voz en el espacio hemisférico y de llevar adelante los
requerimientos de defensa y seguridad que se presenten.

Conclusion

La idea central de este articulo ha sido identificar, a partir de un diagndstico com-
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prensivo del SID, los principales problemas que afectan a la provision de se-
guridad en las Américas en base a un enfoque funcional. Este nos ha permitido
caracterizarlo como una gobernanza compleja y con multiples solapamientos, que
ha perdido los niveles minimos de consenso que supo tener afios atrds y se ha con-
vertido en una oferta dispersa de soluciones institucionales que reaccionan frente
a las crisis y compiten por dominar temas de agenda.

Hasta el momento, esta oferta institucional parece haber resultado suficiente
cuando el objetivo ha sido mantener la estabilidad. Pero si la aspiracion colec-
tiva es avanzar hacia comunidades de seguridad regionales insertas en un espa-
cio hemisférico de paz y cooperacion, sera necesario abordar una reforma audaz
como la propuesta, que se centre en como impulsar los intereses compartidos de
los diferentes estados del hemisferio y no en posiciones excluyentes.

La idea de subsidiariedad aparece como una alternativa valida para repensar
el SID desde una perspectiva proactiva, ya que permitira evitar el estancamiento
que supone el status quo, asi como la fractura que implica la salida de paises
americanos de las instituciones hemisféricas. La reforma se presenta de esta
manera como un camino posible para construir la defensa como un bien publico
regional sin dafiar la provision de este bien a escala hemisférica.
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The Inter-American Strategy to Combat
Threats to Cybersecurity:
Consequences and Challenges

Lucas Fonseca and Tiago Delgado

Abstract

This article provides an overview of the Inter-American
Strategy to Combat Threats to Cybersecurity, highlighting the
roles and responsibilities of the various stakeholders, including
governments, international organizations, the private sector,
and civil society. The article emphasizes the recent success
achieved by this international arrangement by observing the
increase in the number of national Computer and Security
Incident Response Teams (CSIRTs) in America, as well as the
intent to create a regional cybersecurity culture in partnership
with the private sector and civil society and the cooperation
between law agencies throughout the continent.

The OAS and its specialized bodies play a vital
role in this regional initiative. For this reason, in the Inter-
American Cybersecurity Strategy, the adoption of a three-pillar
organization reflects the duties of CICTE, CITEL, and REMJA.
It also firmly expresses the need for the actions of these bodies
to be strongly and constantly articulated in order to achieve a
comprehensive approach to cyber stability.

Finally, this article points out the major challenges
faced by the OAS and its member states regarding threats
to cybersecurity in the 21st century. This includes possible
legislative measures and the enhancement of international
cooperation, both in a regional and a global scale.

Cybercrime in the Americas: A Brief Overview

The dissemination and use of information and communication technologies, as
well as existing and potential threats in the information security realm, pose chal-
lenges to policy makers worldwide. There is increasing concern over how indi-
viduals and groups, including criminal organizations, may use cyberspace to take
part in disruptive and illegal online activities.

As a result of the growth in the Information and Communications Technol-
ogy (ICT) market, dependence on ICT infrastructure rose, and, consequently, “the
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breadth of information that follows ICT development is a beacon for cybercrimi-
nals with malicious intent, ranging from crippling critical infrastructure to steal-
ing sensitive data.”!

Although considerable progress has been achieved in the field of cybersecu-
rity, there is still much to be done; the development of norms, laws, and ways of
cooperation have only recently begun. The inherently dual-use aspect of ICTs, the
open use of the Internet, the competing interests among stakeholders, and national
differences regarding threat perception are usually seen as obstacles when trying
to address cybersecurity issues.? The Convention of Europe (2004), the only bind-
ing international instrument in this field, can be cited as an important step toward
the regulation of cybercrime. Many countries object to the Eurocentric nature of
the Convention’s drafting and content, however, and there is no similar mecha-
nism in the Americas that could be adapted to regional necessities and particu-
larities. Notwithstanding, such a regulation should be developed in order to help
create a common understanding of cybercrime, strengthen regional and global
cooperation, and guide the development of national legislations.

Due to global interconnectivity, which makes it impossible for a State to
single-handedly improve cybersecurity, broad international cooperation between
governments, the private sector, and civil society is key for an effective regula-
tion of cyberspace and for preventing and fighting cybercrime. Sharing the best
policies, exchanging information, and building capacity in developing countries
are also essential. In the Americas, the OAS ought to be the primary regional in-
tergovernmental organization responsible for this.

It is important to highlight, furthermore, that the OAS plays an active role
in strengthening cyber security throughout the continent, being responsible, for
example, for promoting cyber security policy initiatives, regional cooperation,
harmonization of domestic legislations, and law enforcement against cybercrime
in the Americas.?

Changing perspectives, the growth rate of Internet users in the Americas, es-
pecially in Latin America, is notably one of the highest in the world. This clearly
highlights the necessity to foster the creation of a culture of cybersecurity and to
discourage the misuse of Internet and information systems, as well as to develop
information networks that are trusted and reliable.* In addition to this, the cre-
ation of a culture of cybersecurity demands an active participation of the private
sector, non-governmental organizations, and civil society, as they can strongly
contribute to promoting awareness of this subject and strengthening security in
cyberspace, especially in developing countries. According to The Blue Book:
Telecommunication Policies for the Americas:

It must be borne in mind that each state’s responsibility for de-
signing sector policies, following up their evolution, and play-
ing a guiding part in promoting economic growth with equity
unquestionably includes taking account of the role of the private
sector, private and public investment in research and develop-
ment, regulation, new technologies and network security, trade
in telecommunications equipment and services, and strategies
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at the regional and world level for the development and use of
information and communication technologies.’

Unfortunately, one of the tendencies detected in the last few years is the in-
creasing number of cyber incidents in the Americas and the fact that organized
crime has frequently used the Internet to commit cybercrimes, including money
laundering and breaching of financial systems. According to the OAS Trend Mi-
cro report “Tendencias en la Seguridad cibernética en América Latina y el Caribe
y respuestas de los gobiernos,”® the economic losses due to hacking cannot be
precisely defined; however, they most likely surpass the losses caused by any
other type of crime, including drug trafficking. Additionally, according to Syman-
tec Intelligence Report (2013)7, 5 OAS countries feature in a top 10 list of sources
of spam.®

The use of the cyberspace by criminal groups is a serious issue in the Ameri-
cas, as “the regional narco-economy and associated gangs use online platforms
to organize and advertise their activities, recruit members, intimidate authorities
and citizens, extort money and hire contract killers,” as well as to launder mon-
ey through the purchase of online services and cash transfers. Besides advanced
credit card fraud and identity theft, “narco cartels and drug dealers, gang mem-
bers, human traffickers and others harness the power of the web to organize opera-
tions, intimidate competitors and others, seek recruits, flaunt state controls, extort
money and sell their wares.”'® It is, therefore, no surprise that the governments
in the Americas are seriously concerned about cybercrime and how to address it.

The growth of cybercrime in the Americas, and also worldwide, can be ex-
plained not only as a consequence of the exponential growth in Internet users,
but also because the origin of a disruption and the identity of the perpetrator can
be difficult to ascertain and Information and Communication Technologies are
ubiquitous and widely available, which enables almost any civilian to launch a
malicious cyber operation. Considering that the cyberspace has no borders, users
can access and disseminate information, as well as commit cybercrimes, from
almost anywhere.

Therefore, cooperation among States is crucial, with the aim to address se-
curity risks, respond quickly to cyber incidents, and promote law enforcement.
Governments, the private sector, and civil society must work together to coordi-
nate national efforts, legal approaches, and international responses to future cyber
threats. The development of an Inter-American Strategy to Combat Threats to Cy-
bersecurity constitutes one of the most important measures adopted by the OAS
members to fulfill these needs.

The Inter-American Strategy and the OAS’s role

Regional intergovernmental organizations are generally known to promote interna-
tional cooperation in a way unlikely to be achieved in global scale. Usually this is be-
cause regional approaches involve fewer and like-minded states and that “agreement
to and implementation of specific measures is easier at the regional level than at the
global level, especially in regions with highly developed cooperation arrangements.”"!
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Having said that, the OAS is “the primary regional intergovernmental or-
ganization responsible for promoting cyber security policy initiatives, regional
cooperation, harmonization of domestic legislation, incident response, and law
enforcement against cybercrime.”!?

During the OAS cybersecurity conference in Buenos Aires in July 2003, the
OAS General Assembly stressed the need to develop an Inter-American strategy
to address cybersecurity issues in its resolution AG/RES.1939. The document as-
serted their decision to “begin work on the development of a draft integral OAS
cybersecurity strategy that addresses multidimensional and multidisciplinary as-
pect of cybersecurity.”"?

In the same year, the III Meeting of the Group of Governmental Experts on
Cybercrime published document OEA/Ser. K/XXXIV, which contained a series of
recommendations in relation to hemispheric efforts to combat cybercrime.

The Group of Governmental Experts first calls attention to the importance of
having specific units, provided with all necessary human, financial, and technical
resources, with the responsibility to investigate and prosecute different modalities
of cybercrime. Relating to this, many countries in the last few years have set up
Computer Security Incident Response Teams (CSIRTs)." These teams of IT secu-
rity experts have the responsibility of responding to computer incidents, as well
as of resisting attacks on network systems and limiting damage. These units are
also expected to provide timely information about the latest threats and assistance
in response to incidents."” The benefits of having a CSIRT, though, are not limited
to this. They can offer centralized coordination of IT issues, specialized handling
of and response to incidents, expert assistance and support for users to quickly
recover from security incidents, and the ability to deal with legal issues and pre-
serve evidence, besides keeping up-to-date information in the security field and
contributing to raising awareness of this issue.'®

The article then discusses issues related to the legal system, investigation and
prosecution of cybercrimes, and legal frameworks. It reiterates that the States’
legal systems must be adequate to combat cybercrimes by criminalizing their
different modalities and ensuring the collection and preservation of electronic
evidence. To ensure prevention, investigation, and prosecution of cybercrimes,
States may have to review or amend their penal codes by updating criminal laws,
procedures, and policies."”

Eneken Tikk states that “every nation has the responsibility to include the
most common cyber offences in its substantive criminal law.”'® This measure,
due to the existing global interconnectivity and the fact that cybercriminals can
bypass borders with ease, aims predominantly to avoid “cybercrime havens,” and
to discourage the misuse of Information and Communication Technologies.

Also, the exponential development of tools in the digital world makes it dif-
ficult for national legislations to regulate all sorts of new devices specifically.”
So, an adequate level of flexibility is necessary to prevent legislation from being
prematurely obsolete owing to technological development. This is possible by
establishing general principles that can be adapted to new circumstances.?

It should be highlighted that an effective anti-cybercrime effort will also re-
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quire the training of prosecutors and judges. This process requires broad interna-
tional cooperation and the sharing of the best techniques. The lack of adequate
legislation and cybersecurity policies has brought difficulties to various countries
trying to stop and prosecute cybercriminals.?!

It is very difficult to investigate crimes in cyberspace not only because of
the anonymity offered by the Internet and its open nature, but also because cy-
bercriminals, aware that they can be backtracked, try to conceal information and
evidence by using anti-forensics techniques. On the other hand, “anti-forensics is
rare since most users have little need to hide anything besides passwords, so any
evidence of it is a clue that a drive is worth inspecting further.”*?

The report, finally, calls for broader international cooperation, including be-
tween other international organizations, and demonstrates the need for periodic
meetings of the Group of Governmental Experts, in order to come up with recom-
mendations to identify and describe the various types of cybercrime and to sug-
gest measures to prevent the creation of cybercrime havens.

In 2004, the OAS General Assembly approved resolution AG/RES.2004 -
Adoption of a Comprehensive Inter-American Strategy to Combat Threats to
Cybersecurity: A Multidimensional and Multidisciplinary Approach to Creating
a Culture of Cybersecurity. The document urged member states to adopt the Inter-
American Cybersecurity Strategy, described in its Annex A, to establish national
CSIRTs, to coordinate efforts, and to implement the recommendations of the
Group of Governmental Experts of REMJA, “as a means of creating a framework
for enacting laws that protect information systems, prevent the use of computers
to facilitate illegal activity, and punish cybercrime.”?

This document, produced by the joint efforts of member states, their experts,
and the technical expertise of CICTE, CITEL, and REMJA Group of Govern-
mental experts, is guiding cybersecurity policy throughout the Americas.** The
strategy aims to raise public awareness, create a culture of cybersecurity, identify
or establish national CSIRTs, and enhance hemispheric cooperation to address cy-
bersecurity issues. The resolution recognizes, furthermore, that the effectiveness
of a framework for protecting the information systems that constitute the Internet
depends on raising internet users and operators awareness of security and vulner-
abilities, fostering public-private partnerships, and adopting cybercrime policies
and legislation, as well as identifying, evaluating, and stimulating the adoption of
technical standards and best practices.

To be effective, a strategy must identify and evaluate potential risks and
threats, establish cybersecurity-related goals, and define the roles and responsi-
bilities of all participants in networks and information systems, that is, not only
the governments and international agencies, but also the private sector and civil
society.

Before discussing these groups, it is important to reinforce that the interna-
tional organizations have a large spectrum of work, which ranges from estab-
lishing or strengthening norms and principles to prevent misuse of new cyber
technologies, to promoting national prevention of, preparation for, response to,
and recovery from cyber incidents. It is important to mention that international
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organizations have the power to bring together the most relevant actors in the cy-
bersecurity domain—governments, the private sector, civil society, and individual
citizens.”

The Declaration on Security in the Americas was approved during a 2003
Organization of American States Special Conference on Security in Mexico City.
It demonstrated the need for a new concept of hemispheric security, which should
be multidimensional and capable of fighting both traditional and new threats. It
recognized that these new threats require multifaceted responses by different par-
ties, including the private sector and civil society. Finally, it stressed the OAS’s
commitment to develop a culture of cybersecurity in the Americas and to develop
and implement an integral cybersecurity strategy.

Member States

First, it should be emphasized that governments take different approaches toward
cybersecurity. Some consider cybersecurity a national defense and security topic.
Others think it has a greater impact on economic development. A third group con-
siders it a key factor for education, social interaction, and governance focused on
citizens, although most try to take all of these considerations into account in their
cybersecurity system.?

Although countries are only beginning to develop norms and principles for
cyberspace governance, the Inter-American Strategy seems to be a great initial
step, which can guide further amendments and reforms on legal systems. Not-
withstanding, working on a Convention similar to the European Convention on
Cybercrime is an important measure to harmonize national legislations and adapt
regulations to regional interests and necessities.

Governments also have the duty to establish national CSIRTs and special-
ized law enforcement agencies, develop a national cybersecurity policy, promote
capacity-building, and take legal measures to address cybercrimes. According to
the Blue Book, legal efforts should take under consideration, among other prin-
ciples, the protection of users, the promotion of infrastructure, research, techno-
logical development, the access of all citizens to the information, and the use of
telecommunications to facilitate the integration of countries and the growth of
regional markets.?’

CICTE

The main purpose of the Inter-American Committee against Terrorism (CICTE)
is to promote and develop cooperation among States, as well as prevent, combat,
and eliminate terrorism.?® Regarding cybersecurity, the CICTE supports member
states in the creation of CSIRTs and promotes a secure hemispheric network of
National CSIRTs for information sharing and coordination between countries. It
also fosters a culture of cybersecurity to discourage the misuse of the Internet and
information systems and promotes the development of information networks that
are trusted and reliable.

In 2004, CICTE approved the Declaration of Montevideo. In this Declaration,
it recognized the creation of a National Points of Contact Network to facilitate and
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improve the exchange of information and the sharing of the best techniques on
hemispheric counterterrorism cooperation. The Network also sought to address
the need to intensify the exchange of information among competent authorities in
order to facilitate the rapid and safe flow of information concerning prevention,
punishment, and the elimination of terrorism. Finally, this international instru-
ment recognized threats to cybersecurity as an emerging terrorist threat, express-
ing the commitment of member states to identify and fight them.

The main responsibility of the CICTE set by the Inter-American Strategy is
the creation of an Inter-American Watch and Warning Network to promote the
rapid flow of information on cybersecurity and to rapidly respond to crises, in-
cidents, and threats to security in cyberspace. Therefore, the CICTE should for-
mulate plans for a CSIRT Inter-American Network, which would work 24/7 to
offer orientation and technical support in case of a cyber incident. The Watch
and Warning Groups ought to be indigenous, operated by specialized personnel
and established on minimum norms for inter-CSIRT cooperation and information
exchange. They would be expected, furthermore, to create public awareness, so
that civil society can know how to notify a cyber incident and to whom to report it.

In 2012, the CICTE approved the Declaration Strengthening Cybersecurity
in the Americas. It reiterated previous achievements, such as the Declaration on
Security in the Americas (Mexico, 2003) and the OAS General Assembly’s reso-
lutions AG/RES.1939 (XXXIII-O/03) and AG/RES.2004 (XXXIV-0/04), as well
as the multidimensional and multidisciplinary approach on cybersecurity estab-
lished by the OAS Comprehensive Inter-American Strategy to Combat Threats to
Cybersecurity and the need to strengthen partnerships among all cyber-security
stakeholders.

The document expressed the regional concern about enhancing international
cooperation and the renewed commitment to implement the OAS Inter-American
Strategy. The importance of the development of national cybersecurity strategies
and the establishing and/or strengthening of national CSIRTs were also empha-
sized.

CITEL

The Inter-American Telecommunication Commission (CITEL) has the objective
of facilitating and promoting the continuous development of telecommunications
in the Hemisphere.” Consequently, its responsibility is to fight against the use of
ICT for criminal purposes and to create a culture of cybersecurity.

The main role of CITEL regarding the Inter-American Strategy is to identify
and adopt technical norms in order to obtain a secure Internet architecture in a
multi-step process. It should moreover identify obstacles that may prevent the
application of these norms on regional networks.

CITEL should also seek public-private partnerships and cooperation with
other international organizations, such as the ITU (International Telecommunica-
tions Union). The partnership with this organization, in particular, resulted in the
publication of Blue Book: Telecommunication Policies for the Americas.
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REMJA

The main responsibility of the meetings of Ministers of Justice or other Ministers
or Attorneys General of the Americas (REMJA) is to ensure that OAS member
states adopt the necessary legislation to combat cybercrime and protect Internet
users. This is done through technical assistance to create proper laws against
cybercrime, through capacity-building measures, seminars, and conferences.
REMIJA can also facilitate the cooperation between national judiciary bodies and
enforcement bodies in order to better investigate and prosecute cybercriminals
located overseas.

According to the Inter-American Cybersecurity Strategy, all member states
must establish prosecutorial and legal prohibitions to attacks against the confiden-
tiality, integrity, and security of computer systems.*® Furthermore, all countries
must adopt clear procedures in accordance with international norms regarding the
government’s access to the communications and data stored, when necessary to
the investigation of a felony.*!

Future Challenges

Given the inherent characteristics of cyberspace, such as its global range, only
international cooperation can achieve the goals set by national policy makers,
the private sector, and society. The reasons for that are well-known, due to the
increasing national dependency on the international ICT infrastructure and the
many societal and economic gains that the investment in this kind of technology
creates, both in developed and developing countries.

On a global stage, states face a great number of problems, and a new pattern
of behavior needs to be adopted in order to finally reach cyber peace. As one au-
thor describes it:

The existing governance model, which depends on an almost
tribal assembly of stakeholders in various frail institutions, is
inadequate for the security and stability needed for a key global
infrastructure. Many governments, finding the current situation
intolerable, are exploring where it is appropriate for them to
increase their role, to reduce risks to their economies, public
safety and national security created by a weakly governed Inter-
net. The turbulence over Internet governance, as states extend
sovereign control into cyberspace to protect their national inter-
ests, will complicate reaching agreement on norms for interna-
tional cybersecurity.*

According to the International Telecommunication Union’s report The Quest
for Cyber Peace, “the fundamental problem is the lack of design and analysis
methods which are scientifically proven to master the enormous complexity of fu-
ture interconnected digital systems, especially regarding safety, reliability, func-
tionality and security (privacy, authenticity, data security).”*

Therefore, it is also necessary that international cooperation be encouraged in
various sectors, such as the Internet national nodal centers, the dialogue with the
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global service providers, the Computer Emergency Response Teams, the incident
management and response field, the critical infrastructure protection, the sharing
and deployment of the best methods, the continuous process of raising aware-
ness of cyber threats, the adoption of acceptable legal norms, and coordination
between law enforcement agencies.

As one may realize, developed countries have different views on the nature of
cybersecurity and on how to prevent its failures from threatening national critical
infrastructure. This makes consensual agreements difficult to achieve, especially
when the idea of a binding treaty is discussed. In order to prevent the divergences
between nations from halting the progress of negotiations related to Internet gov-
ernance, some principles must be present, like the protection of the freedom of
speech, even when it makes anonymity easier. Policy makers must also be mind-
ful that no adequate response can be given without the support of the private
sector. The relationship between governments and private companies needs to be
transparent, reliable, structured, accountable, and constant.

It is also known that mistrust and misperceptions are common in the discus-
sion of cyber governance. For this reason, the regional organizations may present
the best way to find solutions to this particular issue. The United Nations Institute
for Disarmament Research, in its report Confronting Cyberconflict, states that:

Regional organizations have a long history of working with
TCBMs (Transparency and Confidence-Building Measures)
in conventional security areas. Housing such initiatives in a
regional organization framework has many positive aspects.
First, such an initiative builds on models and lines of com-
munication already familiar to participating states. Therefore,
methodologies that have been successful in other areas have
the potential to be transferred over to cyberspace. Furthermore,
regional organizations may be better able to respond to regional
concerns or requirements—especially if the cyber capacities of
their member states are at a similar stage of development.3

In this sense, the very nature of the Inter-American Cybersecurity Strategy is
noteworthy for its visionary planning and that its goals have a multidisciplinary
approach. First of all, it has a three-pillar structure, divided between CICTE, CI-
TEL, and REMIJA, bearing in mind their unique expertise and scope of action.
This way, all the fundamental issues that risk the continental cybersecurity are
addressed in all possible manners: legally, technically, militarily, socially, and
economically.

Second, the Inter-American Cybersecurity Strategy is aware that only through
the coordination between nations and institutions, the communication with users
and Internet servers, the identification of secure technical practices, and the adop-
tion of proper national legislations that regulates cybercrimes will it be possible
to enhance cybersecurity in America.

Another important argument in the cybersecurity debate is how developing
countries may be part of the discussions, even though they are not seen as Cyber
Powers. Once again, the regional organizations may be the best way to include
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small States, as they are also affected by any major cybersecurity breach or inci-
dent, given that no national economy is independent from the cyber sphere. With
that in mind, it is understandable why Latin America has distinct visions about
cybersecurity. While the most developed regions, such as Europe, North America,
and some parts of Asia, are worried about issues related to cyberwar and cyber
terrorism, Latin American countries are more preoccupied with cyber-mediated
crime, such as e-banking scams, money laundering, drug trafficking, and child
pornography.

What must be acknowledged is that the increase in Internet access in Latin
America is responsible for many permanent changes in different parts of life, such
as politics, education, culture, society, and economy. Therefore, the OAS faces
some key implications that must be addressed through its multilateral body and
through frequent revision of the Inter-American Cybersecurity Strategy, in order
to stop it from becoming obsolete in a short period of time. One way of doing so
is to broaden the approach taken by the OAS by “accounting for the multi-faceted
ways in which cyberspace is generating positive and negative forms of empower-
ment.”** That is, although the cyber sphere is responsible for more efficiency both
at the public and the private sectors, it also allows criminals to act anonymously
and with the likelihood of significant reward at miniminal risk.

Another implication for the OAS is that it needs to “monitor change, from a
broad to granular scale, and disseminate information on a routine basis,” due to
the variety of the characteristics of cyber threats and responses in Latin America.
Last, embodied by the Inter-American Cybersecurity Strategy, “close and con-
tinuous coordination between states, the private sector and civil society,”® is the
best path towards coping with the challenges posed by the technological digital
advances.

Importance must also be given to the respective attributes of states, compa-
nies, and, above all, citizens; after all, they are the end users of computer tech-
nology and the main victims of cybercrimes. The path that must be followed by
nations around the world is the creation of a culture of cybersecurity—which is
one of the objectives of the Inter-American Cybersecurity Strategy, specifically
of CITEL—and that can only be accomplished by close communication between
the participants in the cyber sphere. The United Nations General Assembly has
written a resolution with the guiding principles of a global culture of cybersecu-
rity: awareness, responsibility, response, ethics, democracy, risk assessment, se-
curity design and implementation, security management, and reassessment. And
the OAS has done its part; these principles are all included in the Inter-American
Cybersecurity Strategy, and are particularly attributed to the organs that compose
the strategy’s three-pillar structure: CICTE, CITEL, and REMJA. However, one
must note that the principles defended in the UN resolution need to be constantly
revised and put into practice, which poses a challenge to the OAS and its member
states: will they be able to carry out the Inter-American Cybersecurity Strategy
sustainably?

In the future, light should be shed on the legal discrepancies that characterize
the current national cyber legislations, namely the role that REMIJA is playing
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in the Inter-American Cybersecurity Strategy. However, the legal and prosecuto-
rial cooperation stated in the Recomendaciones de la Reunion Inicial del Grupo
de Expertos Gubernamentales en Materia de Delito Cibernético in 2003 is not
enough to address the issue of cross-border cyber criminality. Actually, the OAS
must bear in mind that the legal cooperation aspects present in the Inter-American
Cybersecurity Strategy are only the beginning of a journey toward an agreement
such as the Budapest Convention. According to the International Telecommuni-
cation Union’s Global Cybersecurity Agenda, it is necessary to give life to “the
elaboration of strategies for the development of cybercrime legislation that is
globally applicable and interoperable with existing national and regional legisla-
tive measures.”’

The responsibility of CICTE is also to achieve goals, as the Inter-American
Cybersecurity Strategy states, because technical cooperation and development are
not enough to attain CICTE’s goals. The OAS and its institutions also need to
create something that does not simply depend on words, but on actions: trust. In
order to accomplish this, a delicate but consistent infrastructure needs to be cre-
ated in the Americas, so that the member States—their CSIRTs especially—may
be able to communicate safely and quickly disclose information to regional stake-
holders about any cyber incidents. For this purpose, each and every government in
the Americas will need to educate their societies about how users can protect their
personal computers and whom to call when a cyber incident happens. Otherwise,
given the dependency on critical infrastructure linked to information and com-
munication technologies that can be damaged by cyber offenses, the lack of trust
may be responsible for social erosion and national and international instability.

On a national scale, other actions need to be taken. Governments must be
responsible for creating a technical regulation to establish security standards to
private operators of critical infrastructure, as well as analyzing how the civil so-
ciety and economy can be injured by cyber disruptions, and elaborating, in col-
laboration with academia and the private sector, recovery and response plans. The
government must also identify possible new threats and train/prepare specialized
personnel to operate the national cybersecurity structure. In a recent article, Peter
Sommer and Ian Brown describe the holistic approach required to ensure public
and private adaptation of cyber security strategy.

Regulators need a better idea of the inter-dependencies of systems support-
ing critical national infrastructure, as well as an up-to-date understanding of the
motivations and capabilities of potential attackers. Policymakers need to be able
to identify and remove incentives that are causing market actors to under-protect
systems. They also need the capability to horizon-scan for new threats, and to un-
derstand the likely long-term direction of technological development. The manag-
ers of critical information systems need better facilities to detect and block attempts
to breach security controls. Law enforcement agencies need new tools to track the
originators of such attacks. Users need much more user-friendly software that enables
them to carry out their day-to-day activities in a secure way. Further work is also
needed to strengthen the investigative resources of the police and similar agencies.*

The particular case of Latin America is a good example of cyber security
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challenges and helps to explain how the OAS can assist its member states in deal-
ing with the cybersecurity issues with the incentive to create national CSIRTs and
specialized law enforcement bodies and to adopt proper legal frameworks. How-
ever, the OAS needs to find out how the private sector, the civil society, and the
Latin American governments can move together toward an environment of close
cooperation and cyberpeace under the aegis of a common cybersecurity culture:

It is urgent that Latin American governments devote greater
attention to defining norms to govern cyberspace and ensure
they take balanced measures. On the one hand, governments
must begin adopting more sophisticated approaches to regulat-
ing content as a means of addressing some of the perverse out-
comes of cybercrime. Likewise, private sector entities should
also be encouraged to adopt more proactive actions since they
have much to lose from intellectual property theft, piracy and
a range of criminal offences. Meanwhile, civil society groups
should be supported to draw attention to the implications of
such measures on the state-citizen relationship and in particular,
privacy.

Developing a cyber security strategy requires a delicate balance. Govern-
ment responses that are too heavy-handed could result in undue surveillance and
repression. At the same time, aggressive policies are necessary to combat a resil-
ient opponent. Hence, cyber crime efforts must be an equilibrium that protects
fundamental rights of citizens while at the same time deterring cyber criminals.
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A primeira Estratégia Nacional de Defesa Brasileira
(2008): Cinco Anos Depois

Peterson Silva

Resumo

O objetivo deste trabalho ¢ realizar um breve balango das
repercussoes da Estratégia Nacional de Defesa (END) de
2008. Mais especificamente, o foco ¢ analisar as principais
transformagdes derivadas da END no setor de defesa brasileiro
entre 2008 € 2013. Nesse sentido, foram analisadas as legislagdes
e as publicacdes académicas brasileiras mais significativas
produzidas sobre o tema durante o periodo. Argumenta-se que
apesar de no se ter alcangado a plenitude das metas previstas na
propria END, este documento foi fundamental no que concerne
a iniciar o processo de efetiva imersao dos temas de seguranga
e defesa na agenda de politicas publicas no Brasil.

Introducao

Em 18 de dezembro de 2008, foi langada a primeira Estratégia Nacional de Defesa
(END) brasileira. Seu objetivo era vincular o setor de defesa a uma estratégia
nacional de desenvolvimento de longo prazo. Os trabalhos do comité encarregado
da formulacdo da END foram iniciados em setembro de 2007.' Seis anos depois,
em setembro de 2013,% o Congresso Nacional aprovou os textos da terceira Politi-
ca Nacional de Defesa, da segunda Estratégia Nacional de Defesa e do primeiro
Livro Branco de Defesa Nacional, concretizando uma série de aperfeicoamentos
institucionais realizados nos ultimos cinco anos.

A END de 2008 nao significou o fim dos inimeros problemas encontrados
no setor de defesa brasileiro nas tltimas décadas. Entretanto, argumenta-se neste
trabalho que a primeira END teve um papel crucial no que se refere a iniciar um
lento e gradual processo de efetiva imersdo dos temas de seguranca ¢ defesa na
agenda brasileira de politicas publicas.

Nesta direcdo, este artigo esta divido em duas partes. Na primeira, € apresen-
tado um breve panorama das politicas de defesa brasileiras desde a Constituigao
de 1988. Na segunda, ¢ feita uma introdugdo dos principais pontos da END, os
quais sdo acompanhados de uma breve analise dos avangos e desafios verificados
entre 2008 e 2013.

Esta discussdo se torna importante na medida em que permite melhor com-
preender o contexto da dindmica militar brasileira nos tltimos anos, langando luz
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aos processos politicos internos de um dos paises emergentes mais importantes
neste inicio do século XXI.

Breve panorama sobre o debate acerca da seguranca e defesa nacionais
apoés a Constituicao de 1988 e o entorno sul-americano

A primeira Politica de Defesa Nacional (PDN) foi elaborada em 1996 durante
o governo Fernando Henrique Cardoso (1995-2002). Esse documento pode ser
visto sob dois angulos. De um lado, pode-se dizer que a timidez de suas diretrizes
nao produziu efeitos concretos no setor de defesa brasileiro. Nao por acaso, este
documento foi rotulado por académicos, politicos ¢ militares como uma espécie
de “declaracdo de intengdes” produzida a partir de uma tentativa de concialiagdo
entre concepgoes diplomaticas e militares (Oliveira, 2005, p. 459-467). De outro
lado, a PDN de 1996 langou as bases do que mais adiante se tornaria o debate so-
bre a criagdo, em 1999, do Ministério da Defesa’® (Alsina, 2003; Fuccille, 2006).

Nao apenas a elaboragdo da primeira PDN como também a criagdo do Minis-
tério da Defesa foram cercadas de varias tensdes, como os eventos que culmina-
ram na queda do primeiro ministro da Defesa, Elcio Alvares, poucos meses apds
sua nomeagdo (Miyamoto, 2004; Oliveira, 2005; Fuccille, 2006).

Em linhas gerais, ¢ possivel destacar os seguintes fatores recorrentes no
debate sobre seguranca e defesa no Brasil entre 1988 e 1999: o contexto de rede-
mocratizagdo apos o regime militar brasileiro (1964-1985), a emergéncia de uma
“crise de identidade” nas forgas armadas apds o fim da Guerra Fria, o fortaleci-
mento da Amazdnia como elemento central das concepgdes estratégicas nacio-
nais, a pouca prioridade dos assuntos de segurancga ¢ defesa na agenda politica
brasileira ¢ a elevada autonomia militar (Martins Filho e Zirker, 2000; Marques,
2003; Santos, 2004).

Sob a presidéncia de Luiz Inacio Lula da Silva (2003-2010), ¢ langada, em
2005, a versdo atualizada da Politica de Defesa Nacional (PDN).* Esta ainda con-
tinha os mesmos tragos significativamente genéricos de sua predecessora de 1996.
Oliveira (2009, p.75), por exemplo, afirma que a PDN de 2005 tinha incorporado
“conceitos da Escola Superior de Guerra com o tempo da ONU”.

No entanto, a nova PDN também pode ser visualizada em um contexto de
gradual, porém tenso, amadurecimento institucional do Ministério da Defesa.
Nesse sentido, sdo emblematicas a queda em 2004 do ministro José Viegas® e a
escolha do entdo vice-presidente José Alencar para assumir o posto. Ademais, ¢
possivel destacar o langamento em 2005 da primeira Politica Nacional da Indus-
tria de Defesa (PNID),® representando um real avango nas interagdes com outros
atores nacionais, como o Ministério da Ciéncia e Tecnologia e os empresarios
ligados a industria de defesa.

Um dos mais importantes fatores a ser destacado entre 1999 e 2005 ¢ o sur-
gimento de uma “cultura de ministério da defesa”, apesar de todas as vicissitudes
verificadas nesse interregno, sobretudo em termos de relagdes civis-militares
(Winand e Saint-Pierre, 2010). Ainda podem podem ser apontadas como mar-
cas desse periodo a adogdo gradual de um conceito mais multidimensional’ de
seguranca (Villa e Viana, 2010, p. 94), a resisténcia dos militares brasileiros a
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adogdo de “papéis de policia,” especialmente no que se refere ao combate direto

ao trafico de drogas (Santos, 2004), e a crescente associag@o das discussdes sobre
defesa ao campo mais amplo da ciéncia e tecnologia (Brasil, 2003).

Em 2008, trés agdes politicas foram realizadas paralelamente. Em maio, foi
langada oficialmente a Politica de Desenvolvimento Produtivo (PDP), a qual in-
cluiu a industria de defesa em seus “Programas Mobilizadores em Areas Estra-
tégicas”. Em 16 de dezembro, foi criado o Conselho de Defesa Sul-Americano
(CDS)’ da Unido de Nagdes Sul-Americanas (Unasul). Finalmente, em 18 de
dezembro, foi langada a Estratégia Nacional de Defesa (END),'® prevendo uma
série de novas medidas legais e estudos complementares interna e externamente
ao Ministério da Defesa."

O contexto interno brasileiro foi o principal motivador da elaboracdo da pri-
meira END. Conforme apontado anteriormente, desde a Constituigdo de 1988
o setor de defesa brasileiro softria pela falta de diretrizes claras, bem como pela
obsolescéncia da maioria de seus principais equipamentos militares (Oliveira,
2009, p. 73). Este cenario de falta de solidez institucional e de estagnagdo de
grandes aquisi¢des militares continuou mesmo apds a criagdo do MD, em 1999, e
o estabelecimento da PDN de 2005. Enquanto isso, outros paises sul-americanos
convertiam recursos oriundos, por exemplo, da boa fase das commodities no mer-
cado internacional para a modernizacdo de seus equipamentos de defesa, como
Venezuela (petroleo) e Chile (cobre), ou mesmo recebiam apoio externo, como no
caso da Coldémbia (Villa, 2008).

Em 2007, contudo, emergiu mais uma crise civil-militar, tendo como fatores
centrais o assim denominado “caos aéreo” na aviagdo civil e a fragilidade da es-
trutura e da atuagdao do MD verificada no episodio (Oliveira, 2009). Abalado pela
crise, o ministro Waldir Pires (31/03/2006 - 25/07/2007) deixou o cargo e Nelson
Jobim (26/07/2007 - 04/08/2011) assumiu a diregdo do MD. Jobim, desde o ini-
cio, teve confianga do presidente Lula ndo apenas para inicialmente afastar a crise
aérea do Palécio do Planalto como também, mais adiante, para liderar o processo
de restruturacdo das for¢as armadas.

Assim, foi instituido em setembro de 2007 um comité interministerial com
o objetivo de modernizar a estrutura nacional de defesa. Este comité foi compos-
to pelos ministros da Defesa, da Secretaria de Planejamento de Longo Prazo da
Presidéncia da Republica (futura Secretaria de Assuntos Estratégicos — SAE), da
Fazenda, do Planejamento e da Ciéncia e Tecnologia, bem como os comandantes
da Marinha, do Exército e da Forca Aérea, assessorados pelos seus respectivos
estados-maiores. O relatorio final com as diretrizes gerais do entdo denominado
“Plano Estratégico Nacional de Defesa” estava previsto para ser entregue ao pre-
sidente Lula em sete de setembro de 2008 (Dia da Independéncia) (Jobim, 2008).

Paralelamente, no contexto de uma posi¢ao mais assertiva do segundo man-
dato do governo Lula (2006-2010) em relagdo a temas de seguranca ¢ defesa
(Villa e Viana, 2010), a ideia da criagdo de um foro no ambito da Unido das Na-
¢oes Sul-americanas (Unasul) dedicado a discussao de temas de segurancga e de-
fesa ganhou forga. Tal iniciativa contou com o esfor¢o pessoal do ministro Jobim
e pode ser vista como uma ligagao entre o processo de formulagdo da END e o
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contexto da sequéncia de tensdes sul-americanas observadas nos anos ante-riores,
como o Plano Colombia (2000) e as crises na Venezuela (2002), na Bolivia (2004)
e no Equador (2005) (Villa e Viana, 2010).

Desde o inicio, a proposta brasileira de criagdo do CDS/Unasul ndo previa o
estabelecimento de exércitos comuns, de forcas conjuntas de carater permanente
ou uma de alianga militar cldssica. A intengo era criar um foro capaz de ofer-
ecer solugdes pacificas de controvérsias, mantendo a regido livre de conflitos (JO-
BIM, 2008). Tal visdo ¢ coerente com a tradicional relagdo entre politica externa
e politica de defesa no Brasil, com destaque para, em um esforgo de sintese, trés
pontos considerados fundamentais.

Primeiro, ressalte-se a tradicional postura adotada pela politica externa bra-
sileira de manter a América do Sul livre de instabilidades politicas. Alsina (2009,
p. 181), por exemplo, afirma que a estratégia brasileira de politica externa seria,
basicamente, lastreada fortemente pela “manutengdo da estabilidade no subcon-
tinente como forma de evitar o desvio de recursos diplomaticos escassos para o
tratamento de temas ndo diretamente relacionados a problematica do desenvol-
vimento”.

Em segundo lugar, o Brasil tem historicamente prescindido do uso da for-
¢a militar em sua estratégia de insercao internacional. Lima e Hirst (2006), por
exemplo, ressaltam que o pais tem se esfor¢ado para ser reconhecido como grande
ator regional e global, utilizando-se principalmente de agdes multilaterais e de soft
power, abstendo-se consistentemente do desenvolvimento de hard power.

Por ultimo, destaca-se a tradicional distancia entre politica externa e politica
de defesa no Brasil (Alsina, 2006). Lima (2010, p. 404), por exemplo, afirma:

A bibliografia existente sobre o tema sugere que legado historico, fatores
ideacionais e institui¢des aprisionaram o desenvolvimento da politica externa e
da politica de defesa em rotas paralelas que, na auséncia de uma agéncia politica
voltada para a mudanga do status quo, permaneceram fracamente integradas.

Com base nesse sucinto quadro, as discussoes paralelas envolvendo a criagdo
do CDS/Unasul e o estabelecimento da END sem dtivida foram importantes para
se evitar percepgdes equivocadas por parte dos vizinhos sul-americanos ou mes-
mo de outros paises em relagdo ao processo de reestruturagao militar brasileiro em
discussao naquele periodo. Nesse sentido, incluem-se as frequentes percepgdes
sobre o risco de uma “corrida armamentista” na América do Sul (Zamora, 2010),
inclusive na grande midia.'?

Em linhas gerais, dois conjuntos de fatores fornecem pistas mais significa-
tivas sobre a origem da série de aquisicdes militares sul-americanas ocorridas
na ultima década do que a acepgdo de que uma corrida armamentista nos mol-
des tradicionais estaria em andamento no subcontinente (Villa, 2008). Primeiro,
constata-se que, nos anos 80 e 90, varios programas militares foram sistematica-
mente adiados ou marginalizados por falta de verbas em todo o subcontinente.
Certamente, contribuiram nessa dire¢do a marginalizagdo dos temas de seguranca
e defesa nas agendas politicas sul-americanas ap6s o fim das diferentes ditaduras
observadas na regido. Em segundo lugar, o boom das commodities e o frequente
uso nos anos 2000 de discursos nacionalistas por parte de alguns politicos sul-
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americanos' voltados para seus respectivos publicos internos completam esse
quadro mais provavel das explicagdes possiveis no que se refere as ondas relati-
vamente recentes de modernizagao militar na regiao.

Em dezembro de 2008, tanto a END quanto o CDS/Unasul se tornaram
realidade. Juntas, essas duas iniciativas marcam um novo passo para o debate
brasileiro sobre temas de seguranga e defesa, conforme abordado a seguir.

A END de 2008: principais pontos, avancos e desafios

A seguir, sao analisados os pontos considerados mais relevantes da Estratégia
Nacional de Defesa (END) de 2008, os quais sdo acompanhados de uma sintese
dos avangos, desafios e perspectivas, tendo como base a literatura especializada
brasileira, as politicas de defesa elaboradas até entdao (1996 e 2005), noticias vei-
culadas na midia ¢ as principais legisla¢des produzidas, basicamente, entre 2008
e 2013.

A retomada do termo seguranca nacional. E interessante notar que, pela pri-
meira vez desde o fim da ditadura militar no Brasil, o termo “seguranga nacional”
foi retomado em varias passagens da END (Oliveira, 2009, p. 75-76). Contudo,
ndo so6 nesta parte em especial, mas em outros segmentos da END, o emprego dos
conceitos de segurancga e defesa deixam algumas duvidas sobre o escopo das afir-
magdes. No inicio do documento, por exemplo, o decreto de sua aprovagao afirma
que “os orgdos e entidades da administrag¢do publica federal deverdo considerar,
em seus planejamentos, agdes que concorram para forta-lecer a Defesa Nacio-
nal”. Mesmo para os padrdes atuais de constantes buscas por solu¢des integradas
envolvendo varios atores em seguranga e defesa (INSS, 2008), torna-se possivel
questionar até que ponto este documento ndo poderia se chamar “Estratégia de
Seguranga e Defesa Nacionais”, como no caso do Reino Unido (2010) ou, mais
recentemente, da Franga (2013).

Portanto, longe de se aventar a perigosa subordinagdo das variadas dimen-
sdes da vida em sociedade aos imperativos de um eventual conceito ampliado
de seguranga nacional, uma estratégia de seguranca e defesa nacionais, bem de-
batida e elaborada com a efetiva participa¢do de diversos atores, poderia ensejar
diretrizes mais claras para outros 6rgdos federais em relagdo a temas como satude
(ex. epidemias) ou inteligéncia (ex. bens sensiveis).

Brasil como pais pacifico na América do Sul. Logo na introdugao, as duas pri-
meiras oragdes da END sao: “O Brasil é pacifico por tradi¢do e convicgdo. Vive
em paz com seus vizinhos.” E louvavel, portanto, que as primeiras palavras da
primeira estratégia nacional de defesa brasileira remeta a ideia de paz com paises
vizinhos.

De fato, em termos praticos, as discussdes no ambito do CDS/Unasul tém
proporcionado algumas importantes iniciativas de intercambio e de cooperagao.
Além do envolvimento de paises como Colombia, Chile e Argentina no programa
do cargueiro KC-390 desenvolvido pela Embraer, podem ser destacados os avan-
¢os no projeto de desenvolvimento do primeiro avido de treinamento basico sul-
americano (Unasul-1),'* a criacdo da Escola Sul-americana de Defesa (Esude),"
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e a aquisi¢ao de lanchas colombianas para serem utilizadas pelo Exército e pela
Marinha na Amazonia.'®

Os trés eixos estruturantes e os trés setores estratégicos. Na exposicao de moti-
vos, € possivel verificar um resumo da estrutura da END de 2008. Conforme essa
passagem, o documento estd focado em acdes estratégicas de médio e longo pra-
z0s com o objetivo de modernizar a estrutura nacional de defesa, atuando em trés
eixos estruturantes: (1) reorganizagdo das Forcas Armadas, (2) reestruturacao da
industria de defesa brasileira e (3) politica de composic¢ao dos efetivos militares.

Mais especificamente sobre a reorganizacao das Forcas Armadas, encontra-
se trés setores considerados estratégicos: o cibernético, o espacial e o nuclear. No
setor cibernético, sob responsabilidade do Exército Brasileiro, o grande impulso
ocorreu apenas apos as noticias sobre espionagem norte-americana no Brasil no
contexto das dentincias de Edward Snowden, ex-colaborador da Agéncia Na-
cional de Seguranca dos Estados Unidos (NSA). Destaca-se nessa dire¢do o tra-
balho realizado pelo recém-criado Centro de Defesa Cibernética (CDCiber), bem
como as discussdes no Congresso sobre o assim denominado “Marco Civil da
Internet”.!”

No setor espacial, sob responsabilidade da Forga Aérea, ¢ possivel dizer que
desde o acidente ocorrido em 2003 na Base de Alcantara, as atividades envolven-
do o Veiculo Lancador de Satélites (VLS-1) ndo evoluiram significativamente. O
VLS ¢ um dos programas militares que se arrastam nos planejamentos de defesa
desde os anos 80 (Cavagnari, 1993).!8 No entanto, em 2013, foi assinado o contra-
to entre a empresa brasileira Visiona (Embraer e Telebras) e as europeias Thales e
Arianespace no quadro do fornecimento do programa do Satélite Geoestacionario
de Defesa e Comunicagdes Estratégicas (SGDC)."

O Brasil e a questao nuclear. A area nuclear, sob responsabilidade da Marinha,
¢ uma dos trés setores considerados estratégicos pela END. Ao longo do docu-
mento, o foco da discuss@o sobre essa area se alterna entre trés topicos principais:
o programa do submarino de propulsdo nuclear da Marinha, a questao energética e
o campo mais amplo da Ciéncia, Tecnologia & Inovagdo. Nao ha quaisquer sinais
na END indicando que o Brasil podera produzir uma arma nuclear no futuro. Ao
contrario, o texto ¢ bem explicito em afirmar que “por imperativo constitucional e
por tratado internacional, privou-se o Brasil da faculdade de empregar a energia
nuclear para qualquer fim que ndo seja pacifico” (Brasil, 2008, p. 33).

De fato, o Brasil possui uma série de elementos constitucionais e interna-
cionais consolidados na area de ndo-proliferagdo, como o Tratado de Tlatelolco,
o Tratado de Nao-Proliferagdo Nuclear (TNP) ¢ a Agéncia Brasil-Argentina de
Contabilidade e Controle de Material Nuclear (ABAC).

Assim, a afirmacdo verificada na END de 2008, ¢ mantida na atualizagdo de
2012 (Brasil, 2012a, p. 21), de que o Brasil “ndo aderira a acréscimos ao Tra-
tado de Nao-Prolifera¢do de Armas Nucleares destinados a ampliar as restri¢oes
do Tratado sem que as poténcias nucleares tenham avangado na premissa central
do Tratado: seu proprio desarmamento nuclear”, deve ser entendida no contexto
da forte oposigdo por parte de determinados setores do Itamaraty e da Defesa em
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relagdo a tratados desiguais em geral e ndo no que se refere especificamente a uma
descabida eventual ambigdo nuclear armamentista brasileira.

Apesar de algumas posigdes nacionalistas isoladas,” qualquer ambigdo em
relagdo a um artefato nuclear brasileiro representaria um imenso e desnecessario
problema diplomatico-militar de consequéncias regionais e internacionais desas-
trosas, além de destoante do perfil das politicas externa e de defesa observado nas
ultimas décadas. Ademais, além dos tradicionais fatores diplomaticos e milita-
res, ¢ possivel identificar outros elementos mais amplos de ordem cientifico-tec-
nolégica (ex. radiofarmacos) presentes no debate contemporaneo sobre politica
nuclear no Brasil.

O trindmio monitoramento/controle, mobilidade e presenca. A END estabe-
lece como diretriz a organizacdo das Forcas Armadas sob a égide do trindmio
monitoramento/controle, mobilidade e presenca. E possivel dizer que foi com
base nessa concepcao que projetos como o Sistema Integrado de Monitoramento
de Fronteiras (Sisfron) e o Sistema de Gerenciamento da Amazonia Azul (Sis-
gaaz) ganharam forca nos ultimos anos.

Basicamente, o Sisfron ¢ um programa, sob responsabilidade do Exército,
com o objetivo de, em coordenacdo com outras agéncias, monitorar os mais de
16.000 km de fronteiras terrestres brasileiras.

O Sisfron também ¢ considerado uma peca fundamental para o Plano Estraté-
gico de Fronteiras (PEF).?! O PEF ¢ um dos resultados mais concretos dos debates
ocorridos no contexto da primeira END. Trata-se de uma iniciativa interagéncias
langada em 2011 com o objetivo de enfrentar ilicitos transfronteirigos e fortalecer
a integragdo com paises vizinhos. A base de suas agdes sio as operagdes “Agata”
(de carater temporario) e “Sentinela” (permanente), as quais envolvem a acdo
coordenada de varios 6rgdos federais e estaduais, como as Forcas Armadas, a
Policia Federal, a Receita Federal, o Instituto Brasileiro de Meio Ambiente e Re-
cursos Naturais Renovaveis (Ibama), a Agéncia Brasileira de Inteligéncia (Abin),
o Centro Gestor e Operacional do Sistema de Protecdo da Amazonia (Censipam),
a Fundagio Nacional do indio (FUNALI), entre outros, além de 6rgdos estaduais
(ex. policias militares e civis).

O Sisgazz, por sua vez, ¢ um programa sob a responsabilidade da Marinha do
Brasil com o objetivo de monitorar, proteger e permitir a exploracao sustentavel
da costa maritima brasileira. Ao lado do Programa de Submarinos (Prosub), o Sis-
gaaz conquistou espago nos ultimos anos entre as prioridades militares brasileiras
em fungdo da descoberta de vastas reservas de petréleo em dguas profundas (Pré-
Sal). Além disso, estima-se que mais de 90% do comércio exterior brasileiro seja
realizado por vias maritimas.

Tanto o Sisfron quanto o Sisgaaz representam os mais complexos “siste-
mas de sistemas” ja adquiridos pelo Brasil desde as discussdes na década de
90 envolvendo o Sistema de Vigilancia da Amazoénia (Sivam - atual Censi-
pam). Este, por sua vez, foi transferido da Presidéncia da Republica para o
Ministério da Defesa em 2011.2> No mesmo ano, o MD deixou de atuar dire-
tamente na area da aviagdo civil apos a transferéncia da Agéncia de Aviagao
Civil (ANAC) para a Presidéncia da Republica.
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O fortalecimento do ministro da Defesa. A mudanga mais significativa apos
a END de 2008 foi a “Lei da Nova Defesa””, aprovada em 2010, a qual basi-
camente ampliou os poderes do ministro da defesa perante as Forgas Armadas.
Com essa lei, os comandantes militares passaram a ser indicados pelo ministro da
Defesa e nomeados pelo Presidente da Republica.

A mesma lei estabeleceu a implantagdo do entdo inédito Livro Branco de
Defesa Nacional, langado em 2012, bem como estendeu o poder de policia do
Exército na faixa de fronteira brasileira para a Marinha e a Forga Aérea, algo que
até pouco tempo encontrava significativas resisténcias por parte dos militares.

A criacdo do EMCFA e da Secretaria-Geral. Uma das grandes inovacdes da
END foi indicar a criagdo de um Estado-Maior Conjunto das For¢as Armadas
(EMCFA), o qual foi criado em 2010 pela “Lei da Nova Defesa”, com o objetivo
de enfrentar a tradicional autonomia das respectivas Forcas (Marinha, Exército e
Forca Aérea).

Mais adiante, em 2013, foi criada, no mesmo nivel institucional do EMCFA,
a Secretaria-Geral do MD com o intuito de conferir maior organicidade a vertente
civil da Defesa, bem como de possibilitar ao ministro da Defesa se dedicar mais
diretamente aos assuntos de dire¢do politica do MD.?* Sob a Secretaria-Geral fi-
caram o Departamento do Programa Calha Norte (DPCN) e o Centro Gestor e
Operacional do Sistema de Protecdo da Amazdnia (Censipam).

Criacao da Seprod/MD. Em 2011, foi criada a Secretaria de Produtos de De-
fesa (Seprod),”® com o objetivo de formular e dirigir de forma mais centralizada
a politica de compras de produtos de defesa do MD, facilitando o dialogo com
outros orgdos ¢ entidades governamentais ¢ com o setor privado brasileiro. A Se-
prod/MD foi prevista na END de 2008 com o objetivo de “formular e dirigir
a politica de compras de produtos de defesa” (Brasil, 2008, p. 36). Ademais,
conforme a mesma END, o ministro da Defesa delegaria “aos drgdos das trés
For¢as poderes para executarem a politica formulada pela Secretaria quanto a
encomendas e compras de produtos de defesa especificos de sua drea, sujeita tal
execu¢do a avaliagdo permanente pelo Ministério” (Ibidem). No entanto, essa
visdo mais centralizadora das compras militares brasileiras indicada pela END
de 2008, praticamente desapareceu na END de 2012, ainda ndo se tornou uma
realidade, permanecendo as Forgas com relativo elevado grau de autonomia nesse
segmento, sobretudo em fungdo do atraso na elaboragdo do Plano de Articulagdo
e Equipamentos de Defesa (PAED).

O Retid. Conforme previsto na END de 2008 (Brasil, 2008, p. 18), foram langa-
dos, em 2012, os fundamentos do Regime Especial Tributario para a Industria de
Defesa (Retid).”® O Retid estabelece normas especiais para compras, contratagdes
e desenvolvimentos de produtos ¢ de sistemas de defesa.

Por um lado, essa lei pode ser considerada fruto direto dos contatos regulares
entre membros do governo, grupos de militares e empresarios do setor de defesa
ao logo da ultima década, com destaque para o papel exercido pelo Comité da
Industria de Defesa (Comdefesa) da Federagdo das Industrias do Estado de Sao
Paulo (Fiesp)? e pela Associagdo Brasileira das Industrias de Materiais de Defesa
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e Seguranga (Abimde).

Por outro lado, até o momento, ainda nio ¢ possivel avaliar os resultados
praticos dessa medida, uma vez que a instru¢do normativa dispondo sobre a apli-
cacdo do Retid, emitida pela Secretaria da Receita Federal, s6 ocorreu em 2014.%

O Paed. A END de 2008 previa a elaboragdo de planos de equipamento e ar-
ticulagdo das Forgas Armadas, tendo em vista um periodo de vinte anos. Esses
planos seriam conjugados em uma proposta de projeto de lei de equipamento e
articulacdo de defesa nacional, originalmente prevista para 2009. Na época, uma
das inspiragdes balizadoras dessa proposta era a experiéncia francesa com a Lei
de Programacao Militar (“Loi de Programmation Militaire”).

Em 2012, o Livro Branco de Defesa Nacional apresentou pela primeira vez o
Plano de Articulacdo e Equipamento de Defesa (PAED), afirmando que “o PAED
consubstancia, de forma coerente, os projetos estratégicos das Forcas Armadas
que visam a atender as demandas por novas capacidades da Defesa” (Brasil,
2012a, p. 192). Todavia, este Plano, conforme apresentado no Livro Branco de
Defesa de 2012, resumia-se a uma espécie de lista de compras sem articulagdo
interna.

Os projetos foram apresentados separados por Forga (Marinha, Exército e
Forga Aérea), abrangendo prazos excessivamente longos (ex. 2009-2033) e sem
quaisquer priorizagdes ou relagdes de complementaridade interforgas, bem como
sem previsao de fontes de recursos, indicadores, metas, planos contingentes ou
critérios objetivos de monitoramento e de avaliacao de desempenho.

No total, a soma dos projetos elencados no Paed, de acordo com o Livro
Branco de 2012, atinge cerca de R$ 400 bilhdes ao longo de aproximadamente
20 anos, ou seja, uma média de quase R$ 20 bilhdes por ano. Esse valor, por-
tanto, destoa substancialmente do historico de investimentos do MD. Conforme
podemos verificar a partir de dados disponibilizados oficialmente (Figura 1), a
média do montante de investimentos anual do Ministério da Defesa, no periodo
2000-2012, foi de aproximadamente R$ 4,8 bilhdes, com picos de cerca de R$
9 bilhdes (2010) e de R$ 10 bilhdes (2012). Portanto, levando em consideracdo
apenas o montante total, torna-se bastante questionavel a viabilidade dessa versao
inicial do Paed, a qual até o0 momento ainda nao foi alterada.

Os comandos conjuntos. Na END de 2008 ¢ possivel encontrar em varias passa-
gens um esforgo de buscar a articulag@o entre as trés Forgas, incluindo a indicagédo
de formagdo de comandos conjuntos ao longo de todo o territorio nacional, como
exemplificado a seguir:

Pelas mesmas razdes que exigem a formagdo do Estado-Maior
Conjunto das Forgas Armadas, os Distritos Navais [no caso da
Marinha] ou Comandos de Area [nos casos do Exército ¢ da
Forga Aérea] das trés Forgas terdo suas areas de jurisdi¢ao coin-
cidentes, ressalvados impedimentos decorrentes de circunstan-
cias locais e especificas [...]. Em cada area devera ser estrutura-
do um Estado-Maior Conjunto, que sera ativado para realizar e
atualizar, desde o tempo de paz, os planejamentos operacionais
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da area (Brasil, 2008, p. 14).

Nesse quesito em especial, até o momento, nao ¢ possivel verificar avancos
significativos. Tal previsao, contudo, foi mantida na END de 2012 (Brasil, 2012a,
p. 34-35). Certamente, trata-se de uma mudanga organizacional (e cultu-ral) am-
biciosa que demandara tempo e cursos especificos ao longo das respectivas car-
reiras militares. Uma questao que ndo estd devidamente esclarecida, entretanto, ¢
se havera uma espécie de representagdo do MD nesses futuros Estados-Maiores
Conjuntos Nacionais, tendo em vista esfor¢os de adensamento das relagdes com
diferentes segmentos da sociedade, como associagdes de empresarios do setor de
defesa (ex. Comdefesa e Abimde) e universidades/centros de pesquisas civis (ex.
cursos, semindrios e estagios), ou outros drgaos governamentais (ex. PF e Receita
Federal).

Forgas armadas e seguranca publica. Uma das diretrizes encontradas na END
de 2008 ¢ a de preparar efetivos para o cumprimento de operagdes de garantia da
lei e da ordem (GLO). O emprego das Forgas Armadas em questdes de seguranga
publica é uma questdo recorrente desde a Constituicdo de 1988, salientando a
Operacdo Rio de 1994 (Fuccille, 1999). Em 2001, foi aprovada a lei que fixa as
diretrizes para o emprego das Forgcas Armadas em operagdes GLO.? Em 2004,
esse tipo de operagdo foi mais uma vez tratado pela legislagdo, mas no contexto de
missdes subdiarias em geral.** Contudo, foi apenas com a “Lei da Nova Defesa”
que tais limites ficaram mais delimitados, conforme previstos na primeira END
(Brasil, 2008, p. 16-17):

O Pais cuida para evitar que as For¢as Armadas desempenhem
papel de policia. Efetuar operagoes internas em garantia da lei
e da ordem, quando os poderes constituidos ndo conseguem
garantir a paz publica e um dos Chefes dos trés Poderes o re-
quer, faz parte das responsabilidades constitucionais das Forcas
Armadas. A legitimacdo de tais responsabilidades pressupoe,
entretanto, legislacdo que ordene e respalde as condi¢des espe-
cificas e os procedimentos federativos que deem ensejo a tais
operagdes, com resguardo de seus integrantes.

Em 2010, em uma operagio de escala até entdo inédita, policiais do Rio de
Janeiro ocuparam as favelas do Complexo do Aleméo apoiados pelas Forgas Ar-
madas. Blindados da Marinha, helicopteros do Exército e soldados do Batalhdo
de Operagoes Especiais da Policia Militar do Rio de Janeiro (BOPE) ganharam as
paginas dos noticiarios no Brasil e no exterior.’! O envolvimento das Forgas Ar-
madas em operagdes GLO ocorreu em varias oportunidades, com destaque para
a atuagdo em favelas do Rio de Janeiro (2011),%? no contexto da greve de policias
militares na Bahia (2012),** na Conferéncia das Nagdes Unidas da Rio+20 (2012),
na visita do Papa Francisco ao Rio de Janeiro (2013), na Copa das Confederagoes
(2013) e na protegdo do leilao do campo petrolifero de Libra (2013).

Em 2014, foi editado pelo EMCFA/MD o Manual da Lei da Ordem, com o
objetivo de estabelecer orientacdes para o planejamento e o emprego das Forgas
Armadas em operagdes de GLO.* Também em 2014, esta previsto o envolvi-

Volume 16 / 2014 49



mento das For¢as Armadas em mais uma ocupagao de favelas no Rio de Janeiro,
sendo a sexta vez que esse tipo de operagdo ¢ realizado neste estado desde 2007.%

E possivel dizer, portanto, que as operagdes GLO, ao lado das operagdes
Agata e Sentinela no contexto do Plano Estratégico de Fronteiras (PEF), co-
rrespondem as missdes mais demandadas as forgas armadas brasileiras desde a
primeira END, especialmente quando considerados os proximos grandes eventos
a serem realizados no pais: a Copa do Mundo (2014) e os Jogos Olimpicos (2016).

Gastos com pessoal e manutencio do servico militar obrigatério. Um dos ei-
xos estruturantes da END de 2008 ¢ a questao da composi¢cdo dos efetivos das
Forcas Armadas. Entre as diretrizes do documento esta a de manter o Servigo
Militar Obrigatério (SMO). Mais especificamente, o “objetivo, a ser perseguido
gradativamente, é tornar o Servigo Militar realmente obrigatorio” (Brasil, 2008,
p- 19). Ha explicitamente na END a valorizagdo do SMO como instrumento de
unidade nacional, algo que ndo pode ser ignorado considerando-se as dimensoes
territoriais e a diversidade cultural do Brasil.

No entanto, em primeiro lugar, em um mundo de transformagdes tecnoldgi-
cas aceleradas e de recursos limitados, torna-se possivel questionar a efetividade
dessa orientagdo. Ademais, a END de 2008 orienta que as “Forg¢as Armadas limi-
tardo e reverterdo a tendéncia de diminuir a proporg¢do de recrutas e de aumen-
tar a propor¢do de soldados profissionais” (Brasil, 2008, p. 37). Na pratica, tal
orientagdo se mostra inviavel para qualquer forca militar moderna, especialmente
em segmentos aéreos (ex. cagas) € navais (ex. submarinos) nos quais sao exigidos
anos de aperfeigoamento e de constante treinamento. Nao por acaso, varios paises
tém abandonado a conscri¢do, com destaque para o “ber¢o” do servigo militar
universal moderno: a Franga.*

Na END de 2012, o trecho supracitado simplesmente desaparece. Ademais,
conforme observado por Oliveira (2009, p. 78), as mulheres ainda ndo podem
cumprir o SMO no Brasil. Porém, havia a previsdao na END de 2008 de um fu-
turo “servigo civil” no Brasil (Brasil, 2008, p. 38), no qual as mulheres poderiam
participar. Curiosamente, a ideia do servico civil no Brasil também desaparece na
END de 2012.

E possivel afirmar que a questio do SMO estd diretamente relacionada
a composicao de efetivos e aos impactos dos gastos com pessoal. Mais
especificamente, o maior desafio do MD ¢ lidar com o crescente peso do
pagamento de inativos e pensionistas. Com base em dados disponibilizados pelo
MD (Figura 2), cerca de 71% do orcamento militar brasileiro de 2012 foi destina-
do para o pagamento de pessoal.

Entretanto, também conforme dados do MD (Figura 3), cerca de 62% dos
gastos com pessoal sdo destinados para pagamentos de inativos e pensionistas.
Trata-se, portanto, de uma dificil questao a ser considerada nos préximos anos.

Defesa e Congresso. Os membros do Congresso tém paulatinamente aumentado
sua presenga na agenda politica de defesa nos ultimos anos, tanto em termos de
acgdes individuais de congressistas, quanto no que diz respeito a agdes mais in-
stitucionais. Destaca-se, nesse sentido, os trabalhos no dmbito da Comissdo de
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Relagdes Exteriores e de Defesa Nacional da Camara dos Deputados (Credn) e
da Comissao de Relagdes Exteriores e Defesa Nacional do Senado (CRE). Am-
bas as comissdes vém realizando uma série de audiéncias publicas, seminarios e
divulgagao de atividades legislativas, inclusive utilizando a rede mundial de com-
putadores. Em 2008, por exemplo, foi lancada a Frente Parlamentar da Defesa
Nacional na Camara dos Deputados, a qual foi renovada, em 2011, com mais de
200 parlamentares.*’

Ademais, a “Lei da Nova Defesa” estabelece que o Congresso apreciara a
cada quatro anos, a partir de 2012, versdes atualizadas da Politica de Defesa Na-
cional, da Estratégia Nacional de Defesa e do Livro Branco de Defesa Nacional
encaminhadas pelo Poder Executivo, o que claramente contribui para o fortaleci-
mento do controle civil dos temas de seguranga e defesa.

A carreira civil no Ministério da Defesa. A primeira END estabelece a criagdo
de uma carreira de especialistas civis em defesa na Administracao Publica. Trata-
se, evidentemente, da medida mais solida no que tange a conferir efetiva direcao
politica civil da Defesa no longo prazo (Cleary, 2006).

Por um lado, o envolvimento direto e regular dos militares no MD foi, sem
davida, essencial para o amadurecimento de uma “cultura de MD”. A participa-
¢do dos militares no dia-a-dia do Ministério também pode ser vista como uma
forma de possibilitar uma transicdo mais gradual no que se refere a realidade da
convivéncia por vezes dificil ndo sé entre diferentes For¢as (Marinha, Exército e
Forga Aérea), e suas respectivas peculiaridades terminoldgicas e culturais, mas
também entre diferentes ministérios, orgaos e entidades da Administracao Publi-
ca, politicos, empresarios, contrapartes internacionais, entre outros, a partir de
uma perspectiva mais ampla, isto ¢, do ponto de vista de um Ministério da Defesa.

Por outro lado, depois de todo o avanco institucional sucintamente relatado
neste artigo, especialmente apés a END de 2008, ndo faz sentido inexistir uma
carreira de Estado na area de defesa ou ao menos outras formas mais flexiveis e
transparentes de selecdo. Hoje, por exemplo, a Escola Superior de Guerra (ESG),
a Secretaria de Assuntos Estratégicos da Presidéncia da Republica (SAE) e o
Ministério da Defesa ndo possuem quaisquer canais de recrutamento e de selecdo
profissional regulares e transparentes para civis. Ha apenas, por enquanto, cargos
e funcdes de confianca (DAS), os quais sdo preenchidos preponderantemente a
partir de critérios politicos.

Tal quadro proporciona alguns desafios consideraveis em termos adminis-
trativos. Ao mesmo tempo que a rotatividade de militares no MD se mostrou
extremamente salutar para o surgimento e posterior consolida¢ao de uma “cultura
de MD”, também apresenta problemas em relagdo a continuidade de discussdes e
projetos em funcdo da elevada rotatividade dos militares nos diferentes postos e,
consequentemente, da dificuldade em se manter uma espécie de memoria institu-
cional atinente a determinados temas e discussdes. Salienta-se que até o momento
tal carreira ainda nao foi criada no MD, embora conste na END de 2012.
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Consideracoes finais

A primeira Estratégia Nacional de Defesa (2008) ¢, sem davida, um marco no
debate sobre temas de seguranca e defesa no Brasil. Com base no breve balango
dos desdobramentos deste documento realizado neste artigo, ¢ possivel verificar
um so6lido avango institucional no Ministério da Defesa nos tltimos cinco anos.

Embora a totalidade das tarefas previstas na END de 2008 ainda ndo tenha
sido alcancada, seu principal mérito foi o de ter iniciado um processo de efeti-
va imersao dos temas de seguranca e defesa na agenda de politicas publicas no
Brasil.

A partir do sucinto balango realizado neste trabalho, também ¢ possivel vis-
lumbrar dois dos principais desafios apresentados a0 MD nos proximos anos.

Em primeiro lugar, a questdo dos elevados gastos com pessoal, em espe-
cial com inativos e pensionistas, certamente tera que ser enfrentada em alguma
medida. Esses relativos altos gastos com pessoal culminam em uma espécie de
“achatamento” da parcela destinada para custeio e, sobretudo, para investimentos.
Simplesmente aumentar o gasto de defesa brasileiro, portanto, ndo se apresenta
como uma opgdo eficiente e razoavel tendo em vista a avalanche de outras prio-
ridades nacionais, inclusive em areas mais proéximas, como a seguranga publica,
conforme o aumento das operagdes GLO realizadas pelas forcas armadas nas ul-
timas décadas evidencia. Enfrentar tal questdo, obviamente, ndo ¢ algo trivial e
também nao pode ser resultado de decisdes precipitadas, mas sim deve ser inseri-
do no contexto mais amplo da continua busca pela qualidade do gasto publico, de
se fazer “mais e melhor com menos”.

Em segundo lugar, certamente o proximo desafio do MD sera relativo a prio-
riza¢do de objetivos face a recursos limitados. Hoje, as for¢as armadas brasileiras
estdo orientadas para um amplo leque de missdes/atividades além das prerroga-
tivas classicas (ex. GLO, missdes de paz, protegdo de fronteiras, formagao cida-
da, C&T), bem como detém a ambigdo de implementar simultaneamente varios
mega-programas militares (ex. Sisfron, Sisgaaz, Prosub e Proteger). Tais atuagdes
ocorrerdo cada vez mais intrincadas com varios outros atores (ex. Congresso, mi-
nistérios, associacdes empresariais, universidades). Assim, a concep¢ao de prio-
ridades e sua gestdo ndo podem ser mais visualizadas como algo eminentemente
técnico e militar, mas sim crescentemente intersetorial. Dai a importancia de uma
carreira civil na Defesa que, no médio e longo prazos, seja capaz de contribuir
para uma maior organicidade a formulagdo, implementagdo, monitoramento e
avaliagdo de politicas publicas tendo em vista o papel da Defesa. Nesse sentido,
a excessiva simplicidade com que o Paed foi inicialmente apresentado no Livro
Branco de Defesa Nacional de 2012 sinaliza a crucialidade dessa carreira para o
MD na atualidade.
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Notas

1. Decreto Presidencial de 06 de setembro de 2007.

2. Decreto Legislativo n® 373, de 25 de setembro de 2013.

3. Lei Complementar n° 97, de 9 de junho de 1999.

4. Decreto Presidencial n° 5.484, de 30 de junho de 2005.

5. Em 2004, o ministro Viegas entregou sua carta de demissao ao presidente Lula, em
fungdo de varios atritos politicos com as For¢as Armadas, com destaque para o episodio
envolvendo o entdo comandante do Exército, General Francisco Albuquerque, e posi¢des
sobre o Golpe de 64.

6. Portaria Normativa n° 899, de 19 de julho de 2005.

7. Tal concepcao pode ser representada pela “Declaragdo sobre Seguranga nas Américas”
da Organizacao dos Estados Americanos (OEA), de outubro de 2003.

8. Ressalte-se nessa direcao a criagdo, pelo Decreto n® 5.289, de 29 de novembro de 2004,
da Forga Nacional de Seguranga Publica (FNSP). O intuito da FNSP foi justamente criar
uma opgdo intermediaria entre as policias estaduais e o emprego das forgas armadas brasi-
leiras em situagdes de crises.

9. O CDS ¢ composto pelos ministros da Defesa da Argentina, Brasil, Uruguai, Paraguai,
Bolivia, Colombia, Equador, Peru, Chile, Guiana, Suriname e Venezuela.

10. Decreto n° 6.703, de 18 de dezembro de 2008.

11. A propria END elencava tarefas a serem realizadas em suas “Disposigoes finais” (BRA-
SIL, 2008, p. 67-70).

12. Consultar, por exemplo, “Uruguay and US fear arms race in South America”. The
Guardian, 15/10/2009. “A South American arms race?” TIME, por Andrew Downie,
21/12/2007.

13. Ver, por exemplo, “Chadvez jokes about helping Iran build nuclear bomb”. The Guar-
dian, por James Sturcle, 07/10/2009.

14. “Avanga o projeto de treinador basico Unasul-1”. Defesanet, 04/06/2012.

15. “Unasul cria a Escola Sul-americana de Defesa”. Inforel, 25/02/2014.

16. “Brasil compra lanchas da Colombia para defesa fluvial”. Portal G1, 02/05/2012.

17. “Espionagem abre discussdo sobre preparo do Brasil para uma guerra cibernética”.
BBC Brasil, por Mauricio Moraes, 14/10/2013.

18. “Ap6s 30 anos de desenvolvimento, Brasil quer langar satélites em 2015”. Terra,
06/04/2013.

19. “Visiona assina contratos com fornecedores do sistema do satélite geoestacionario bra-
sileiro”. Embraer, Press Release, 12/12/2013.

20. Em 2006, por exemplo, o entdo secretario-geral do Itamaraty, Samuel Pinheiro Gui-
maraes, se envolveu em uma polémica sobre a possibilidade de o Brasil abandonar o TNP.
“Itamaraty negar ter intencdo de deixar tratado nuclear”. BBC Brasil, 10 de novembro de
2006.

21. Lei n® 7.496, de 08 de junho de 2011.

22. Decreto n° 7.424, de 05 de janeiro de 2011.

23. A Lei Complementar n° 136, de 25 de agosto de 2010 alterou a Lei Complementar n°
97, de 9 de junho de 1999.

24. Discurso de posse do secretario-geral do Ministério da Defesa, Ari Matos Cardoso,
03/05/2013.

25. Decreto n® 7.364, de 23 de novembro de 2010.

26. Lein® 12.598, de 22 de margo de 2012.

27. O Comdefesa foi criado em 2004 ¢ hoje ¢ um departamento na Fiesp, do qual este autor
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Derechos Humanos y la Lucha Contra las
Organizaciones Criminales Transnacionales: Una
Estrategia Imprescindible

Pat Paterson y Cristina Blain

Resumen

Los gobiernos de América Latina han tenido que recurrir a
sus Fuerzas Militares para combatir el crimen organizado.
Los militares, muy respetados en la mayoria de las naciones
latinoamericanas, tienen la disciplina y el poder de las armas
para contrarrestar estos grupos. Sin embargo, el uso a los
militares en operaciones policiales es una solucién peligrosa.
Soldados sin el entrenamiento o la educacion adecuada, podrian
incurrir en violaciones de derechos humanos y poner en riesgo
la legitimidad de la institucion castrense ante la sociedad civil.
La experiencia de EE.UU. en Irak demuestra los riesgos de
desplegar las fuerzas armadas que carecen de un entrenamiento
apropiado. Utilizada incorrectamente, esta fuerza puede
ser contraproducente y puede poner en peligro el objetivo
estratégico mas importante: el apoyo de la poblacion. El respeto
por los derechos humanos genera legitimidad que conduce a
la colaboracion y el apoyo ciudadano y oportunidades de
inteligencia para las fuerzas militares.

Introduccion

A lo largo de la regién latinoamericana, los gobiernos han tenido que recurrir a
sus Fuerzas Militares para combatir el crimen organizado. Estos grupos crimi-
nales —narcotraficantes en Colombia, carteles en México, maras en Honduras o
pandillas en Brasil— usan la violencia para aterrorizar a sus oponentes y manejan
gigantescos recursos financieros obtenidos del trafico ilegal. Los militares, muy
respetados en la mayoria de las naciones latinoamericanas, tienen la disciplina
y el poder de las armas para contrarrestar estos grupos. Sin embargo, usar a los
militares en operaciones policiales es una solucién peligrosa, un riesgo cargado
de complicaciones. Los soldados, normalmente entrenados para derrotar a su
enemigo usando maxima fuerza letal, necesitan un entrenamiento extenso sobre
la lucha contra un enemigo que se encuentra mezclado con la poblacion. Solda-
dos sin el entrenamiento o la educacion adecuada, podrian incurrir en violaciones
de derechos humanos y poner en riesgo la legitimidad de la institucidn castrense
ante la sociedad civil. En consecuencia, el despliegue de fuerzas armadas conlleva
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serios riesgos tanto para los civiles en regiones particularmente afectadas por el
crimen organizado, como para la misma reputacion de las instituciones militares.

Este articulo examina el uso de las Fuerzas Militares latinoamericanas en
operaciones policiales domésticas. Asimismo, describimos a las Organizaciones
Criminales Transnacionales (OCT), sus tacticas, su centro de gravedad y sus ob-
jetivos estratégicos. Comparamos estos grupos de crimen organizado con gru-
pos de insurgencia politica, e identificamos caracteristicas comunes entre ambos.
Analizamos por qué las policias, normalmente bien entrenadas y preparadas para
misiones que requieren discrecion en el uso de la fuerza, son a menudo incapaces
de combatir las OCT. También revisamos el marco legal del conflicto armado bajo
estas circunstancias, los principios de guerra contenidos en el derecho internacio-
nal humanitario DIH, y como éstas pueden aplicarse a este tipo de conflictos. Por
otra parte analizamos los desafios de identificar intenciones hostiles, mientras se
combate un enemigo entremezclado con la poblacion civil, y como las fuerzas de
seguridad son posteriormente contenidas/limitadas al uso de la defensa propia.
Comparamos estos casos con la experiencia de Estados Unidos en Iraq, para de-
mostrar los riesgos de desplegar fuerzas armadas carentes de un entrenamiento
apropiado. Por ultimo, cuestionamos qué tan apropiado es el marco institucional
de las fuerzas armadas para enfrentar esta problematica.

Después de nuestro analisis, llegamos a una serie de conclusiones: En primer
lugar, los militares en América Latina a quienes se les ha asignado este tipo de
misiones, luchan en un conflicto similar contra la insurgencia politica que muchos
de los paises de la region han experimentado. La amenaza actual no estd motivada
politicamente, pero es igual de compleja y multifacética. Los grupos de crimen
organizado en las Américas representan un tipo de insurgencia urbana, integrada
por criminales violentos, llenos de recursos y motivados por la avaricia, con la
intencién de maximizar su utilidad, y que buscan libertad de maniobra tomando
el control sobre territorios apartados, lejos del poder y la presencia legitima del
Estado. Mas importante atn, es que muchos de los elementos que caracterizan a la
insurgencia politica, se encuentran presentes en las organizaciones criminales. Es
esencial que los lideres de la region identifiquen correctamente la naturaleza y los
aspectos particulares de la amenaza para poder desarrollar estrategias apropiadas
para combatir el crimen organizado. En segundo lugar, hemos encontrado que
algunas naciones latinoamericanas estan utilizando tacticas que son contraprodu-
centes a la estrategia general. Nuestros hallazgos distan de la tactica de Mano Dura
utilizada por muchas naciones, de la creencia general de que métodos agresivos
son, por si mismos, adecuados y suficientes para solucionar el problema. Como
en la insurgencia politica, la fuerza militar es solo una de muchas herramientas
necesarias para la victoria. Utilizada incorrectamente, esta fuerza puede ser con-
traproducente, y poner en peligro el objetivo estratégico mas importante: el apoyo
de la poblacion. El respeto por los derechos humanos — y la rendicion de cuentas
cuando se cometen errores— genera legitimidad que conduce a la colaboracion y
el apoyo ciudadano y oportunidades de inteligencia para las fuerzas militares. Por
ultimo, concluimos que muchas de las fuerzas armadas en América Latina estan
mal preparadas para este tipo de operaciones. Existen obstaculos institucionales
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y culturales dentro de las fuerzas armadas, para desarrollar una estrategia ade-
cuada. Pero quiza el mayor impedimento para combatir efectivamente el crimen
organizado en la region es la carencia de educacion y entrenamiento de las fuerzas
militares con respecto a la verdadera naturaleza de la amenaza y las tacticas apro-
piadas para combatirla.

Organizaciones criminales transnacionales

Las Organizaciones Criminales Transnacionales (OCT) en América Latina repre-
sentan en este momento la mas grande amenaza a la seguridad y estabilidad de la
region.! Estos grupos trafican drogas, armamento y personas, y dependen de las
ganancias ilicitas para financiar sus operaciones. Ellos representan una amenaza
irregular a las ideas tradicionales de soberania. No son controladas por un go-
bierno central, no estan reguladas ni restringidas por las fronteras internacionales
y no representan un Estado-nacion. Por el contrario, tienen un sistema de mando
altamente descentralizado, y son mas una red de criminales que una fuerza militar
cohesionada. Sus estructuras de mando estan descentralizadas de tal manera que
es casi imposible derrotar al enemigo capturando o dando de baja a los lideres
de la organizacion. Debido a que trafican en el mercado negro con productos
como drogas y armas, los gobiernos deben combatir las fuerzas de demanda del
mercado. En otras palabras, las OCT utilizan problematicas comunes en muchos
paises latinoamericanos (corrupcion, pobreza, desempleo, y una juventud privada
de derechos), como una fuente de reclutamiento y motivacion.?

Las OCT son quiza el oponente mas formidable que nuestras fuerzas militares
han enfrentado en décadas. Estan equipadas con armamento pesado, incluyendo
rifles de alto calibre y carros bomba. Estos grupos no cumplen normas internacio-
nales sobre conflicto armado que los militares estan obligados a cumplir segtin el
derecho internacional. Las OCT aterrorizan a sus oponentes, no hacen distincio-
nes entre civiles y militares y usan el chantaje y la extorsion de manera reiterada.
Tienen vastas organizaciones de inteligencia conformadas por espias humanos y
abogados que han logrado penetrar los mas altos niveles del gobierno y del poder.
Jueces y funcionarios estatales se han convertido en parte de la némina del cartel,
brindando proteccion politica y juridica a estos grupos. Estan extremadamente
bien financiados; se estima que sus ganancias son de aproximadamente US$6.2
trillones al afio, el equivalente al 10% del PIB mundial.?

Estos grupos son de diversas dimensiones y con caracteristicas Uinicas. Las
Fuerzas Armadas Revolucionaras de Colombia — FARC-EP, por ejemplo, se ori-
ginaron como una guerrilla subversiva en los afios sesenta para luchar contra el
gobierno central corrupto en Bogota. No obstante, en los afios noventa, el grupo
se degenero para convertirse en una organizacion criminal enfocada en el trafico
de cocaina y marihuana, la extorsion y el secuestro. En su punto mas alto de in-
fluencia a finales de esa década, las FARC llegaron a controlar cerca del 40% del
area rural colombiana.

Los Zetas, uno de los carteles mas grandes y feroces de las docenas de or-
ganizaciones existentes en México, fueron engendrados de los cuerpos de guar-
daespaldas del Cartel del Golfo en las provincias del noreste del pais. En 2010,
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éstos traicionaron a sus antiguos lideres y hoy son el cartel que opera en la mayor
porcion del territorio mexicano. Su red de operaciones se expandi6 desde Cen-
troamérica a través de casi todo México oriental y a cientos de ciudades de los Es-
tados Unidos. Algunos reportes de seguridad han registrado que esta organizacion
opera incluso en Venezuela y Colombia.* En lugar de utilizar la extorsion para
mantener el control de sus lucrativos corredores de trafico ilegal, emplean tacticas
brutales de violencia —decapitaciones, desmembramientos, linchamiento ptblico,
tortura y masacres indiscriminadas de migrantes.

Las pandillas de Centroamérica —la Mara Salvatrucha (MS-13) y Calle 18
(M-18) son las mas notorias— se estima que alcanzan entre los 70,000 y 100,000
miembros.’ Operan en varias ciudades centroamericanas y se basan en la extor-
sion y crimenes menores para financiar sus actividades. Su vasta red de miembros
se extiende a lo largo de la region y frecuentemente sirven como soldados de a pie
y mensajeros de los grandes carteles de la droga.

En Brasil, las organizaciones como Primeiro Comando da Capital o Coman-
do Vermelho, operan desde las favelas en las ciudades principales como Rio de Ja-
neiro y Sao Paulo. Trafican principalmente con armas y drogas ilicitas, problemas
que han aumentado en los ultimos afos, debido a que cada vez mas narcoticos
son traficados a través de Brasil. De acuerdo con una fuente, las bandas controlan
entre el 40% y el 50% de las favelas en Rio de Janeiro.

El “nuevo Paradigma” para los Militares en América Latina’

Las operaciones de seguridad que se llevan a cabo en la actualidad en el hemisfe-
rio contra las Organizaciones Criminales Transnacionales, no encajan en la defi-
nicion estricta de operaciones contra-insurgentes. De acuerdo con la doctrina de
Estados Unidos, la insurgencia es un movimiento organizado que busca derrocar
un gobierno a través del uso de la subversion y el conflicto armado.® En este senti-
do, los insurgentes pueden tener fines politicos, religiosos o ideoldgicos. Las OCT
en América Latina por su parte, son grupos criminales profesionales motivados
por la codicia y la avaricia, y no necesariamente por poder politico.

Sin embargo, es cierto que algunos elementos de la violencia en México y
Centroamérica son comunes a los de la insurgencia politica.’ Las OCT aunque no
pretenden derrocar el gobierno central o regional, buscan suficiente control sobre
el gobierno y las fuerzas de seguridad oficiales, para asegurar su libre movilidad
y evitar ser perseguidos por la justicia. Buscan controlar el territorio de un pais no
por el control politico, sino para obtener un beneficio econdémico. Esto lo pueden
lograr aterrorizando autoridades locales, intimidando a las fuerzas de seguridad,
o conspirando con funcionarios corruptos que les aseguren la proteccion legal en
caso de ser arrestados.'® Al sobornar a funcionarios del gobierno, a las fuerzas ar-
madas, jueces, y patrullas fronterizas, las OCT logran mover su producto ilegal li-
bremente dentro y fuera del territorio nacional. El presidente de Guatemala Pérez
Molina reconocié la magnitud de la problematica cuando declard: “el narcotra-
fico ha crecido, ha penetrados las instituciones, a los fiscales y a los jueces...”"
Esto efectivamente significa que los criminales toman el control de un érea, sea
de manera directa o indirecta, para convertirse en lideres de facto de la zona."?
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En 2011 por ejemplo, algunos analistas declararon que el estado de Tamaulipas
al este de México como cercano a un estado fallido, debido a que las fuerzas del
gobierno habian perdido presuntamente el control de toda la provincia, quedando
en manos de fracciones del cartel de los Zetas."

Alo largo de América Latina, los lideres politicos han enviado a sus militares
a las calles a combatir la oleada de crimenes que han convertido a esta region en
la mas violenta del mundo.!* De las 50 ciudades con mas homicidios en el mundo,
42 se encuentran en Latinoamérica, producto de la violencia del crimen organiza-
do que ha consumido la region."”” El ejemplo mas reciente en el cual el gobierno
ha ordenado a los militares a combatir el crimen organizado fue en abril de 2014
en Brasil, para la “pacificacion” de las favelas en las ciudades mas grandes del
pais. En marzo de 2014, Colombia despleg6 2,400 soldados e infantes de marina
al puerto de Buenaventura en el Pacifico para tomar el control de diferentes zonas
de la ciudad que estaban en manos de grupos criminales. México, Peru y la mayor
parte de naciones de Centroamérica estan presenciando la confrontacion violenta
de las fuerzas militares con las redes criminales.

En estas operaciones contra el crimen organizado, la inteligencia juega un
papel fundamental. La oscura red de criminales depende de la clandestinidad para
mover sus productos ilicitos y mantener una base de operaciones. Consecuen-
temente, el apoyo y legitimidad de la poblacion civil es el centro de gravedad y la
clave para obtener la victoria en un conflicto de estas caracteristicas.'® Las fuerzas
de seguridad asi como los grupos criminales intentan obtener el mayor apoyo po-
sible de la poblacion. En paises donde la pobreza, los bajos niveles de educacion
y un débil sistema de salud son lo comun, surgen oportunidades para que las
organizaciones criminales tomen ventaja de la falta de presencia gubernamental.
Cualquier estructura, licita o ilicita, presente en estas zonas, ofrece incentivos
financieros y cierto nivel de estabilidad para las familias. Los civiles tienen la
opcion de apoyar o rechazar ya sea a los grupos criminales o a las fuerzas de se-
guridad, con base en su percepcion de cual puede generarles un mayor beneficio.
A pesar de tener el riesgo de retaliacion por parte de los miembros de los carteles,
los civiles que cooperen con las fuerzas militares pueden llegar a resistir los es-
fuerzos de coercion de los criminales, y proveer inteligencia vital a las fuerzas de
seguridad sobre la ubicacion y el quehacer de los miembros de un grupo criminal.
Esta es inteligencia valiosa, dificil de obtener y mantener con otros métodos. Los
civiles que cooperan con los militares lo hacen bajo su propio riesgo. Saben que
una vez que los soldados dejen de hacer presencia, ellos o sus familias seran suje-
tos de retaliaciones por parte de los grupos criminales."’

Como en una insurgencia politica tradicional, puede haber un espectro de la
poblacion que apoya o se opone a la estructura criminal. Una porcion de la po-
blacion estara asistiendo directamente a los criminales a cambio de un pago. Los
civiles que apoyan las OCT pueden aportar asistencia critica con nuevos reclutas,
lineas de abastecimiento y logistica, e informacion sobre los esfuerzos del gobier-
no. Otros pueden ser ambivalentes, sin apoyar directamente el crimen organizado
ni oponiéndose a éste, por miedo a sufrir represalias. Otros incluso pueden ser
abiertamente opositores de la actividad criminal. El comportamiento de la fuerza
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de seguridad es esencial para mantener el apoyo de la poblacion, disuadir a otros
ciudadanos de cooperar con los grupos criminales, y reclutar mas seguidores que
puedan proveer inteligencia valiosa.

Esta inteligencia puede también aportar informacion para desarrollar pro-
gramas de desarrollo por parte de los gobiernos en zonas que necesitan estimulos
economicos. Si las fuerzas de seguridad son percibidas como justas, la poblacion
local apoyard la presencia militar sostenida, facilitando otro tipo de esfuerzos del
gobierno en el area, tales como proyectos de desarrollo. Esto desalentard a los
ciudadanos marginales a desarrollar actividades ilicitas como fuente de ingresos y
como resultado, reduciria su apoyo a los grupos de crimen organizado.'®

Por estas razones, es transcendental que las fuerzas de seguridad tomen todas
las precauciones para evitar daflos colaterales o afectar victimas inocentes du-
rante las operaciones de seguridad. Como el enemigo continuamente opera entre
la poblacion, los civiles corren el riesgo de ser victimas de balas perdidas, fuego
cruzado o incluso ser atacadas por equivocacion. Las fuerzas militares que no es-
tan entrenadas en este tipo de operaciones centradas en la poblacion civil, pueden
excederse en el uso excesivo de la fuerza contra la poblacion. Teniendo en cuenta
que el apoyo de la comunidad es clave para la victoria, las acciones equivocadas
pueden enemistar a la poblacion con las fuerzas oficiales.

La ley del conflicto armado esta disefiada para proteger a los no-combatientes
en estas situaciones. También llamada Derecho Internacional Humanitario, esta
ley esta compuesta por los principios de guerra reconocidos internacionalmente
disefiados para proteger a los no-combatientes en tiempos de guerra. En términos
formales, esto es conocido como Jus in bello, la ley que regula las acciones de
los Estados una vez iniciado un conflicto bélico. En otras palabras, los Estados y
sus fuerzas, tienen limitaciones legales y morales que se aplican a la conducta de
desatar una guerra. Estas estan codificadas en las Convenciones de Ginebra y en
muchos otros tratados aceptados internacionalmente. "

Las leyes mas reconocidas que regulan la guerra, incluyen los principios de
discriminacion, necesidad, humanidad, y proporcionalidad. La discriminacion
(también referida como distincion), es el principio mas importante. Requiere que
las partes de un conflicto dirijan sus acciones solo contra combatientes y objetivos
militares, y que tomen las medidas apropiadas para distinguir entre combatientes
y no combatientes. Los ataques militares deberian estar dirigidos al enemigo y
nunca hacia civiles o propiedad privada. La necesidad le exige a las partes limitar
sus acciones a aquellas que son indispensables para asegurar la sumision total del
enemigo tan pronto sea posible. El principio de humanidad prohibe a las partes
infligir actos violentos o emplear métodos calculados para causar sufrimiento in-
necesario. Dicho de otro modo, el derecho de los beligerantes a adoptar medios
para herir al enemigo no es ilimitado. Esta prohibido utilizar armas, proyectiles o
materiales que causen sufrimiento innecesario. El principio de proporcionalidad,
le exige a las partes asegurar que las pérdidas de vida anticipada o de propiedades
a partir de un ataque, no sea excesivo en relacion con la ventaja militar directa que
se espera obtener del mismo. Un ataque en el cual se espera la pérdida incidental
de vidas civiles, heridas o dafios a su persona o propiedad, deben ser evitados.
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Es importante reconocer que la ley del conflicto armado permite una amplia
variedad de conductas que serian ilegales en una situacion de paz. Por lo ge-
neral, la destruccion intencional de propiedad privada y la restriccion severa a
las libertades individuales son inaceptables en tiempos de paz, pero aceptables en
épocas de guerra. Incluso las acciones que un combatiente sabe podrian poner a
la poblacion en peligro de muerte, son legales cuando son aplicadas de acuerdo
a los principios de necesidad, humanidad, proporcionalidad y distincion. Esto
representa una responsabilidad moral inmensa para las fuerzas de seguridad.
Cuando ocurre un incidente que involucra una violacion de derechos humanos,
no es suficiente declarar que la accion militar era necesaria de acuerdo con los
principios del conflicto armado. Los hechos deben concordar con la narrativa.
Si la rendicion de cuentas por parte de los militares es dudosa o engafiosa, o si es
contraria a los reportes de testigos, la reputacion de la unidad militar sera cues-
tionada.

La aplicacion y vigilancia apropiadas de la ley del conflicto afectaran la le-
gitimidad de las fuerzas armadas. Cuando la poblacion acepta la legitimidad de la
accion militar y su presencia, también pueden llegar a perdonar errores cometidos
por las fuerzas militares si los soldados son percibidos como cuidadosos en evitar
causar dafios excesivos. Si las fuerzas de seguridad no son percibidas por el pu-
blico como respetuosas de los derechos humanos y de los principios del derecho
internacional humanitario, sus acciones, incluso aquellas que sean aceptables den-
tro del marco legal del conflicto, podrian generar resentimiento publico.

Durante las operaciones contra las OCT, las fuerzas de seguridad siguen es-
tas reglas con el fin de evitar causar violaciones a los derechos humanos. Es-
tas condiciones son dificiles de cumplir en circunstancias tan salvajes y austeras
como las que enfrentan las unidades en medio del combate. El oponente se mezcla
entre la poblacion, algunos miembros de la comunidad en ocasiones colaboran
o coluden con los criminales y las fuerzas irregulares que no utilizan uniformes
son dificiles de distinguir de los civiles inocentes. Los soldados deben aceptar un
riesgo adicional para evitar hacerles dafio a los no-combatientes. Cuando hay una
confrontacion con los criminales de un area urbana, los soldados deben a menudo
hacer una pausa para confirmar la identificacion de su blanco, y decidir cual es
la decision mas apropiada. Bajo estas circunstancias, esta pausa puede marcar la
diferencia entre la vida y la muerte.

En estas situaciones, gran parte de la responsabilidad resta en el comandante de
la unidad para asegurar que sus hombres y mujeres estén adecuadamente preparados
para estas operaciones y que el liderazgo de la unidad esté pendiente para asegurar
que el comportamiento de los soldados sea el adecuado. De acuerdo con la doctrina
del derecho internacional humanitario, no es admisible excusarse con que el soldado
simplemente seguia ordenes. Los soldados estan obligados a desobedecer ordenes
ilegales. Sin embargo, son raros los casos en los que el soldado tenga este compor-
tamiento. Parte de la disciplina inculcada en gran parte de la doctrina militar seguir
ordenes sin dudar ni debatirlas. Muchos elementos de las leyes del conflicto armado
son demasiado complejos y largos, para un soldado. Si las violaciones en efecto ocur-
ren, el comandante debe llevar a cabo una investigacion, pedir al militar que rinda
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cuentas y tomar la accion correctiva para prevenir que un incidente similar se repita.!

Comparacion entre las capacidades de la policia y las fuerzas militares.

En muchos paises latinoamericanos, particularmente en México y la mayoria de
paises de Centroamérica, la responsabilidad de combatir el crimen organizado
queda en manos de los militares y no de la policia. La policia no tiene el entre-
namiento ni el equipamiento necesario para combatir OCT fuertemente armadas.
Adicionalmente, la policia en la region es generalmente muy mal remunerada,
y por lo tanto, vulnerable a la corrupcion y al soborno ofrecido por los grupos
criminales.?

Esta corrupcion genera una carencia de confianza por parte de la poblacion.
Por ejemplo en una encuesta de 2008, en promedio el 44% de los latinoameri-
canos pensaban que su policia estaba involucrada en acciones ilegales. En Ar-
gentina, Bolivia, Guatemala y Venezuela mas del 60% percibian que su policia
nacional estaba involucrada en acciones delincuenciales.® Incluso en paises en
los que se han llevado reformas al interior de la policia, para evitar la comision
sistematica de abusos de derechos, su debilidad a la hora de combatir el crimen
los dejaba con minima credibilidad operacional. Esto se manifiesta en una falta de
colaboracion ciudadana con la policia. La corrupcion de la policia y la colusion
con criminales no es cierta en todos los casos de la region. La policia nacional
colombiana y la carabineros chilena por ejemplo, son consideradas como in-
stituciones muy profesionales que reciben relativamente pocas reclamaciones
relacionadas con derechos humanos, y tienen procesos relativamente trans-
parentes de investigacion, sistemas judiciales imparciales y programas robus-
tos de supervision.

Las mismas ventajas que los militares tienen sobre la policia pueden generar
detrimento al involucramiento de los militares en operaciones contra el crimen
organizado. Los soldados son entrenados para ganar guerras usando el maximo de
su fuerza, incluyendo fuerza letal.> Esto es contrario a la accion policial, la cual
debe utilizar el minimo de fuerza y a minimizar el escalamiento de la misma. El
rol de la policia normalmente requiere un alto grado de discrecion en sus juicios,
tales como la decision de prevenir o detener, ignorar o investigar. Las armas mili-
tares estan disefiadas para acabar con el enemigo, y generalmente no son apro-
piadas para el propdsito de contrarrestar actividades menores de delincuencia.
Los soldados no estan preparados para patrullar las calles o tratar con criminales
dificiles de distinguir entre los civiles y que se presumen inocentes mientras no se
les compruebe lo contrario. La 16gica militar, su capacidad de disparo y de ataque,
cuando son ejercidos para la seguridad doméstica o en misiones similares, como
combatir el narcotrafico, plantean un alto riesgo a la seguridad de los ciudadanos.
La participacion militar en asuntos internos y misiones de seguridad ha llevado en
multiples ocasiones a que se presenten casos de violacion de derechos humanos.?

Actos hostiles vs. Intenciones hostiles

Mientras que las unidades militares llevan a cabo operaciones para el mante-
nimiento del orden entre la poblacion civil, los soldados con frecuencia deben
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utilizar la fuerza para protegerse ellos mismos, a su unidad, o a otras personas
o propiedades. En general, las fuerzas militares pueden utilizar su fuerza letal
cuando son sujetos de un acto hostil o una intencion hostil. Un acto hostil —el uso
de la fuerza contra una unidad militar— es relativamente facil de distinguir. Ocurre
cuando una unidad o un objetivo que la unidad debe proteger, recibe ataques de
fuego de un criminal o un enemigo.

Lo que es mas dificil de determinar en estas situaciones es la intencion hostil.
La intencion hostil esta definida como la amenaza del uso inminente de la fuerza
contra una unidad o un objetivo que la unidad debe proteger.”® En operaciones
domesticas de mantenimiento de la ley y el orden, se pueden presentar diversos
escenarios. Los soldados pueden ser enviados para instalar puestos de control,
barricadas, controles de carreteras, inspeccionar casas o llevar a cabo operaciones
directas contra un enemigo conocido. ;Qué ocurre si un vehiculo hace caso omiso
en un retén de carretera y no disminuye la velocidad? ;Qué acciones son permi-
tidas en esta situacion? ;Qué ocurre si el sujeto que desobedece es un enemigo
emprendiendo la huida? ;Pueden los soldados disparar contra el sujeto? ;Qué
pasa si el perpetrador huye después de enfrentar a la unidad militar? ;Pueden los
soldados disparar al enemigo si hay presencia de civiles en el area con el riesgo
de que haya dafos colaterales??’ Las acciones militares pueden generar resen-
timiento y protestas de la poblacion local. En estas circunstancias, los soldados
pueden encontrar una amplia variedad de situaciones de intencion hostil por parte
de los civiles. Por ejemplo, ;podrian los soldados disparar contra manifestantes
que estén atacando con piedras a la unidad? ;Usando ladrillos? ;Bombas molo-
tov? (Qué nivel de uso de la fuerza es permisible en esas circunstancias?

A las fuerzas armadas siempre se les ha permitido el uso de la defensa propia
para protegerse a ellos mismos y a otras unidades.”® Cuando una unidad militar
opera en entornos peligrosos y no estan adecuadamente educados o entrenados
en el escalamiento de las técnicas de uso de la fuerza, pueden tomar una postura
agresiva, cuando aun quedan otras opciones no-letales.?

Como resultado, las unidades militares en estas situaciones deberian preo-
cuparse mas por la proteccion de la fuerza, que por evitar la generacion de daios
colaterales. En estas circunstancias, darle demasiado énfasis a la defensa propia
puede estar en detrimento del éxito de una mision. Al mismo tiempo, el uso
moderado de la fuerza y la discriminacion de los objetivos genera riesgos para las
unidades. Es un riesgo necesario. Si las fuerzas militares abren fuego contra cada
presunta amenaza, se cometeran errores, se hara dafio a los civiles y la confianza
y legitimidad del esfuerzo militar se pondra en peligro.* Estos incidentes pueden
incluso llevar a ciudadanos ambivalentes o indiferentes a unirse a grupos de cri-
men organizado por resentimiento o animosidad de las fuerzas de seguridad.

En México por ejemplo, una encuesta de 2012 reveld que habia una mayor
preocupacion en asuntos de violacion de derechos humanos por los militares y la
policia que por el crimen la corrupcion y el narcotrafico.’ Setenta y cuatro por
ciento de los encuestados consideran que las violaciones de derechos humanos
por parte de fuerzas oficiales son un asunto de suma gravedad, casi igual al de la
violencia derivada del narcotrafico (la cual alcanzé un 75%). Quiza como resul-
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QGrafica 1. Problemas en México
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tado, la percepcion y el apoyo del publico de los militares mexicanos disminuyo
dréasticamente, de 77% en 2009 a 62% en 2011.3?

Legitimidad

Como en las campafas de contrainsurgencia, la lucha contra las OCT es esen-
cialmente una competencia entre criminales y fuerzas de seguridad por la legi-
timidad.* En cualquier sociedad moderna, los ciudadanos apoyan a lideres que
ellos consideran representan mejor sus intereses. Estos lideres les proveen ser-
vicios basicos como seguridad, educacion, salud y asistencia en épocas de crisis.
A cambio, los ciudadanos aceptan realizar determinados sacrificios, tales como
pagar impuestos, aceptar la autoridad de los lideres y sus representantes, y pueden
perdonar los errores cometidos por sus gobernantes siempre y cuando hayan ocu-
rrido durante la ejecucion de sus funciones oficiales y dentro del marco de la ley
nacional. La legitimidad representa justicia o legalidad. Significa la aceptacion y
el apoyo de una poblacion, de un conjunto de reglas y de una autoridad. La au-
toridad politica depende del acuerdo tacito o explicito de la poblacion.** Aceptar
la autoridad como legitima implica cierto nivel de consentimiento por parte de
la poblacion hacia las acciones de esa autoridad. Y mas alld, implica aceptar las
decisiones de dicha autoridad, incluso si dichas acciones no son deseadas. De
acuerdo con la doctrina norteamericana de contrainsurgencia, la victoria se logra
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cuando la poblacion consiente la legitimidad del gobierno y deja de apoyar activa
o pasivamente la insurgencia.*

En la lucha moderna contra las OCT, las fuerzas militares son percibidas
como representantes legitimos del gobierno. A las fuerzas militares se les da au-
toridad extraordinaria especialmente durante estados de excepcion cuando las
libertades politicas y civiles son suspendidas para permitir operaciones de se-
guridad urgentes. Bajo estas condiciones, cada operacion tiene un componente de
principio de legalidad.* Cualquier acto que la poblacion considere ilegitimo (tal
como el maltrato de detenidos u otros actos criminales perpetrados por soldados)
puede incitar a la desobediencia por parte de los civiles al Estado de derecho.
De acuerdo con la doctrina norteamericana sobre el principio de legalidad, “la
habilidad de una unidad militar de establecer el Estado de derecho dentro de su
zona de control depende de su propio cumplimiento a las normas que restringen
las acciones de los soldados y protegen a la poblacion del aparente uso arbitrario

de la fuerza”.’’

La experiencia de los Estados Unidos en Iraq

La experiencia norteamericana en Iraq brinda muchas lecciones para las naciones
latinoamericanas comprometidas en conflictos contemporaneos semejantes.*® Ha-
biendo iniciado en 2003 después de una victoria relativamente rapida de una guerra
convencional sobre los militares de Saddam Hussein, las fuerzas estadounidenses
no estaban preparadas para llevar a cabo operaciones policiales de mantenimiento
de laley y el orden durante la fase de postconflicto en el pais. Los Estados Unidos
utilizaron la estrategia equivocada y en repetidas ocasiones, tacticas inapropiadas
en el intento de proveer seguridad y derrotar la insurgencia en ese pais. Como re-
sultado, Estados Unidos casi pierde la guerra. De hecho sufrié pérdidas humanas
significativas entre sus propias tropas, entre las fuerzas de coalicion, y entre la
poblacidn civil que en retrospectiva, pudieran haberse evitado.

En 2006, Estados Unidos implement6é una nueva estrategia en Iraq que se
enfocaba en proveer seguridad a los civiles iraquis, demostrando su respeto por
los derechos humanos y enfatizando en el acatamiento de los principios de guerra,
lo que permiti6 casi reversar la situacion. Como resultado, la situacion casi da un
vuelco total y los cambios positivos no tenian precedentes. El nimero de ataques
a las fuerzas norteamericanas disminuyo, el apoyo civil hacia las mismas incre-
mento, y los soldados estadounidenses percibieron un aumento en la cooperacion
en inteligencia provista por los ciudadanos iraquis.

Mucho se ha escrito de la experiencia estadounidense en Iraq.* Cerca de 2.5
millones de hombres y mujeres valientes sirvieron en Iraq. Muchos ejecutaron
acciones heroicas en las circunstancias mas peligrosas. De ninguna manera in-
sinuamos siquiera que esta fue una fuerza, nada menos que de profesionales y
honorables militares. Sin embargo, se cometieron errores criticos principalmente
por dos razones: (1) educacion y entrenamiento inadecuados para un ambiente
peligroso y hostil, y (2) una estrategia inapropiada. El costo de estos errores fue
muy alto. Cerca de 4,500 estadounidense murieron y aproximadamente 32,000
mas fueron heridos. Mas de 100,000 civiles iraquies murieron durante el con-
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flicto.*® Nuestra intencion en esta seccién no es revisar por qué se cometieron
errores estratégicos y tacticos. Por el contrario, buscamos evaluar las lecciones
de la experiencia estadounidense en Iraq, que pueden ser aplicadas a los casos
latinoamericanos en circunstancias similares. Por una parte, la lucha contra un
enemigo irregular adaptable, violento y oscuro mezclado con la poblacion; por
otra parte pueden aprenderse lecciones de como una estrategia que incluye el
respeto por los derechos humanos puede alimentar sustancialmente el apoyo de la
comunidad y contribuir en el éxito en el conflicto.

Después de la primera invasion a Iraq el 20 de marzo de 2003, la armada y
los Marine Corps necesitaban menos de tres semanas para conquistar Bagdad. El
9 de abril los marines derrocaron una estatua de Hussein en la plaza Firdos, mar-
cando de manera simbdlica el fin a 24 afos de tirania en el pais. A pesar del rapido
éxito de las fuerzas estadounidenses durante las fases de combate del conflicto,
Estados Unidos no estaba en absoluto preparado para la inestabilidad, el caos y la
lucha interna que surgiria inmediatamente después. En abril de 2003, Bagdad y
otras ciudades principales colapsaron ante una ola de caos y anarquia. El pais ra-
pidamente se deterior6 hacia un escenario de conflicto étnico principalmente entre
Sunis y Chiitas por el poder.! Los soldados americanos, sin entrenamiento ni
preparacion para este tipo de operaciones policiales, se enfocaron errébneamente
en la estrategia centrada en el enemigo de “capturar o matar” a los rebeldes, pro-
pugnada por el comandante en Iraq General Ricardo Sanchez (2003-2004) y su
sucesor el General George Casey (2004-2007).%

Muchas lecciones de la experiencia en Iraq pueden ser aplicadas al caso de
las OCT en América Latina. En primero lugar, el primer error de Estados Unidos
fue no haber entrenado y educado apropiadamente a sus soldados.** Bajo estas
condiciones, las fuerzas americanas fueron obligadas a llevar a cabo una serie
de misiones para las cuales no estaban entrenadas. Estados Unidos habia estado
preparado para combatir una guerra convencional contra fuerzas regulares, tales
como la Guardia Republicana Iraqui, un enemigo previamente identificable y un
tipo de conflicto que permitia hacer el uso maximo de la fuerza para aniquilar al
oponente. El Dr. Colin Kahl, profesor de la Universidad de Georgetown a quien
le fue asignada la tarea de evaluar las tacticas militares en Iraq, declardé que “los
militares de Estados Unidos no se prepararon ni entrenaron adecuadamente para
operaciones de estabilizacion y contrainsurgencia.” Por el contrario, el pais
enfrentaba un enemigo imposible de distinguir de la poblacion civil y que per-
manecia escondido usando explosivos en las carreteras, carro bombas, y francoti-
radores para atacar a las fuerzas de la coalicion. A medida que aumento el estado
de anarquia y violencia, los iraquies vieron a las fuerzas americanas como parte
del problema y no como la solucion. Los ataques a unidades militares norteameri-
canas se intensificaron y escalaron rapidamente.*

Las criticas a las tacticas de los militares americanos llegaron desde sectores
inesperados. Un oficial militar britanico, consternado por el evidente descuido al
respeto de los derechos humanos por parte de los soldados americanos, escribio:
“El uso de la fuerza de los americanos no es proporcional y excede la amenaza a
la que nos enfrentamos. Ellos no estan preocupados por las muertes de iraquies.
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Su actitud hacia los iraquies es tragica. Es espantosa.”*

Las condiciones del combate en este ambiente requerian el maximo de
discrecion. Antes de 2005 por ejemplo, pocas fuerzas americanas tenian el en-
trenamiento y la doctrina en procedimiento para el uso de puestos de control y
barricadas. Cientos de retenes y barricadas fueron instalados alrededor de las ciu-
dades iraquies. Muchas de estas estaciones requerian mejor iluminacion, uso de
luces de bengala, sefiales de advertencia en el idioma local, luces intermitentes
y barreras para reducir la velocidad de los automoviles. Los soldados no tenian
ningiin método para advertirle a los vehiculos que se acercaban que disminuy-
eran la velocidad: ni advertencias verbales, ni medios no letales de detencion, ni
disparos de advertencia, ni barrotes o clavos en la carretera y ni siquiera disparos
para averiar el vehiculo. En vez de eso, los soldados en innumerables casos abri-
eron fuego y usaron la fuerza letal.¥’

Como parte de esta blisqueda agresiva de insurgentes y municiones escon-
didas, Estados Unidos condujo el allanamiento de aproximadamente 8000 ca-
sas desde mayo de 2003 hasta mayo de 2005. Muchas de estas redadas fueron
realizadas durante la noche y causaron dafios a la propiedad de civiles iraquies,
generando en consecuencia, el resentimiento y humillacion por parte de la po-
blacion. Aproximadamente 80.000 hombres iraquies fueron arrestados y encar-
celados como resultado de estas redadas. A pesar de esto, solo 30% del total
produjo algtn tipo de evidencia.*

Las bombas instaladas en las carreteras (dispositivos explosivos improvisa-
dos o DEI) y carros bomba suicidas, causaron la mayor parte de bajas de la
coalicion. Para 2007 alcanzaron casi 2/3 de todas las bajas norteamericanas.*
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Como resultado, los soldados americanos temian el acercamiento de vehiculos
iraquies a sus convoyes y con frecuencia disparaban cuando estos vehiculos se
aproximaban mucho. Los DEI eran normalmente activados a través de teléfonos
celulares. Por lo tanto, los civiles usando celulares representaban una amenaza
para los soldados y se convertian en un blanco.*

Otros ejemplos incluyen fuerzas norteamericanas usando fuego anti asalto
contra morteros. Una de las tacticas de la insurgencia era ingresar a un barrio y ca-
muflarse entre la comunidad, disparar morteros dirigidos a las fuerzas de coalicion
y retirarse inmediatamente. Estados Unidos desarrollé un radar anti asalto que le
permitia a las fuerzas de coalicion identificar la ubicacion del origen del disparo
de mortero. Sin embargo, la precision de esta tecnologia era insuficiente para
responder con exactitud al enemigo, y las fuerzas norteamericanas terminaban
por disparar a zonas pobladas con su artilleria pesada.’!

Los soldados americanos, bajo extrema presion y estrés operacional,
cometieron horrorosos errores que trajeron ira a los iraquies y ensombrecieron
muchas de las acciones positivas que habian adelantado las fuerzas de Esta-
dos Unidos. En abril 28 de 2003 por ejemplo, las fuerzas americanas en Fallujah
dispararon contra una multitud de manifestantes asesinando a 15 personas.’? Este
suceso generd una serie de ataques de venganza contra las fuerzas americanas.
Uno de los peores ejemplos es la masacre de Haditha el 19 de noviembre de 2005.
Después de un ataque con DEI a su convoy, en el cual muri6é un marine y queda-
ron dos mas heridos, los marines estadounidenses masacraron 24 civiles iraquies,
incluyendo mujeres y nifios, como parte de un esfuerzo vengativo. Para empeorar
las cosas, el evento fue inicialmente calificado como un ataque por parte de los
rebeldes, hasta que la revista 7Time desafio a las autoridades militares a llevar una
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inspeccion mas profunda de los hechos. El intento de ocultar o lavar la verdad de
los hechos, degrad6 aun mas la imagen y credibilidad de Estados Unidos y pro-
voco la ira de los rebeldes en el pais.

Los oficiales norteamericanos se preguntaban como unas fuerzas tan entrena-
das y disciplinadas como los marines podrian llegar a cometer tales atrocidades.
La investigacion oficial concluy6 en el 2006 y determiné que la cadena de mando
del grupo ignor¢ indicaciones de desobediencia, “una falta de voluntad, cercana
a la negacion, por parte del comandante de batallon de examinar un incidente que
le podria resultar inconveniente a ¢l y a sus marines”. También reportd que los
soldados americanos consideraban que proteger civiles iraquies no era tan impor-
tante como proteger soldados americanos. Los marines, quiza como resultado de
la insensibilizacion inevitable que se desprende de un ambiente de guerra, con-
sideraron que el dafio colateral fue el “costo de hacer negocios, y que los marines
debian llevar a cabo su trabajo, sin importar qué haya que hacer para lograrlo.”*

Algunas encuestas realizadas a soldados y a marines revelaron que muchos
de ellos no reconocian la directiva estratégica de respetar los derechos humanos
y el derecho de guerra.* En una encuesta dirigida por la armada norteamericana,
de sus soldados que tenian una exposicion frecuente en combate, 10% reportaron
haber maltratado civiles o dafiado propiedad privada sin que fuera necesario, solo
38% afirmo que los civiles deberian ser tratados con respeto y dignidad, un tercio
estaria dispuesto a torturar un enemigo captivo si esto salvara la vida de un com-
pafiero, menos de la mitad de los encuestados dijeron que reportarian incidentes
de conductas antiéticas.” Incluso después del afio adicional de entrenamiento y
adoctrinamiento, los resultados de la encuesta mostraban un leve cambio de ten-
dencia. La encuesta MHAT (Mental Health Advisory Team) de 2007 reportd muy
pocas mejoras sobre incumplimientos éticos de los soldados y marines en Iraq.>

Cuando los errores se cometieron, Estados Unidos intent6 reparar a las vic-
timas o a sus familias. Por ejemplo, el 4 de marzo de 2007, en un acto suicida
donde una camioneta se estrelld contra un convoy de Infanteria de Marina cerca
de Jalabad, Afganistan. Durante la consiguiente confusion, los infantes abrieron
fuego indiscriminadamente contra la poblacion a lo largo de numerosas millas de
una carretera llena de multitud. Diecinueve civiles fueron asesinados y otros 50
resultaron heridos. El comandante de brigada de la armada encargado, declar6 a
las familias de las victimas estar “profundamente avergonzado” por este inci-
dente y lo denomind un “terrible error”. Las familias de los sobrevivientes fueron
indemnizadas cada una con US$2,000 para compensar su pérdida.’” De acuerdo
con una fuente, los oficiales americanos pagaron US$32 millones en reparaciones.
En otros casos, los funcionarios pidieron perdéon por los errores de sus tropas. En
otro incidente, el vice almirante McRaven, un veterano de operaciones especia-
les, pidio perdon personalmente a un padre que perdid a varios miembros de su
familia por un error de las fuerzas americanas.*®

En 2006 la situacion en Iraq era tan nefasta que muchos politicos contem-
plaron la retirada del conflicto. En las encuestas publicas, cada vez mas iraquies
culpaban a las fuerzas de Estados Unidos por la violencia en el pais, mas que a la
insurgencia sunita, las milicias chiitas o los terroristas de Al Qaeda juntos.” Como
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resultado, casi 50% de la poblacion de Iraq apoyaba los ataques a las fuerzas
invasoras de coalicion.®® El Iraq Study Group, un grupo de asesores en disefios
de politica publica, fue convocado por el presidente Bush en 2006 para plantear
alternativas. En octubre de ese aflo, reportaron que la situacion era grave y en
deterioro.

El segundo gran problema que impedia el éxito de Estados Unidos en Iraq, era
la inapropiada estrategia y doctrina aplicada al ambiente de combate. De acuerdo
con un reporte sobre los militares norteamericanos en Iraq durante el mandato de
Sanchez, “no solo no habia un plan de contrainsurgencia, sino de ningtin tipo: ni
estrategia, ni mision, ni criterios o benchmarks para medir e incluso definir el éx-
ito o el fracaso”. De hecho, Estados Unidos no contaba con un marco estratégico
para manejar a las comunidades y a la poblacion civil en general.' Oficiales de
alto rango de Estados Unidos estimaron que la operacion de este pais solo podria
durar algunos meses y que las tropas estarian de regreso en verano.®

No fue hasta que el general David Petraeus se hizo cargo de las operaciones
en Iraq en 2007 e implemento6 una estrategia centrada en la poblacion, que las
condiciones iniciaron un mejoramiento real.®® La estrategia de Petracus enfatizaba
en la proteccion de la poblacion, un uso mas discrecional de la fuerza y un fuerte
enfoque en derechos humanos. Su llegada coincidi6 con la etapa mas violenta de
la guerra. Habia 160 ataques rebeldes diarios y Estados Unidos sufria mas de 80
muertes al mes. Con la nueva estrategia, las muertes civiles descendieron dramati-
camente de 3500 al mes en julio de 2006 a 600 en enero de 2008. EI niimero de
tropas americanas caidas en combate descendio también de 600 por mes en 2007
2200 en 2008.%

Petraeus y otros altos mandos entendieron que este tipo de conflicto requeria
una nueva aproximacion al uso de la fuerza. El almirante Mike Mullen, asesor
del presidente dijo: “en este tipo de guerra, cuando el objetivo no es la derrota
del enemigo, sino el éxito del pueblo, menos es realmente mas. Cada vez que
una bomba errante o una bomba precisa es erroneamente dirigida asesinando o
hiriendo civiles, tomamos el riesgo de reversar nuestra estrategia meses, si no,
afios. Los incidentes de bajas civiles, nos hieren mas en el largo plazo, que los
éxitos tacticos que logremos contra el enemigo”.%

El liderazgo norteamericano también elevo los principios de guerra relacio-
nados con derechos humanos a niveles sin precedentes. La perseverancia, la legit-
imidad, y limitacion se convirtieron en objetivos militares tan importantes como
otros principios tradicionales de la guerra, tales como la sorpresa, la unidad de
mando, masa y maniobra.®

Petracus notd la importancia de que todas las fuerzas norteamericanas en-
tendieran los riesgos asociados con el uso excesivo de la fuerza. Un pequeiio error
tactico de un oficial o de un soldado podria acarrear repercusiones para la estrate-
gia. El se referia a los soldados jovenes operando en estas condiciones como “te-
nientes estratégicos”, o “cabos estratégicos” debido a que un error de un lider de
escuadron, un comandante de peloton o un oficial de compaiiia, puede a menudo
generar olas de resentimiento. Dichas acciones pueden servir como catalizador de
protestas masivas.
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En 2009, el secretario de defensa Robert Gates tom6 una decision inusual de
retirar del cargo al general David McKiernan, comandante de las fuerzas ameri-
canas en Afganistan. Este era percibido como un oficial demasiado convencional
y reacio a la adopcion de la estrategia centrada en la poblacion.?” Era la primera
vez que un comandante habia sido retirado de su cargo desde la guerra de Corea.
En su lugar, Gates designo al teniente general Stanley McChrystal, un veterano en
operaciones especiales quien, como Gates y Petracus, era visto como un lider mas
creativo y estratega mas innovador que entendia la urgencia de ganar apoyo de la
poblacion limitando el uso de la fuerza.

McChrystal continué haciendo énfasis en las tacticas de contrainsurgencia es-
tablecidas por Petraeus. El hizo un llamado a un cambio cultural entre las tropas,
diciéndoles: “Debemos cambiar la manera en que pensamos, actuamos y opera-
mos”. También reconocio el alto riesgo que su estrategia centrada en la poblacion
implicaba para las fuerzas americanas. Como una de sus primeras ordenes, les
pidi6 a los comandantes usar una mayor discrecion y limitacion con el uso de la
fuerza. “Reconozco que el uso controlado y disciplinado de la fuerza conlleva
riesgos para nuestras tropas, pero el uso excesivo de las misma que deriva en una
poblacion enemistada, producira muchos y mayores riesgos”.®

En retrospectiva, Estados Unidos carecia severamente de preparacion para
una tarea de la magnitud de Iraq. Las fuerzas americanas desde 2003 hasta 2006
no tenian una estrategia establecida, ciertamente ninguna que hiciera énfasis en
los derechos humano, en principios de distincion y limitacion y en la poblacion
como una fuente fundamental de inteligencia. Una vez que la nueva estrategia fue
implementada en 2007, las condiciones en Iraq —para las fuerzas norteamericanas
asi como para los civiles iraquies— empezaron a mejorar. Estados Unidos estaba
en el filo de un abismo, una posicién que un asesor denomin6 “la derrota estraté-
gica mas colosal en la historia de los Estados Unidos”.%

Los altos mandos oficiales consideraron a los retos que las fuerzas militares
estadounidenses tenian en Iraq —construccion del Estado-nacion, enfoque cen-
trado en la poblacion, y respeto por los derechos humanos—, como una revolucion
en los asuntos militares. Este tipo de tacticas son una parte critica de los requisitos
operacionales extremadamente complejos que demandan largos e intensos entre-
namientos previos al despliegue de tropas. El general del ejército Peter Chiarelli,
se refirio a los requisitos multi-tareas del soldado contemporaneo como “op-
eraciones de espectro total” en las cuales este debia ser capaz de llevar a cabo
operaciones defensivas, ofensivas y de estabilizacion de manera simultanea. En
estas situaciones se requiere que los soldados conduzcan operaciones de com-
bate, entrenen fuerzas extranjeras, provean servicios esenciales, contribuyan al
buen gobierno, y promuevan el pluralismo econémico, todo al mismo tiempo.
Cada tarea implica un ambiente dindmico con grados variables de riesgo y agili-
dad mental para identificar los requerimientos de fuerza necesarios.” Otro oficial
militar, el general ex comandante de la Infanteria de Marina Charles Krulak,
defini6 la complejidad de la guerra moderna, como tener que luchar una guerra
de tres bloques. Un bloque, los infantes de marina, estarian en una guerra dirigida
contra el oponente. En un bloque adyacente, podrian estar separando facciones y
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brindando primeros auxilios a civiles heridos. En un tercer bloque ellos podrian
estar implementando proyectos de desarrollo y entregando ayuda humanitaria a
los refugiados.”

Retos y obstaculos

El respeto por los derechos humanos y por los principios del derecho interna-
cional humanitario es necesario, pero puede no ser suficiente para asegurar la
guerra en la lucha contra el crimen organizado. En muchos casos, la tinica opcion
para poder enfrentar muchos criminales expertos es capturarlos o darlos de baja.
Sin embargo, la accion militar es uno de una variada cantidad de instrumentos
necesarios para combatir el crimen organizado. Hay otros componentes de gran
importancia para una estrategia holistica contra las OCT: Un plan de comunica-
ciones estratégico, negacion de asilo para miembros de la organizacion criminal,
minimizacion de areas no gobernadas, reduccion de la corrupcion, promocion de
proyectos de desarrollo social y econdmico, provision de servicios basicos y de
seguridad ciudadana.

Mas alla del ambiente nublado y frecuentemente confuso de operaciones,
hay varias razones en las que las violaciones de derechos humanos por parte de
fuerzas de seguridad ocurren bajo otras circunstancias.”” Sin embargo como lo
demostro la experiencia de Iraq, las dos razones mas comunes son la falta de en-
trenamiento y educacion, y el apoyo de los lideres hacia una estrategia centrada
en la poblacion. Las operaciones contra las OCT son complejas y es dificil
preparar a las fuerzas militares para cada contingencia a la que se enfrentaran.
Adicionalmente hay muchas otras preparaciones que las unidades militares
deben recibir antes de su despliegue. Comunicaciones, maniobra y patrullaje, ar-
mas, primeros auxilios, proteccion de la fuerza, procedimientos en los puestos de
control, asuntos civiles, escalamiento de la fuerza, etc. Estas demandas compiten
con una cantidad limitada de tiempo para la capacitacion antes del despliegue.

Tan importante como es la capacitacion y el entrenamiento, el liderazgo es
de gran peso para prevenir violaciones de derechos humanos y errores tacticos.
Los lideres militares que establezcan una doctrina en la cual los Derechos Hu-
manos (DDHH) son tratados como imperativos estratégicos, pueden comunicar
esos estandares y expectativas a sus subordinados. Los soldados seguiran érdenes.
Si estas ordenes son transmitidas efectivamente, desde la cadena de mando, y
reforzadas con supervision, los errores se reduciran. Sin embargo una falta de
imposicion y aplicacion, o la imposibilidad de llevar a cabo investigaciones, y
una limitada rendicion de cuentas por parte de los superiores enviard el mensaje
a la tropa de que el apoyo a los derechos huumanos es mas retdrico que real. Los
altos mandos deben promulgar el respeto por los DDHH a través de 6rdenes ver-
bales y escritas, y hacerles seguimiento para asegurar que dichas 6rdenes se estén
cumpliendo apropiadamente.”

Los lideres politicos comparten la responsabilidad de las acciones militares.
Antes de que un militar sea asignado para una operacion contra OCT, los politicos
civiles deben asegurarse que estos estén entrenados y equipados apropiadamente
para la mision. Ademas los lideres politicos deben brindar una guia clara a
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sus fuerzas a través de la promulgacion de reglas de enfrentamiento (RDE)
para entablar combate. Las RDE proveen una guia tactica y proteccion legal
para las decisiones que deban tomar de vida o muerte durante el combate. Las
RDE también deben ser desarrolladas de tal manera que expongan una lista de
acciones admisibles y acordes con los objetivos diplomaticos, econémicos, politi-
cos y legales.” Estas reglas deberian ser desarrolladas para rendir cuentas de las
circunstancias de seguridad en las que los soldados operan. Es imposible predecir
todos los escenarios pero una cuidadosa deliberacion de los requerimientos de la
mision le permitira a los lideres nacionales a proveer una apropiada RDE para sus
fuerzas.

La cultura dentro de muchas instituciones militares puede ser también un
impedimento para las acciones contra las OCT. Las fuerzas armadas, con su lar-
ga tradicion y costumbres, no son instituciones faciles de cambiar. Las unidades
militares son generalmente organizaciones cercanas y fraternales. La lealtad hacia
la unidad en el servicio es una caracteristica importante que genera cohesion e
insularidad. Cuando se cometen errores, es dificil para los altos mandos conducir
investigaciones imparciales sobre violaciones de DDHH. Los oficiales con fre-
cuencia no quieren abrir investigaciones a las acciones de su tropa, temen que se
exponga su propia mala conducta o sus errores. Incluso si las intenciones del co-
mandante son moralmente imparciales, una cultura de silencio entre los soldados
es frecuentemente un fruncido para compartir informacion que los incrimine.”

Adicionalmente estas operaciones muchas veces requieren una presencia de
largo plazo y una gran cantidad de paciencia politica. El enemigo es evasivo,
adaptable e inteligente. Opera desde las sombras y evita la confrontacion directa
con las fuerzas de seguridad. Si son conducidos por un area, esperaran y volveran
cuando sea ventajoso hacerlo. En contraste, las operaciones militares son relati-
vamente de corto plazo. Las unidades militares son rotadas frecuentemente y las
nuevas unidades entrantes necesitan semanas incluso meses, para desarrollar un
ritmo de operaciones, establecer contactos con los civiles, y entender la naturaleza
de la amenaza. En el momento en que se vuelven competentes en estas opera-
ciones, en muchos casos estan listos para retirarse. Los errores que se cometen
durante la transicion de estas fuerzas pueden generar enemistad. Por esta razon
las fuerzas militares deben ser ofensivas y operar con rapidez. Necesitan mucha
voluntad politica de sus representantes electos y paciencia por parte del publico
para que les permita cumplir la misién a tiempo.

Las fuerzas de seguridad que operan en estas condiciones dificiles tienden
a deshumanizar o des- individualizar al enemigo. La deshumanizacion implica
ignorar las calidades humanas de una persona y tratarla como un objeto en vez de
un ciudadano con derechos humanos y civiles inherentes.” En teoria, es mas facil
justificar las acciones de uso de la fuerza contra personas que son retratadas como
menos que un ser humano. Esta puede ser una preocupacion entre los paises lati-
noamericanos, con problemas graves de exclusion politica y grandes poblaciones
de ciudadanos indigenas.

En otros casos, los soldados pueden justificar sus acciones a través de una
desconexion moral en la cual racionalizan que sus acciones, especialmente aque-
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llas que resultan en violaciones de DDHH, son menos severas que las acciones
de los criminales.”” En general esto es cierto; los errores en DDHH cometidos por
fuerzas de seguridad latinoamericanas no son cercanos a las tacticas brutales y
horrendas de las OCT, conocidas por desmembrar, torturar, y decapitar a sus vic-
timas. Sin embargo, esta comparacion es una falacia. Los soldados de un gobierno
son representantes de un estado legitimo y por lo tanto estan obligados a cumplir
leyes del conflicto armado, y tratados internacionales que su pais haya ratificado.
Los miembros de las OCT por su parte son criminales y al ser arrestados deberian
rendir cuentas en una corte penal por sus acciones.

La frustracion y falta de confianza en el sistema judicial puede convencer a
muchos militares a tomar acciones de justicia por su cuenta, como arbitros de la
culpa o la inocencia, porque creen que el sistema judicial tiene tantos defectos o
estd tan corrupto, que no es capaz de procesar efectivamente a los criminales.”
La tasa de impunidad en paises de Latinoamérica supera el 95% en parte, debido
a que las cortes estan sobrecargadas de casos, no hay suficientes profesionales
en derecho para procesar y existe un componente de corrupcion. Esto significa
que los criminales arrestados y acusados dificilmente puedan ser procesados y
sentenciados por sus crimenes. Asimismo, muchos sospechosos languidecen en la
carcel esperando a ser procesados o enjuiciados durante meses o afios. Teniendo
conocimiento de esto, algunas fuerzas de seguridad pueden creer que hacer jus-
ticia en las calles puede ser una respuesta mas oportuna en la lucha contra las
OCT.” Por las mismas razones, frecuentemente se dan asesinatos por venganza
ejecutados por militares o policias a lo largo de la region.

Conclusiones

Los lideres militares en América Latina enfrentan un gran reto. Deben entrenar
a sus soldados para que éstos comprendan y se comprometan con las reglas de
enfrentamiento en las operaciones policiales locales, protejan a los civiles y a su
vez se protejan a ellos mismos. Muchos soldados tienen experiencia en opera-
ciones internas pero principalmente en operaciones de atencion a desastres como
terremotos o huracanes, o en operaciones internacionales de mantenimiento de la
paz, y no contra criminales violentos que usan tacticas terroristas y se entremez-
clan habilmente con la poblacion. Muchos soldados en este tipo de situaciones
son jovenes, sin experiencia, asustados, débilmente entrenados, enojados, con-
fundidos y cansados. Deben tomar decisiones de vida o muerte en segundos. El
conocimiento en DDHH, del derecho internacional humanitario y las reglas de
enfrentamiento, deben ser su segunda naturaleza, de tal manera que cuando se
enfrenten a un escenario dificil, el entrenamiento les permita tomar una decision
eficaz y bien informada. Para muchos de ellos, pueden percibir que el sistema esta
disefiado para encerrarlos: cdmaras de video omnipresentes que graban sus accio-
nes, leyes internacionales que les limitan el uso de la fuerza, y prensa y ONG que
vigilan cada una de sus acciones.

La mayoria de los militares reconocen los riesgos inherentes de llevar a cabo
operaciones policiales. Es un tipo de mision que muchos de ellos no buscarian
ni preferirian. Sin embargo, la situacion de seguridad en la mayoria de los paises
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de América Latina es tan nefasta que existen pocas opciones disponibles para los
lideres politicos diferentes a desplegar a sus fuerzas armadas para operaciones
internas para mantener la ley y el orden.®® Las tasas disparadas de crimen, la
inseguridad ciudadana, carceles sobrepobladas y violentas, y sistemas judiciales
disfuncionales, han creado una crisis en la seguridad de la region. Sin embargo, a
menos que los militares estén entrenados especificamente para este tipo de opera-
ciones, sus acciones pueden empeorar la situacion. Antes de ser desplegados en
este tipo de entorno, los soldados deberian recibir un entrenamiento riguroso que
incluya control de masas, reglas de enfrentamiento, escalamiento de la fuerza,
maniobras en areas densamente pobladas, y relaciones y asuntos civiles entre
muchos otros.*!

Varios paises que han tenido este tipo de experiencia pueden proveer una
lista de mejores practicas en este sentido. Primero, desarrollar un centro de entre-
namiento en derechos humanos y derecho internacional humanitario (DIH) para
todas las fuerzas de despliegue. Segundo, brindar entrenamiento y educacion en
derechos humanos y DIH antes de cada operacion. No hay tiempo durante la
crisis. Tercero, complementar la capacitacion y el entrenamiento con escenarios
y ejercicios. Cuarto, practicar el escalonamiento del uso de la fuerza. Por tltimo,
desplegar abogados especializados en asuntos militares al terreno.

En este caso, la adaptacion estratégica es un imperativo que puede marcar la
diferencia entre la victoria o la derrota. Como los EE.UU. se dio cuenta de que
en Iraq, los militares latinoamericanos pueden tener éxito tcticamente pero fa-
llan estratégicamente si no desarrollan la estrategia adecuada.®> Como el general
John Galvin escribid en su citado articulo “Uncomfortable Wars: Toward a New
Paradigm”, la “efectividad de un oficial y su oportunidad de éxito, ahora y en el
futuro, dependen no solo de su caracter, conocimientos y habilidades, sino tam-
bién y mas que nunca, de su habilidad para comprender el ambiente cambiante
del conflicto”.®

Las condiciones de seguridad en América Latina no tienden a mejorar en el
mediano plazo. La pobreza y la exclusion continuaran produciendo nuevos reclu-
tas para las OCT. La demanda por drogas ilicitas y otros productos seguira cre-
ciendo. Los nativos continuaran su lucha por libertades politicas y civiles. Como
el ex secretario de defensa, Robert Gates atestigud que “podemos esperar que una
guerra asimétrica permanecera como el principal soporte del campo de batalla por
un tiempo indeterminado”.* Los militares de la region estaran involucrados en
este tipo de misiones por mucho tiempo. Entre mas rapido desarrollen la doctrina
apropiada y aprendan las tacticas necesarias para ganar el apoyo de la comunidad,
mas rapido venceran ese oponente resistente y adaptable.
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Pais

Latina

Observacion

Bolivia

El Presidente Gonzalo Sdnchez ordend a las tropas mantener el control de
El Alto después de unas manifestaciones masivas por los altos precios del
gas. 64 manifestantes fueron asesinados en medio de la violencia. En 2012
varios oficiales militares fueron declarados culpables de homicidio y
sentenciados a 10 a 15 afios de carcel.

Bolivia

2008

El Presidente Evo Morales declar¢ el estado de sitio en las provincias del
este y envid tropas para acabar con unas protestas. Al menos 10 personas
murieron.

Brasil

2010-
actualidad

En 2010, Brasil desplego a las fuerzas armadas y a la policia militar a varias
ciudades para combatir las bandas que operan en las favelas. En 2014,
militares y policia estaban operando en174 favelas de Rio de Janeiro en su
intento por reducir la criminalidad antes de la Copa del Mundo 2014. En
una operacion en marzo de 2014, 2700 soldados ¢ infantes de marina
apoyados por helicopteros y vehiculos blindados ocuparon el complejo de
la favela Mare, un lugar habitado por 120.000 personas y cercano a varias
instalaciones de la Copa del Mundo. Adicionalmente en junio de 2014 se
desplego la policia militar a cinco ciudades principales para controlar a los
manifestantes que demandaban mejoras en los servicios publicos.

Chile

Febrero 2010

Chile despleg6 7000-10,000 soldados a Concepcion después del terremoto
y el Tsunami.

Colombia

2001-
actualidad

Bajo el mandato del Presidente Uribe, las fuerzas militares lanzaron una
inmensa campaiia a las guerrillas dedicadas al narcotrafico tales como
FARC y ELN. Los guerrilleros de estos dos grupos estaban estimados en
25,000. En su mejor momento, llegaron a controlar el 40% del campo
colombiano y se enriquecicron del narcotréafico la extorsion y ¢l secuestro.
Las fuerzas paramilitares, otro grave problema en Colombia, se
desmovilizaron en 2006. Sin embargo muchos de estos grupos siguieron en
la ilegalidad a través de bandas criminales mas pequefias.

Colombia

2013

El presidente Juan Manuel Santos despleg6 patrullas del ejército para
patrullar Bogota después de unas protestas.

Colombia

Marzo 2014

Colombia envié tropas adicionales al Puerto de Buenaventura para detener
la violencia perpetrada por OCT y narcotraficantes. Un total de 2400
soldados e infantes de marina fueron desplegados al area para recuperar
porciones de la ciudad que estaban bajo el control de las OCT.

Ecuador

2005

El Presidente Lucio Gutiérrez declard el estado de emergencia frente a las
manifestaciones que solicitaban su renuncia. Los militares fueron puestos a
cargo del mantenimiento del orden publico.
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Pais Afio Observacion

Ecuador 2010 El Presidente Rafael Correa declare el estado de sitio durante las rebeliones
de la policia por corrupcion. Los militares fueron asignados para mantener
el orden y suspender las libertades civiles.

Guatemala | Septiembre 3000 policias y soldados recuperaron el control de la Cércel de Pavon cerca
2006 de la capital. La prision habia sido tomada por los reos.

Guatemala | 2010- En Diciembre de 2010, el Presidente Alvaro Colom desplegé a los militares
actualidad a Alta Verapaz para combatir el cartel mexicano que se habia tomado el

control de la zona. En 2011, declaré el estado de sitio en Petén después de
que 29 inmigrantes fueran brutalmente asesinados en Los Cocos por
miembro de los Zetas. El Presidente Otto Pérez Molina (elegido en Enero
de 2012) envié 21,000 tropas a nueves estados a combatir las OCT. En
octubre de 2012, en Totonicapdn, durante una protesta sobre reformas
educativas, algunos soldados dispararon contra una multitud de miles de
protestantes en su mayoria indigenas, asesinando a 7 e hiriendo a 30.

Honduras | 2002 El Presidente Ricardo Maduro autoriz6 la participacién de 6,000 soldados
en un patrullaje conjunto con la policia en una agresiva campafia anti
pandillas llamada Libertad Azul.

Honduras | 2006 El Presidente Manuel Zelaya desplegé 10,000 soldados por todo el pais
para proveer seguridad.
Honduras 2009- Se enviaron militares a las calles para mantener el orden después del
actualidad derrocamiento militar del presidente Zelaya. El presidente Porfirio Lobo

Sosa continu6 haciendo uso de los militares para proveer seguridad en
regiones dominadas por las pandillas y combatir el crimen organizado en
dreas violentas de Tegucigalpa y San Pedro de Sula. En Agosto de 2013, los
militares ayudaron a retomar el control de la carcel més grande del pais en

Tegucigalpa.
México 2006~ Los militares mexicanos han estado participando en operaciones internas de
actualidad mantenimiento del orden y el estado de derecho desde mitad de la década

de 1990. Sin embargo el uso de militares se ha incrementado
significativamente en 2006 cuando el presidente Felipe Calderdn desplegd
miles de soldados e infantes de marina en una campaiia masiva contra los
carteles del narcotrafico. Un estimado de 85,000 personas han muerto desde
que esta campaiia liderada por los militares fue iniciada.

Venezuela | 2013- Se enviaron soldados a las ciudades venezolanas para combatir la ola de
actualidad crimen que ha convertido a este pais en el segundo mas violento del mundo.
En marzo de 2014, el gobierno envio a las fuerzas armadas a muchas
ciudades para mantener el orden, de cara a numerosas protestas que habia
contra el gobierno de Maduro.

Volume 16 / 2014 79



Notas

1. Los funcionarios del gobierno de los Estados Unidos actualmente caracterizan a las
organizaciones de narcotrafico (DTO por su sigla en inglés de drug trafficking organiza-
tions) en México, como la mayor amenaza de crimen organizado para el pais. Las DTO
mexicanas “dominan la provision y distribucion al por mayor de la mayor parte de drogas
ilicitas en Estados Unidos” y estan presentes en mas de mil ciudades norteamericanas.
Fuente: “National Drug Threat Assessment 2011,” National Drug Intelligence Center, pag.
7. La “Declaration on Security in the Americas” en 2003, de la Organizacion de Estados
Americanos (OEA) detalla muchas de las amenazas de los grupos de crimen organizado
transnacional.

2. En su reconocido articulo “Etnicidad, Insurgencia y Guerra Civil”, de los politélogos
James Fearon y David Laitin, concluyen que la mayor parte de los conflictos modernos no
son el resultados de disputas étnicas o religiosas, diferencias politicas e ideologicas, ni re-
clamos econdmicos, sino la existencia misma de condiciones que favorecen la insurgencia,
tales como gobiernos centrales débiles, corrupcion, y territorios sin control estatal. James
Fearon and David Laitin, “Ethnicity, Insurgency, and Civil War,” American Political Sci-
ence Review, vol 97, no. 1, Febrero, 2003.

3. Doug Farah, “Transnational Organized Crime, Terrorism, and Criminalized States in
Latin America: An Emerging Tier-One National Security Priority,” Strategic Studies Insti-
tute, Carlisle, PA, Agosto 2012.

4. “National Drug Threat Assessment 2011,” National Drug Intelligence Center. 2011.

5. Ana Arana, “How the Street Gangs took Central America,” Foreign Policy, May/June
2005; Ana Arana, “The New Battle for Central America,” Foreign Policy, Nov/Dec 2001;
Federico Breve, “The Maras: A Menace to the Americas,” Military Review, 2007; 88-95.
6. En 2006 las organizaciones criminales de Brasil lanzaron ataques coordinados contra
unidades policiales y desencadenaron revueltas en diferentes carceles del pais. Treinta per-
sonas, principalmente policias, murieron en medio de 55 ataques simultaneos. De acuerdo
con un estudio del Centro de Investigacion sobre la Violencia de la Universidad de Rio de
Janeiro, en 2008 el Comando Vermelho controlaba el 38.8% de las areas mas violentas de
la ciudad, frente a un 53% en 2005. Fuente: Gollo, Luiz Augusto. “Vigilante Groups in
Brazil Trump Drug Gangs and Become Rio’s New Authority”. Brasil, Noviembre 11, 2009.
7. El general britanico Rupert Smith es uno de los funcionarios oficiales contemporaneos
en utilizar la frase “the new normal” y “guerra entre la gente” para describir los retos de
combatir enemigos irregulares que operan entre la poblacion civil. Ver Rupert Smith, The
Utility of Force: The Art of War in the Modern World (Londres: Penguin Books, 2006),
16-17.

8. De acuerdo con la doctrina militar norteamericana, “una estrategia militar de contra-
insurgencia incluye acciones militares, paramilitares, politicas, economicas, psicologicas
y civicas, llevadas a cabo por un gobierno para derrotar la insurgencia”. Fuente: COIN
Manual FM 3-24, 2006. Otras definiciones mas amplias pueden ajustarse mejor a la lucha
contra el crimen organizado en América Latina. Por ejemplo, David Kilcullen define la
insurgencia como un “movimiento popular que busca cambiar el statu quo a través de la
violencia y la subversion”. Fuente: Contrainsurgencia (Londres: Oxford University Press,
2010), 12.

9. Diversos académicos especializados en asuntos de seguridad en América Latina describen
el crimen organizado como un tipo de insurgencia. Por ejemplo, el Dr. Max Manwaring
del U.S. Army War College, afirma que las pandillas son una mutacion de la insurgencia
urbana, “debido a que buscan controlar el poder politico para garantizar la libertad para ac-
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tuar y para tener el ambiente comercial que ellas desean”. Ver Max G. Manwaring, “Street
Gangs: The New Urban Insurgency,” Strategic Studies Institute, Marzo 2005. Link: http://
www.strategicstudiesinstitute.army.mil/pdffiles/pub597.pdf . Otro autor, Robert Killebrew,
aduce que el crimen organizado en el continente Americano “ha dejado de ser un simple
asunto de delincuencia, y se ha convertido en una amenaza que ha evolucionado hacia una
forma de insurgencia criminal expandida y conectada a través de redes”. Killebrew y Ber-
nal, “Crime Wars Gangs, Cartels and U.S. National Security” 2010 Link: http://www.cnas.
org/files/documents/publications/CNAS_CrimeWars_KillebrewBernal.pdf.

10. La lista de funcionarios de alto rango en América Latina acusados de colaborar con
grupos de crimen organizado es larga y distinguido. En 1989 el ministro del interior de
Bolivia Arce Gomez fue arrestado y acusado por narcotrafico y sentenciado a 30 afios de
carcel. En 1990 el presidente de Panama Manuel Noriega fue acusado de narcotrafico. En
1994 el presidente colombiano Ernesto Samper fue acusado de recibir fondos de los car-
teles de la droga para su candidatura. En 1997, el zar antidroga, General Jesus Gutiérrez
Rebollo, fue arrestado por narcotrafico y corrupcion. En 2007, el Departamento del Tesoro
de Estados Unidos acuso a tres altos funcionarios del gobierno venezolano (incluyendo al
alto mando de inteligencia militar, al director de inteligencia y al ex ministro de interior y
justicia) como cerebros y complices de trafico de estupefacientes. En noviembre de 2008,
el zar antidrogas mexicano Noé Ramirez fue acusado de aceptar sobornos de narcotrafican-
tes. En 2010 el director de la Policia de Guatemala y el zar antidrogas fueron arrestados por
coludir con organizaciones narcotraficantes. En 2011 el general Rene Sanabria, exdirector
antidrogas de la policia de Bolivia fue sentenciado a 15 afios de carcel por intentar traficar
3000 libras de cocaina hacia Chile. El actual presidente de Surinam Desi Bouterse fue
declarado in absentia en Paises Bajos por trafico de drogas; a pesar de este hecho, este fue
reelegido en 2010.

11. Juan Forero, “Entrevista: Presidente de Guatemala Otto Pérez Molina,” Washington
Post, Abril 10, 2012.

12. Moises Naim describe las naciones bajo el control del crimen organizados como “Es-
tados mafiosos”. “Mafia States: Organized Crime Takes Office.” Foreign Affairs, Mayo/
Junio 2012. Ver también Gary Hale, “A ‘Failed State’ in Mexico: Tamaulipas Declares
Itself Ungovernable,” James A. Baker Institute for Public Policy, Rice University, 2011; y
Julian Miglierini, “Tamaulipas: ‘Failed State’ in Mexico’s war on drugs.” BBC News, Abril
13,2011.

13. Existen axiomas que generan sensibilidad en torno al significado de insurgencia. En
septiembre de 2012, la secretaria de Estado de Estados Unidos Hillary Clinton comparo
la lucha del gobierno mexicano contra las OCT, con el combate por parte del gobierno
colombiano contra la insurgencia de las guerrillas de izquierda, en particular las FARC.
Su analogia provocd una reaccion del presidente Obama, quien al dia siguiente declard
que la comparacion no era acertada: Colombia enfrentaba una insurgencia politica genuina
en la cual los guerrilleros pretendian derrocar el gobierno central; por su parte los carteles
mexicanos eran organizaciones criminales profesionales que buscaban la libertad de mo-
vimiento para su beneficio econdémico sin pretender tomarse el poder central.

14. David Luhnow, “Latin America is World’s Most Violent Region.” Wall Street Journal,
abril 11, 2014.

15. Anahi Rama, “Honduras and Venezuela have the world’s highest murder rates: UN,”
Reuters, Abril 10, 2014; Ver también Seguridad, Paz y Justicia. Las 50 ciudades mas vio-
lentas del mundo, Ranking 2012. Disponible en linea en: http://www.seguridadjusticiay-
paz.org.mx.

16. David Galula, Counterinsurgency Warfare: Theory and Practice (New York: Praeger,
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2006), 74. En la doctrina militar norteamericana, el centro de gravedad se refiere a las
“fuentes de poder de una fuerza militar que deriva su libertad de accidn, su fortaleza fisica
y su voluntad de lucha”. El centro de gravedad, la vulnerabilidad clave del enemigo que
puede ser atacada y explotada, es donde las fuerzas de seguridad deberian enfocar sus
capacidades y recursos. En consecuencia, identificar el centro de gravedad del enemigo
y desarrollar los medios para derrotarlo es el camino mas directo para la victoria. Fuente:
Joint Publication 1-02, DOD Dictionary of Military and Associated Terms (Washington
DC, U.S. Government Printing Office).

17. Rebecca Bill Chavez, “Integrating Human Rights and Public Security,” Joint Force
Quarterly 64 (2),2012; 67-73.

18. La competencia por el apoyo del publico es tan importante para el enemigo como para
las fuerzas de seguridad legitimas del gobierno. En Irak, la fuerzas armadas norteameri-
canas interceptaron en septiembre de 2005 un mensaje del segundo al mando de la orga-
nizacion terrorista Al Qaeda Ayman al-Zawahiri advirtiéndole al lider de esta organizacion
en Irak, que sus tacticas indiscriminadas y violentas contra los musulmanes en Irak estaban
generando el rechazo de la opinion publica contra Al Qaeda. Ver: Peter Bergen, “Ayman
al-Zawabhiri: How He Became Bin Laden’s No. 1.” Time Magazine, Abril 30, 2006.

19. La Convencién de Ginebra se aplica al conflicto armado internacional (CAI) y al con-
flicto armado no-internacional (CANI). La mayoria de las OCT en América Latina no se
clasifican dentro de ninguna de estas categorias. El conflicto en la medida que es transna-
cional, no es internacional (entre Estados). Asimismo las OCT no cumplen con los criterios
para los CANI (en donde las fuerzas que se enfrentan son regulares, hay una fuerza militar
organizada sujeta a un mando central en control y autoridad, con soberania territorial, y
que demuestra respeto por la ley de la guerra). Por lo tanto, los miembros de las OCT son
perseguidos de acuerdo con la ley penal de los paises donde operan. En todo caso, el DIH
como la convencién de Ginebra contiene reglas universales sobre el uso de la fuerza que
debe ser aplicado a cualquier situacion de combate. (por ejemplo tomando precauciones
para que no se involucre a la situacion civil durante la confrontacion).

20. Informacion extraida del Manual de Derecho Operacional de EE.UU., producido por el
Juez de la Fiscalia General de Charlottesville, VA.

21. Ver por ejemplo “Human Rights Watch Rips Mexico for Rights Abuses by Military.”
Latin American Herald Tribune, Enero 24, 2012.

22. Para conocer dos analisis sobre los retos de las fuerzas policiales en América Latina
ver: Stephen Johnson, Johanna Mendelson Forman, and Katherine Bliss, “Police Reform
in Latin America: Implications for U.S. Policy,” Center for Strategic & International Stud-
ies (CSIS), Febrero 2012; and “Protect and Serve? The Status of Police Reform in Central
America,” Washington Office on Latin America, 2009.

23. Numerosas encuestas del Latin American Public Opinion Poll (LAPOP, www.vander-
bilt.edu/lapop/) indican que la mala conducta de la policia es considerada un problema
critico en muchas naciones de la region. Ver por ejemplo: “Police Abuse in Latin America”
(LAPOP, 2009), “Police Misconduct and Democracy in Latin America” (LAPOP, 2010),
“Trust in the National Police” (Americas Barometer, 2011).

24. Por ejemplo en Estados Unidos la doctrina Powell (denominada asi por el director
Colin Powell) se refiere a la estrategia militar de usar el maximo de poder destructivo para
aniquilar al enemigo.

25. Donald Campbell y Kathleen Campbell, “Soldiers as Police Officers/Police Officers as
Soldiers: Role Evolution and Revolution in the United States.” Armed Forces and Society
36(2), 339.

26. Definiciones de acto hostil e intencion hostil han sido obtenidas del U.S. Operational
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Law Handbook, producido por el U.S. Judge Advocate General’s Legal Center en Charlot-
tesville, Virginia. Las definiciones entre los dos términos pueden diferir en cada pais de
América Latina y el Caribe.

27. Muchos militares latinoamericanos llevan a cabo entrenamientos similares para uni-
dades destinadas a realizar operaciones internacionales de mantenimiento de la paz (PKO).
28. El derecho inherente de la defensa propia es una doctrina de la Carta de las Naciones
Unidas: “Nada en esta carta deberia prevenir el derecho inherente de la defensa propia
individual o colectiva bajo un ataque armado”.

29. Dos incidentes recientes exponen ejemplos de respuestas adecuadas e incorrectas en
este tipo de circunstancias: En julio de 2012 en Toribio, Colombia, una unidad militar fue
asignada para proteger una estacion de comunicaciones en una colina, pero fue confrontada
por manifestantes de la etnia indigena Nasa. Armados solo con garrotes, los manifestantes
rodearon la estacion y solicitaron a los soldados colombianos abandonar el area. El oficial
encargado de la instalacion, enfrentando una decision de disparar contra los manifestan-
tes y causar una posible masacre, ordené a sus hombres no hacer uso de la fuerza para
repeler la protesta. Varios fotografos capturaron en imagenes y video el momento en que
los manifestantes expulsaron a los soldados forzosamente de la instalacion. Cuando estas
imagenes se hicieron publicas, los soldados obtuvieron elogios por parte de la opinién
publica por negarse a usar la fuerza y evitar el derrame de sangre. En otro ejemplo en el
cual estas circunstancias fueron manejadas inadecuadamente, la policia y los militares de
Guatemala enfrentaron una protesta de indigenas mayas, quienes bloqueaban las carreteras
en Totonicapan en 4 octubre 4 de 2012. Los soldados guatemaltecos dispararon contra los
manifestantes que solicitaban reformas educativas y por servicios basicos, dejando un sal-
do de ocho muertos y 30 heridos. El coronel que estaba al mando de esta operacion y ocho
soldados mas fueron arrestados y procesados por la justicia. Ver: Randal Archibold, “Gua-
temala Shooting Raises Questions About Military’s Expanded Role,” New York Times, 20
Octubre 2012.
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The Rise of China in the Americas
R. Evan Ellis

Abstract

This article examines the expansion of economic, political, and
military activities by the People’s Republic of China in Latin
America and the Caribbean. It examines how the presence is
transforming the region, including the reformulation of the
agenda of its leaders, businessmen, and publics, changes to its
physical infrastructure, new patterns of trans-Pacific organized
crime, fuel to extend the life of populist regimes, and impacts
on how member countries relate to each other. It also analyzes
how the new presence of China impacts U.S. interests in the
region and globally, and how China both complements, and at
times competes with, other external actors in the region, such as
Russia, Iran, and India.

Introduction

The exponential expansion of Chinese trade, business, political, and military pres-
ence in the Americas since the beginning of the millennium is arguably one of the
factors that has most transformed, and continues to transform, the economic and
political environment of the hemisphere.

Prior to the admission of the People’s Republic of China (PRC) into the
World Trade Organization in 2001, Chinese commercial interactions with Latin
America and the Caribbean were minimal, albeit growing rapidly. During that
period, PRC relationships with countries of the region were relatively low-level,
centering on matters such as persuading countries that diplomatically recognized
the Republic of China (ROC) to change their position, and building friendships
around the theme of developing world solidarity and the non-aligned movement.

The inflection point for the Chinese relationship with the region was arguably
the 2001 PRC admission into the World Trade Organization, followed by the of-
ficial promulgation of the “Go Out” strategy, as part of the 10th 5-Year plan of the
Chinese Communist Party in 2002. WTO admission allowed Chinese companies
to more effectively exploit the country’s labor cost advantage in order to export
to the region, as well as to developed nation markets such as the United States,
Canada, and Europe. The “Go Out” strategy gave Chinese companies the politi-
cal blessing to build the relationships with overseas markets and sources of supply
required by China’s export-oriented growth strategy.

In the decade following these two events, PRC trade with the region expand-
ed almost ten-fold, from $29 billion in 2003 to $270 billion in 2012." Initially, the
relationship was confined almost entirely to trade, with Chinese companies im-
porting a limited number of primary products from the region, and Latin America
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importing a broad array of Chinese manufactured products. Concurrent with this
expanding commerce, however, PRC-based companies were growing and gain-
ing experience and sophistication, businessmen on both sides of the Pacific were
building relationships, and governments were constructing the legal and financial
infrastructures that would permit a dramatic expansion in Chinese companies op-
erating in the region. The Economic Committee for Latin America and the Ca-
ribbean estimates that Chinese non-financial foreign direct investment in Latin
America between 1990 and the end of 2012 was $38.5 billion, of which $32.2
billion was made after 2009.

The new wave of Chinese investment in the region dates from approximately
2009 and is concentrated in four sectors, each with its own logic and dynamics:
(1) petroleum, metals, minerals, and other primary products, (2) construction, (3)
manufacturing, and (4) select services including telecommunications, banking,
and logistics.’

In mining and petroleum, Chinese companies began a wave of acquisitions in
2009, giving them access to proven oilfields and mineral deposits, then later start-
ed to bring in their own engineering and petroleum service companies to develop
the territories acquired. With time, those companies have also begun to compete
for the rights to invest in less developed fields (with greater risk but bigger po-
tential payoffs), including the successful 2013 bid by the Chinese oil companies
CNPC and CNOOC for the Libra block in Brazil .*

In construction, starting in approximately 2009, Chinese companies signifi-
cantly expanded their presence in Latin America and the Caribbean, from building
a modest number of stadiums, clinics, and road given as gifts for governments
who diplomatically recognized the PRC, to much larger projects such as hydro-
electric facilities, paid for by loans from Chinese banks. More recently, Chinese
companies have begun building resorts in the Caribbean, including Baha Mar and
Blackwood Pointe in the Bahamas, collectively worth almost $10 billion, as well
as Bacholet Bay in Grenada.

In manufacturing, Chinese electronics, motorcycle, auto, and heavy equip-
ment companies have begun to invest in final assembly facilities in the region, in
conjunction with local partners. Motivations include avoidance of import taxes,
better serving local markets like Brazil, and exporting to nearby markets like the
U.S53

In services, Chinese telecommunication companies such as Huawei and ZTE
have rapidly built a presence in Latin America, both selling their telephones and
other equipment, and building third and fourth generation communication infra-
structures for both government and private sector providers. In recent years, they
have also begun to establish footholds in the smaller telecommunications markets
of the Caribbean, and in Central America, including in countries that do not rec-
ognize the PRC.

In banking, PRC-based institutions have moved from partnerships and rep-
resentational offices in support of Chinese partners, to branch banking on Latin
American soil. Significant advances in this area include the November 2012 ac-
quisition of Argentina’s Standard Bank by ICBC, and the 2013 proposed acquisi-
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tion of Brazil’s BicBanco by China Construction Bank.

While the expanding Chinese presence described in the preceding paragraphs
has fueled an array of journalistic and scholarly analyses, the focus of such works
has generally been economic, including broad accounts of what was transpiring,®
analyses of the character and impacts of Chinese trade with the region,” and book-
length compiled volumes of country-specific studies.® In contrast to these works,
the focus of the present article is to build upon the descriptive works and econom-
ic analyses that have preceded it, to examine how the new Chinese engagement is
impacting the strategic environment of the region.

Impact on the Latin American and Caribbean Security Environment

The expanding commercial activities of the PRC in Latin America and the Carib-
bean are transforming the political and social dynamics of the region in multiple
ways, including:

e The Orientation of Latin American Political and Business Leaders and Publics
*  The Socioeconomic Dynamics Within Latin America States

»  Patterns of Commerce and Human Interaction

e The Orientation of Armed Forces in the Region

* U.S. Leverage in Areas such as Trade, Democracy, and Human Rights

*  The Economic Viability of Political Blocks Hostile to the U.S.

*  The Orientation of Latin American States toward Each Other

* Ideological Cleavages in the Region

*  Trans-Pacific Organized Crime

Orientation of Latin American Political and Business Leaders and Publics

The emergence of the PRC as an important market and source of loans and in-
vestment has captured the attention of political and business elites across Latin
America and the Caribbean, and has driven them to invest time and resources to
capture a portion of such benefits. Such efforts include regular trips to the PRC
by Latin American officials and business delegations, greater attention to Asia by
government trade promotion organizations and private business federations, and
the building of new business partnerships in the region. Former Costa Rican presi-
dent Oscar Arias felt so strongly about the importance of the PRC to the future of
his country that he conducted a year of secret diplomacy to change Costa Rica’s
diplomatic position to recognize the PRC.? For governments such as those of the
Bolivarian Alliance for the Americas (ALBA),'° the PRC is seen as a political as
well as an economic alternative to the West, with former Venezuelan leader Hugo
Chavez traveling to the PRC six times during his fourteen years in office, and
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Bolivian President Evo Morales proclaiming his admiration for Chinese revolu-
tionary leader Mao Zedong.'" At the popular level, China has also given rise to a
flowering of interest among Latin American students to study the country, how to
do business there, and Chinese languages and culture.

In general terms, the influence of the PRC is reflected in the result of a 2012
region-wide attitudinal survey in which the average respondent perceived China
to have “some influence” in their country, with 63 percent viewing that influence
as “positive” or “very positive.”"?

Socioeconomic Dynamics of Latin America States

Over the past decade, competition with Chinese exports has significantly affected
the manufacturing sectors of Latin America and the Caribbean, with manufactur-
ing as a percentage of GDP falling from 16.5 percent in 2001 to 13.5 percent in
2012." At the same time, exports to the PRC and associated rises in commodity
prices have increased the importance of sectors such as oil, mining, timber, and
agriculture with the contribution of mining alone in the region increasing 50 per-
cent from 4.1 percent of GDP in 2001 to 6.1 percent of GDP in 2012."

As noted previously, Chinese companies are gradually establishing them-
selves as relevant domestic actors throughout the region, operating oilfields,
mines, manufacturing and retail facilities, building transportation, power, and
telecommunications infrastructure, performing branch banking and running lo-
gistics facilities and shipping lines in the region.

While the PRC arguably has not yet applied its growing “soft power”'® in a
manner commensurate with the increasing economic weight and physical pres-
ence of Chinese companies in the region,'® its impact on the socioeconomic dy-
namics of Latin American states can be felt in the new social and political issues
that presence has spawned, including conflicts between Chinese companies and
regional labor forces and subcontractors,!” relations with local communities,'®
environmentalists and indigenous groups,'® and commercial competitors,” and
security challenges Chinese companies confront.?!

Patterns of Commerce and Human Interaction

Engagement with China is transforming the physical infrastructure of Latin
America and the Caribbean, including projects funded by Chinese banks and done
by Chinese companies, as well as others inspired by the new trade with the PRC.
In the process, patterns of commerce and human interactions in the region are also
changing, with strategic implications.

From the ports of Manzanillo and Lazaro Cardenas in Mexico, to Valparaiso
and Concepcion in Chile, the region’s Pacific Coast ports are being expanded
and modernized, while improved roads and new rail lines are being built to con-
nect that infrastructure to the interior and Atlantic coast of the continent. Im-
portant projects include the “Bi-Oceanic” corridors being improved to connect
the north, central and south coasts of Peru to the Brazilian Amazon, the “Trans-
Oceanic” corridor linking the interior of Brazil through Bolivia to ports on the
northern coast of Chile, and the “Manta-Manaus” corridor from the Pacific coast
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of Ecuador, through Peru to Brazil. Other key projects driven in part by the re-
gion’s growing commerce with the Pacific include the $5.2 billion expansion and
modernization of the Panama Canal, the possible construction of a second canal
through Nicaragua, and potential “dry canal” road and rail links proposed through
Honduras, Guatemala, and Colombia.

The new commerce with the PRC and Asia is also a driving factor for facili-
ties not located on the Pacific coast, including “La Paloma,” a new deepwater port
in Uruguay that contemplates an associated rail link to Brazil to support agricul-
tural exports and the container trade between the Atlantic-facing countries of the
southern cone and the PRC.# Another example is the possible construction of a
major container port at Goat Island, Jamaica, to support the larger ships that will
be coming through the Panama Canal from the Pacific once the canal widening
project is complete.

Beyond their commercial significance, such new infrastructure also impacts
the region in other ways. New corridors across the continent bring both licit and
illicit commerce to previously isolated parts of the interior, in the process creating
new opportunities for narcotraffickers, illegal loggers, miners, and smugglers, and
fomenting conflict between the new settlers and previously isolated communities
and indigenous groups.

The new transport infrastructure described in the previous paragraphs is also
driving new poles of development, attracting people from the countryside and less
vibrant urban areas to the new poles of trans-Pacific trade, in search of economic
opportunity. In the process, the growing port cities will arguably become more
important politically as generators of tax revenue and enablers of national and
regional commerce, even as they also generate new requirements for port and
urban security.

Orientation of Armed Forces in the Region

In a gradual, non-threatening, yet profoundly important way, regional militaries
are diversifying their foreign relationships to include professional military educa-
tion and tactical level training from the PLA, and in some cases, arms and equip-
ment from Chinese vendors.

Chinese companies such as the China North Industries Corporation (NORIN-
CO), China Electronics Technology Corporation (CETC), Aviation Industry Cor-
poration of China (AVIC), and Poly Technologies have expanded arms sales to
Latin America and the Caribbean, moving from gifts of non-lethal goods such as
clothing, trucks, and busses, to fighter and transport aircraft and radar platforms,
while also diversifying sales of major equipment from ALBA nations from Ven-
ezuela, to other ALBA nations, to the hemisphere more broadly.” Such companies
have also displayed increased sophistication in marketing their products in the
region, establishing a presence at military shows in the region such as LAAD
(Brazil), SitDef (Peru), and Fidae (Chile),** legally contesting adverse bid deci-
sions,” and using offsets to win work.?

In the arena of professional military education and training, virtually every
Latin American and Caribbean country that diplomatically recognizes the PRC
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sends officers to the strategic-level “Defense Studies Institute” in Champing,
while some also send officers to People’s Liberation Army (PLA) Army and Navy
command schools near Nanjing and special forces training facilities in Shiji-
azhuang, among other sites.”” In recent years, the PLA has also brought military
officers and other professionals from the region to the PRC for technical train-
ing in areas such as flight school, equipment maintenance, space operations, and
electronic warfare,?® while reciprocally sending PLA soldiers to Latin America for
tactical training in at facilities such as Tolemaida Air Base in Colombia.”” While
the numbers of personnel involved in such interchanges is modest, their impact
has arguably been heightened by the 2012-2013 crisis in the U.S. over the ap-
proval of the federal budget, which forced intermittent reductions in and suspen-
sion of U.S. defense engagement programs.

With respect to military presence in the region, the Chinese have begun to
evolve from conducting limited deployments in a multilateral context (contribut-
ing military police to the MINUSTAH peacekeeping force in Haiti from 2004
through 2012), to bilateral humanitarian engagements such as the November 2010
Angel de Paz medical exercise in Peru and the December 2011 trip by the Chinese
medical ship “Peace Ark” to the Caribbean, to more combat-oriented engage-
ments, such as the joint training activities conducted with Chilean and Brazilian
naval forces during the visit by a PLA naval flotilla to the Southern Cone in No-
vember 2013.%°

U.S. Leverage in Areas such as Trade, Democracy, and Human Rights

U.S. efforts to advance free trade, democracy, and human rights in Latin America
and the Caribbean®' has historically been aided by the position of the U.S. as the
principal export market for the region, and Western companies and institutions as
the principal source of its foreign loans and investments. The dramatic expansion
of PRC trade with, loans to, and investment in the region in the past decade has
changed that, and in the process, has arguably decreased the leverage of the U.S.
government in advancing its policy agenda. Although the $814.5 billion in U.S.
trade recorded with Latin America and the Caribbean in 2012 is still more than
three times the region’s $270.8 billion trade with China,* the PRC has surpassed
the U.S. in many individual countries in terms of bilateral trade volume, including
Brazil, Chile, Peru, Uruguay, and Panama, and is the second or third largest part-
ner for most of the rest. In finance, from 2005-2012 alone, China lent $87 billion
to the region, more than the Inter-American Development Bank, World Bank, and
U.S. Export-Import Bank combined.?

Indications of diminishing U.S. influence can be seen the reduced role of
U.S.-led institutions such as the Organization of American States in resolving
important regional issues such as political succession in Honduras and Paraguay,
the weakened ability of Washington to advance its position in key regional forums
such as the Summit of the Americas,* and the proliferation of new sub-regional
institutions with explicitly exclude the U.S. such as UNASUR and CELAC.

While U.S. influence also depends on people in Latin America and the Ca-
ribbean who agree with the goals of U.S. initiatives and the values behind them,
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the “example” of Chinese economic success has undercut U.S. arguments that
Western-style democracy and free markets are the best routes to development and

prosperity.
The Economic Viability of Political Blocs Hostile to the U.S.

The majority of Chinese loans and a significant portion of PRC investments in
Latin America and the Caribbean have gone to the countries of ALBA, making it
financially easier for those governments to pursue courses of action independent
from the U.S., western companies, and financial institutions including the Interna-
tional Monetary Fund and the Inter-American Development Bank.

In Venezuela, the PRC has provided $40 billion in loans, plus more than $40
billion in investment commitments.* Making the link between Chinese financing
and the survival of the Venezuelan “socialist” regime even stronger, a portion of
the loans were used to purchase large numbers of home appliances that were sold
at discounted prices to the poor (the government’s core support base) during the
run-up to 2012 national elections.*

Like Venezuela, Ecuador has received more than $9 billion in loan commit-
ments from the PRC, supporting hydroelectric and petroleum projects and funding
fiscal deficits,’” while China National Petroleum Corporation (CNPC) has played
a key role in funding the $10 billion “Refinery of the Pacific.”*® With respect to
the political impact of such commitments, the PRC disbursed $1.4 billion in loans
to the country in February 2013, the month of its national presidential election.*

In Bolivia, the Chinese are building and financing almost $2 billion in infra-
structure projects, including the $1.4 billion Multiple Rositas hydroelectric facil-
ity,* several hundred million dollars in railroad and highway work,* and smaller
projects such as paper plants,*” plus have offered to loan up to $15 billion to help
the country exploit the EI Muttn iron deposit previously worked by the Indian
company Jindal.*

In Nicaragua, despite the absence of diplomatic relations with the PRC, Chi-
nese banks are the most likely candidates to finance a new $40-$80 billion canal
being proposed by the Hong Kong—based billionaire Wang Jing.*

Orientation of Latin American and Caribbean States toward Each Other

The growing importance of trade with the PRC and other Asian countries to the
economy of the region is impacting the relationship of states with their neighbors.
In the decade from 2003 until 2012, for example, the portion of Latin America
and Caribbean trade going to the PRC quadrupled from 3 percent to 12 percent.*

For states on the Atlantic side of South America, including Brazil, Uruguay,
and Argentina, the increase in trade shipped across the Pacific has made infra-
structure projects beyond their borders matters of national interest, including the
expansion of the Panama Canal, and Uruguay’s planned construction of the new
deepwater port “La Paloma.”® Similarly, the growing trans-Pacific trade has in-
creased the value of Pacific Coast ports such as Iquique, Ilo, and Callao (and the
quality of their governance), to Atlantic-facing neighbors and landlocked states
such as Bolivia and Paraguay.
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At the “top” of South America, contemplated pipeline and rail links to the Pa-
cific coast of Colombia arguably give Venezuela’s government an interest in both
improved relations with its neighbor, as well as a solution to Colombia’s guerilla
problem (factors which, to date, have prevented collaboration between the two
nations on infrastructure projects.)

In a similar fashion, growing trade between the PRC and Central America has
increased the stakes of the long-standing dispute between Honduras, El Salvador,
and Nicaragua over the maritime border between the three countries in the Gulf
of Fonseca. For the government of Honduras, a contemplated port on Tigre Island
would be the nation’s only direct access to the Pacific, and would be the Pacific
hub for a road and rail connection across Central America that it has discussed
with Chinese companies.?’

In the Caribbean, the new commerce with Asia has contributed to compet-
ing initiatives to build the new deepwater ports that will serve as the distribution
hubs for the commerce passing through the newly widened Panama Canal. As
of January 2014, one project was going forward to develop the port of Mariel in
Cuba, while another was being discussed for Goat Island, Jamaica.*® With respect
to the impact on regional relations, the potential value of Mariel as a hub serving
the east coast of the United States is an incentive for normalized U.S.-Cuban rela-
tions, not only for the Cuban government, but also for Brazil, which is financing
and building the port.*

Beyond considerations arising from trade, growing commerce with the PRC
has even impacted the relationship between Guyana and Suriname. A portion of
the Chinese immigrants arriving in Suriname in recent years have subsequently
migrated to Guyana where they are causing political tension in the country by
displacing the traditionally dominant indo-Guyanese merchants in Georgetown.>

Ideological Cleavages in the Region

As a byproduct of the previously mentioned commercial activities, engagement
with the PRC is fueling thus far friendly, but important ideological divisions in
the region. The question of how to do business with China and other nations of
Asia has become one of the most important differences among governments in the
Americas, with a group of countries including the ALBA bloc relating to the PRC
principally through a state-to-state framework, with others, including members of
and candidates for the “Pacific Alliance” (Mexico, Colombia, Peru, Chile, Pan-
ama, and Costa Rica), focusing a private sector—led model that emphasizes free
and competitive markets, efficient institutions, transparent rules and transactions,
and a strong framework of law protecting contracts and intellectual property.”!
While the difference is more about economics than politics, it is likely to play
an important role in shaping the emerging regime governing the participation of
Latin America and the Caribbean in the economy of the Pacific.

Trans-Pacific Organized Crime

With the expansion of trans-Pacific commerce, criminal activity between the PRC
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and Latin America and the Caribbean is also growing.*? Although there are no reli-
able statistics on the amount of Chinese-made products that enter Latin America
and the Caribbean as contraband goods, a comparison between China’s reported
exports to the region and the region’s reported imports from China suggests the
extent of the problem. In 2012, the PRC reported sending $33 billion more in
goods to Latin America and the Caribbean than its countries collectively reported
receiving—22 percent of total PRC-Latin America trade for that year. **

Trans-Pacific criminal ties are also appearing in the informal mining sector in
areas such as Michoacan (Mexico) and Madre de Dios (Peru), with all parts of the
process from extraction of ore and its sale to local buyers to the consolidation of
cargoes and their dispatch from Pacific Coast ports to Chinese buyers taxed—if
not managed by—criminal groups.*

With the expanding flows of goods, a trans-Pacific narcotics trade is also
emerging, with Chinese and Indian companies becoming important suppliers of
precursor chemicals to illegal synthetic drug laboratories in Mexico and Central
America.”® Conversely, states such as Colombia, Bolivia, and Peru are shipping
cocaine and possibly other narcotics to the emerging Chinese market through
ports such as Hong Kong.*

Human trafficking from the PRC through Latin America and the Caribbean
is also growing. Key routes are believed to involve Mexican ports such as Puerto
Vallarta in Jalisco, Manzanillo in Colima, and Coyacan in Mazatlan, as well as
the entry of Chinese migrants in South American countries such as Colombia, Ec-
uador, and Peru (who then transit overland through Central America and Mexico,
where their passage may require the Chinese groups that smuggle them, such as
Red Dragon,* to collaborate with or pay Latin American criminal groups through
which they must pass.)*® The trafficking of Chinese also involves the Caribbean,
with the widely perceived but unexplained growth of Chinese communities in the
principal cities of Guyana, Suriname, the Dominican Republic, and Trinidad and
Tobago in recent years.” Increased commerce, including the importation of Chi-
nese workers for construction projects in countries of the Caribbean is believed to
facilitate such movements.

Finally, with the increased flow of goods and expanded banking ties between
the PRC the region, opportunities for money laundering involving Chinese com-
panies and institutions have also multiplied.

Authorities in Latin America and the Caribbean are arguably poorly equipped
to combat emerging trans-Pacific criminal ties, with few persons who can inter-
rogate suspects and witnesses in Mandarin Chinese, let alone in Cantonese or
Hakka. They also have few agents of an ethnic composition appropriate for pen-
etrating Chinese communities, and lack technical contacts in the PRC to pursue
leads regarding the persons, groups, and companies with whom they are dealing.

Impacts on the United States and the U.S. Response

Chinese engagement with Latin America and the Caribbean adversely impacts
the U.S. strategic position in the region in multiple (albeit indirect, and probably
unintentional) ways.
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First, as argued previously, the “example” of China as a country that ap-
parently has prospered with limited political freedom and a state-led, predatory
orientation toward capitalism, undercuts U.S. attempts to advance Western-style
democracy and free market capitalism in the region. U.S. leverage in pursuing its
policy objectives in the region is further undercut by the availability of the PRC as
an alternative export market, source of loans, and investment undercuts.

Second, U.S. security is arguably affected by Chinese financing, investment
in, and trade with regimes seeking independence from Western systems of crimi-
nal and contractual accountability, such as has occurred, to varying degrees, with
the ALBA countries. To the extent that such regimes, sustained by Chinese mon-
ey, become havens for organized crime and terrorist groups, the ability of the U.S.
to combat threats from its southern approaches is undercut.

Third, Chinese commercial activities in the region, however benign currently,
expand options for PRC planners to use against the U.S. should hostilities emerge
between the two nations in the future. Latin American dependence on commod-
ity sales to the PRC, credit from Chinese banks, and the increasing importance
of Chinese companies as employers and sources of tax income for the region’s
governments, are each sources of leverage through which the PRC could persuade
the dependent countries to deny the U.S. access to bases, resources, intelligence,
or political support. In a time of war, the PRC could induce Chinese owners of
facilities in Latin America to allow their use to collect intelligence, serve as a base
for Chinese agents, or even to shut down or otherwise operate in a way that would
disrupt the U.S. economy or its ability to project and support forces being sent
to Asia. As an example, Chinese-built telecommunications infrastructures, tele-
phones, and data devices could be used for data collection and against commercial
and government targets in the region, while port facilities operated by Chinese
companies in countries such as Panama and Mexico could be shut down, and in a
later stage of the conflict, made available to the PLA Navy.

While the dynamics and possibilities presented in this section may concern
U.S. policymakers, attempts to limit engagements by the governments of Latin
America and the Caribbean with the PRC would arguably be both ineffective and
counterproductive, offending regional partners by seeming to impinge upon their
sovereignty.®

Even prior to the declaration by Secretary of State John Kerry, the U.S. re-
sponse to expanding Chinese activities in the hemisphere has been relatively re-
strained. Both the Democratic administration of Barak Obama and his Republican
predecessor George Bush avoided characterizing those activities as a threat.®' In
recent years, the tone has become increasingly positive, including a discussion by
then Assistant Secretary of State for the Western Hemisphere Arturo Valenzuela
on the possibility for cooperation between the PRC and the U.S. in Latin Ameri-
ca,’? and characterization of Chinese engagement in the region by his successor,
Roberta Jacobson as “absolutely and definitely a good thing.”®

Conclusions and Theoretical Implications

This article’s analysis of Chinese activities in Latin America and the Caribbean
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provides a number of new insights into traditional theories of Latin American
studies, international relations and international political economy.

The evolution of the physical infrastructure and sociopolitical dynamics of
the region in response to the PRC suggests that patterns of human, political and
social interaction in the region are subject to change as a function of extra-Hemi-
spheric factors. Indeed, the emerging split among Latin American countries re-
garding how to engage with China suggests that the primacy of the United States
as the region’s principal point of reference may be diminishing.%

The impact of China on the region’s decision makers, businessmen, and pub-
lics noted in this article also suggests that “soft power” is not always determined
by shared culture, political values, or the moral authority of a country’s policies,*
but may also stem from expectations of a country’s future importance, as well as
hopes for loans, investment, and access to a country’s markets.*

With respect to theories of political economy, Chinese economic engagement
with Latin America suggests that a “resource export—finished products import”
trade pattern is not unique to the relationship between developing and developed
states.’ It also suggests that trade between two developing nations can advance
the development of one of the parties much more than the other.

With respect to international relations, the relatively benign U.S. response to
Chinese activities in the region highlights a nuance in power transition theory,*®
suggesting that the dominant state’s desire to maintain a good relationship with
other states, in the context of international norms such as sovereignty, may pre-
vent it from challenging the expanding power of an emerging competitor. On the
other hand, the efforts of the Obama Administration to prevent Chinese inroads in
Latin America from degenerating into hostility with the U.S. are a contemporary
test of theories of realism® in the context of globalization. It remains to be seen
whether it is possible to speak of “appeasement” where the advances of a rival do
not principally involve military power, and whether associated concepts such as
the balance-of-power apply in the context of complex interdependence.
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NORTHCOM and SOUTHCOM Posture Statements
to the U.S. Congress

As part of the commands’ annual posture statements to Congress, General John
Kelly of SOUTHCOM and General Charles Jacoby, Jr. of NORTHCOM present-
ed their goals and concerns in testimony before the House and Senate Armed
Service Committees on February 26, 2014 and March 13, 2014, respectively. The
Perry Center, as one of the Hemisphere’s premier venues for security and defense
education and outreach, plays a pivotal role in carrying out both NORTHCOM
and SOUTHCOM s priorities throughout the year. The following summaries of
Gen. Kelly’s and Gen. Jacoby’s 2014 posture statements provide insight into the
key concerns and objectives for the Western Hemisphere regional commands over
the course of the year.

Posture Statement of General John F. Kelly, USMC,
SOUTHCOM Commander

Distinguished Members of the [House Armed Services] Committee: I appreciate
the opportunity to appear before you today to discuss U.S. Southern Command’s
efforts in Central America, South America, and the Caribbean. Even our signifi-
cantly reduced engagement continues to yield dividends in a region of increasing
importance to our national interests. While other global concerns dominate the
headlines, we should not lose sight of either the challenges or opportunities closer
to home. In terms of geographic proximity, trade, culture, immigration, and the
environment, no other part of the world has greater impact on daily life in our
country than Latin America and the Caribbean.

During my first year in command, I established four priorities for U.S. South-
ern Command—continuing humane and dignified detention operations at Joint
Task Force Guantanamo, countering transnational organized crime, building part-
ner capacity, and planning for contingencies. I thank the Congress for recognizing
U.S. Southern Command’s vital role in defending our southern approaches and
building enduring partnerships with the Americas. I remain concerned, however,
by the impact of budget cuts on our ability to support national security interests
and contribute to regional security.

Over the next ten years, the Services are reducing deployments of personnel,
ships, and aircraft in the context of tightening fiscal constraints. As an economy
of force Combatant Command, these reductions have a disproportionately large
impact on our operations, exercises, and engagement activities. Insufficient mari-
time surface vessels and intelligence, surveillance, and reconnaissance platforms
impair our primary mission to detect threats and defend the southern approaches
to the U.S. homeland. Similarly, reductions in force allocation severely limit our
security cooperation activities, the primary way we engage with and influence the
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region. Sequestration only exacerbated these challenges, and while its near-term
effects may have been mitigated, this reprieve is temporary. As the lowest priority
Geographic Combatant Command, U.S. Southern Command will likely receive
little, if any, “trickle down” of restored funding. Ultimately, the cumulative im-
pact of our reduced engagement will be measured in terms of U.S. influence, lead-
ership, and relationships in the Western Hemisphere. Severe budget constraints
have serious implications for all three, at a time in which regional security issues
warrant greater attention.

Overview of Regional Security Issues

Transnational Organized Crime. Transnational organized crime is a national se-
curity concern for three primary reasons. First, the spread of criminal networks is
having a corrosive effect on the integrity of democratic institutions and the stabil-
ity of several of our partner nations. Transnational criminal organizations threaten
citizen security, undermine basic human rights, cripple rule of law through cor-
ruption, erode good governance, and hinder economic development.! Second,
illicit trafficking poses a direct threat to our nation’s public health, safety, and
border security. Criminal elements make use of the multitude of illicit pathways
in our hemisphere to smuggle drugs, contraband, and even humans directly into
the United States. Illegal drugs are an epidemic in our country, wasting lives and
fueling violence between rival gangs in most of our nation’s cities. The third con-
cern is a potential one, and highlights the vulnerability to our homeland rather
than an imminent threat: that terrorist organizations could seek to leverage those
same smuggling routes to move operatives with intent to cause grave harm to our
citizens or even quite easily bring weapons of mass destruction into the United
States. I would like to briefly talk about each concern in greater detail to under-
score the magnitude of the threat posed by transnational organized crime.

Destabilizing Effects in the Region. The unprecedented expansion of criminal
networks and violent gangs is impacting citizen security and stability in the re-
gion. Skyrocketing criminal violence exacerbates existing challenges like weak
governance; as a United Nations report recently noted, despite improvements,
Latin America remains the most unequal and insecure region in the world.> In
some countries, homicides are approaching crisis levels. High levels of violence
are driving Central American citizens to seek refuge in other countries, including
the United States. Driven by economic pressures and rising criminal violence,
the number of Hondurans, Guatemalans, and Salvadorans attempting to cross the
U.S. Southwest border increased 60 percent in 2013.°

This challenge, however, extends far beyond a threat to public safety; some
areas of Central America are under the direct influence of drug trafficking orga-
nizations. These groups use their illegally gained wealth to buy off border agents,
judges, police officers, and even entire villages. This criminal power and the
enormous flow of crime-generated profits are serious threats to the stability of
democratic institutions, rule of law, and the international financial system. Cor-
ruption also poses an indirect threat to U.S. national security interests, as corrupt
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government officials in the region can be bribed to procure official documents
such as visas or citizenship papers and facilitate travel of special interest aliens.
In my view, this vulnerability could be exploited by any number of actors seeking
to do us harm.

Lllicit Trafficking to the United States. The U.S. Southern Command area of re-
sponsibility is the distribution hub for drug trafficking destined for the United
States. The majority of heroin sold in the United States comes from either Co-
lombia or Mexico, and we are seeing a significant increase in heroin-related
overdoses and deaths in our country.* Additionally, opium poppy production now
appears to be increasing in Guatemala. Thousands of tons of precursor chemicals
are trafficked into our hemisphere from China, aiding Mexican-based drug cartels
that are extending production of U.S.-bound methamphetamine into Guatemala,
Nicaragua, and potentially other Central American countries. With an estimated
$84 billion in annual global sales,’ cocaine trafficking remains the most profitable
activity for criminal networks operating in the region, as the Andean Ridge is the
source of every single ounce of cocaine consumed on the planet. Upon landfall in
Central America, bulk cocaine is broken down into multiple smaller shipments for
transit into Mexico and the United States, making large interdictions at the U.S.
border extremely difficult, despite the heroic efforts of local law enforcement,
U.S. Customs and Border Protection, and Immigrations and Customs Enforce-
ment. If bulk shipments are not interdicted before making landfall, there is almost
no stopping the majority of this cocaine as it moves through Central America and
Mexico and eventually lands on street corners across America, placing significant
strain on our nation’s health care and criminal justice systems and costing Ameri-
can taxpayers an estimated $193 billion in 2007 alone, the most recent year for
which data is available.

Cocaine trafficking remains the predominant security challenge throughout
the entire region, and I am growing increasingly concerned by the situation in the
Caribbean. Due in part to counterdrug asset reductions, some old routes appear
to be reviving, including ones that lead directly into Florida. According to U.S.
Customs and Border Protection, there was a 483% increase in cocaine washing up
on Florida’s shores in 2013 compared to 2012. In 2013, U.S.-bound cocaine flow
through the Caribbean corridor increased to 14% of the overall estimated flow;
this number is likely higher and will continue to grow, but we lack a clear picture
of cocaine flow due to asset shortfalls. The discovery of cocaine processing lab
equipment in the Dominican Republic suggests criminal organizations may be
seeking to broaden production in the Caribbean. This may be an indication of an
emerging trend, similar to what we saw in Central America in 2012. Addition-
ally, the Caribbean is particularly vulnerable to the violence and insecurity that
often comes with illicit trafficking and organized crime. As trafficking from the
Dominican Republic into Puerto Rico has increased, so too have violence, crime,
and corruption. Once cocaine successfully reaches Puerto Rico, it has reached
the U.S. homeland; most of the cocaine arriving in Puerto Rico is successfully
transported into the continental United States. According to the DEA, traffickers
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are also transporting Colombian heroin, often via Venezuela, to Puerto Rico for
onward shipment to Miami, New York, and Houston.

Gone are the days of the “cocaine cowboys.” Instead, we and our partners
are confronted with cocaine corporations that have franchises all over the world,
including 1,200 American cities,” as well as criminal enterprises like the violent
transnational gang Mara Salvatrucha, or MS-13, that specialize in extortion and
human trafficking. The FBI has warned that MS-13 has a significant presence in
California, North Carolina, New York, and northern Virginia, and is expanding
into new areas of the United States, including Indian reservations in South Dakota.

Additionally, migrant smuggling organizations are increasingly active in the
Caribbean, as new laws in Cuba and erroneous perceptions in Haiti of changes in
U.S. immigration policy have led to increased migration flows. Smuggling net-
works are expanding in the Eastern Caribbean, as Cubans and Haitians attempt to
reach the United States via Puerto Rico or the U.S. Virgin Islands. These networks
are opportunistic and easily expand into other illicit activities, such as the drug
trade, special interest alien smuggling, and human trafficking, including exploit-
ing vulnerable migrants by subjecting them to forced labor, a form of modern-day
slavery. In 2012, the International Labor Organization estimated that 20.9 million
people are victims of forced labor worldwide.® Foreign nationals are trafficked
for sex and labor, as well as for commercial sex acts, into the United States from
many countries around the world, including Central America, South America, and
the Caribbean.’

It has been many years since U.S. Southern Command supported a response
to a mass migration event, but I am concerned by the trends we are seeing, espe-
cially in Haiti, where we have witnessed a 44-fold increase in Haitian migrants
in the Mona Passage. As of February 2013, more than 2,000 Haitians had been
documented trying to use this narrow passage as a migration vector, compared
to less than 200 in the past eight years combined. Smuggling operations have a
high human toll; rough seas endanger the lives of rescuers and migrants and have
resulted in the death of more than 50 Haitians to date. Thankfully, the Domini-
can Republic is an important partner in stemming migration flows, and they are
working hard to reach a solution on the issue of the roughly 200,000 Haitians
residing in the Dominican Republic. However, additional increases in migration
would place additional burdens on already over-stretched U.S. Coast Guard and
Dominican Republic assets. Absent resource adjustments, stemming these smug-
gling operations and preventing future loss-of-life will pose major challenges to
the United States and our Caribbean partners.

Crime-Terror Convergence. Clearly, criminal networks can move just about any-
thing on these smuggling pipelines. My concern, Mr. Chairman, is that many of
these pipelines lead directly into the United States, representing a potential vul-
nerability that could be exploited by terrorist groups seeking to do us harm. Sup-
porters and sympathizers of Lebanese Hezbollah are involved in both licit and
illicit activities in the region, including drug trafficking. Additionally, money, like
drugs and people, has become mobile; it is easier to move than ever before, and
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the vast global illicit economy benefits both criminal and terrorist networks alike.
Clan-based, Lebanese Hezbollah-associated criminal networks exploit free trade
zones and permissive areas in places like Venezuela, and the Argentina, Brazil,
and Paraguay Tri-Border to engage in money laundering and other illegal endeav-
ors, as well as recruitment and radicalization efforts. The exact amount of profits
generated by these illicit activities in the region is unclear, but it is likely—and at
least—in the tens of millions of dollars.

External Actors: Iran and Islamic Extremist Groups. Lebanese Hezbollah has long
considered the region a potential attack venue against Israeli and other Western
targets, and I remain concerned that the group maintains an operational presence
there. Lebanese Hezbollah’s partner and sponsor, Iran, has sought closer ties with
regional governments, largely to circumvent sanctions and counter U.S. influence.
As a state-sponsor of terrorism, Iran’s involvement in the Western Hemisphere is
a matter for concern. Additionally, members, supporters, and adherents of Islamic
extremist groups are present in Latin America. Islamic extremists visit the region
to proselytize, recruit, establish business venues to generate funds, and expand
their radical networks. Some Muslim communities in the Caribbean and South
America are exhibiting increasingly extremist ideology and activities, mostly as a
result from ideologues’ activities and external influence from the Middle East, Af-
rica, and South Asia. Mr. Chairman, we take all these activities seriously, and we
and our partners remain vigilant against an evolution in capability of any group
with the intent to attack the United States, our interests, or our allies. I remain con-
cerned, however, that U.S. Southern Command’s limited intelligence assets may
prevent full awareness of the activities of Iranian and terrorist support networks
in the region.

Other External Actors. Mr. Chairman, there has been a great deal of attention on
the increased regional influence of so-called “external actors” such as China and
Russia. Ultimately, we should remember that engagement is not a zero-sum game.
Russia and China’s expanding relationships are not necessarily at our expense.
However, if we want to maintain our partnerships in this hemisphere and maintain
even minimal influence, we must remain engaged with this hemisphere. Budget
cuts are having a direct and detrimental effect on our security cooperation activi-
ties, the principal way we engage and promote defense cooperation in the region.
The cumulative effect of our reduced engagement is a relative but accelerated
decline of trust in our reliability and commitment to the region. Our relationships,
our leadership, and our influence in the Western Hemisphere are paying the price.

Russia continues to build on its existing strategic partnerships in Latin Amer-
ica, pursuing an increased regional presence through arm sales, counterdrug co-
operation, and bilateral trade agreements. Last year marked a noticeable uptick in
Russian power projection and security force personnel in the region. It has been
over three decades since we last saw this type of high-profile Russian military
presence: a visit by a Russian Navy Interfleet Surface Action Group to Cuba, Ni-
caragua, and Venezuela, and the deployment of two Russian long-range strategic
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bombers to Venezuela and Nicaragua as part of a training exercise.

As part of its long-term strategy for the region, China is also expanding re-
lationships in Latin America, especially in the Caribbean. In contrast to the Rus-
sians, Chinese engagement is focused primarily on economics, but it uses all
elements of national power to achieve its goals. Major investments include po-
tentially $40 billion to construct an alternative to the Panama Canal in Nicaragua
and $3 billion to Costa Rica and Caribbean nations for myriad infrastructure and
social development projects. China is the single biggest source of financing to
Venezuela and Ecuador, due to China’s thirst for natural resources and contracts
for Chinese state-owned companies. Chinese companies hold notable investments
in at least five major ports and are major vendors of telecommunications services
to 18 nations in the region. In the defense realm, Chinese technology companies
are partnering with Venezuela, Brazil, and Bolivia to launch imagery and com-
munications satellites, and China is gradually increasing its military outreach, of-
fering educational exchanges with many regional militaries. In 2013, the Chinese
Navy conducted a goodwill visit in Brazil, Chile, and Argentina and conducted its
first-ever naval exercise with the Argentine Navy.

I am often asked if I view engagement by these “external actors” as a direct
threat to the United States. Generally speaking, I see potential for greater partner-
ship with China in areas such as humanitarian assistance and disaster response.
However, I would like to see the Chinese place greater emphasis on respecting hu-
man rights—like we do—as part of their overall engagement efforts in the region.
The U.S. government continues to encourage China to address shared security
challenges in a positive way, such as taking concrete steps to address the massive
illicit trafficking of counterfeit pharmaceuticals and precursor chemicals used for
methamphetamine and heroin production in Central America and Mexico. While
Russian counterdrug cooperation could potentially contribute to regional security,
the sudden increase in its military outreach merits closer attention, as Russia’s
motives are unclear. Given its history, the region is sensitive to any appearance
of increased militarization, which is why it is important that Russia and China
promote their defense cooperation in a responsible, transparent manner that helps
maintain hemispheric stability and hard-won democratic gains.

Command Priorities

The U.S. military plays an integral role in a whole-of-government approach to ad-
dress many of these regional security issues. To advance the President’s vision and
the Department of Defense’s policy for the Americas in a resource-constrained
environment, U.S. Southern Command focuses our efforts on four priorities. We
can accomplish quite a lot with relatively modest investment, but continued bud-
get limitations imperil our ability to build on this progress.

Priority: Detention Operations. 1 want to speak for a moment about the most
important people at Guantanamo: the outstanding men and women that are part
of the Joint Task Force at Guantanamo Bay. First, [ want to make clear—we who
wear the uniform are responsible for one thing at Joint Task Force Guantanamo:
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detention operations, a mission of enormous complexity and sensitivity. We do
not make policy; we follow the orders of the President and Secretary of Defense
with the utmost professionalism and integrity.

I have never been prouder of any troops under my command than I am of
the young military professionals who stand duty day and night at Guantanamo,
serving under a microscope of public scrutiny in one of the toughest and most
unforgiving military missions on the planet. These young men and women are
charged with caring for detainees that can often be defiant and violent. Our guard
and medical forces endure constant insults, taunts, physical assaults, and splash-
ing of bodily fluids by detainees intent on eliciting a reaction.

And in response, each and every military member at Guantanamo exhibits
professionalism, patience, and restraint. This is the story that never gets writ-
ten: that our service members treat every detainee—even the most disruptive and
violent among them—with respect, humanity, and dignity, in accordance with
all applicable international and U.S. law. Our troops take very seriously their re-
sponsibility to provide for the detainees’ safe and humane care. In my opinion,
this story is worth telling, because our country needs to understand that the young
Americans sent by the President and the Congress to do this mission are excep-
tional; they live and work by an unbreakable code of honor and courage and are
among the best one percent of their generation.

I am responsible not just for the welfare of my troops, but also for the welfare
of every detainee under my care at Joint Task Force Guantanamo. Over the past
year, we implemented improvements to enhance the well-being of the detainees.
To adequately address the complex medical issues of the aging detainee popula-
tion, we expanded and emphasized detailed reporting within our comprehensive
system to monitor the health, nutrition, and wellness of every detainee. Last year,
some detainees went on self-proclaimed “hunger strikes,” although many of these
detainees continued to consume meals—maintaining or even gaining weight
throughout the “strike”—and were at no medical risk. As you know, we have
transitioned away from publicly releasing tallies of such hunger strike claims,
which in our experience had served to encourage detainee non-compliance and
had left the public with a very distorted picture of the overall health of the de-
tainee population.

We continue to support ongoing military commissions, habeas corpus pro-
ceedings, periodic review boards, and visits by Congressional and foreign gov-
ernment delegations and non-governmental organizations like the International
Committee of the Red Cross. We have taken steps to reduce costs and expenses
wherever possible, while continuing to maintain the level of humane care that
makes Joint Task Force Guantanamo a model for detention operations worldwide.
We reduced the cost of the program supporting the detainee library by 45 percent,
and reduced contract requirements and expenses in the Intelligence and Security
Program, saving an estimated $6.1 million per year. We also worked with the
International Committee of the Red Cross to provide expanded Skype capability
to improve detainees’ regular communication with family members, at no cost to
U.S. taxpayers.
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Concerns. Although detention operations have not been adversely affected by
budget cuts, I remain concerned by two issues at Guantanamo: advanced medical
care and deteriorating infrastructure. Although Naval Station Guantanamo and
detainee hospitals are capable of providing adequate care for most detainee condi-
tions, we lack certain specialty medical capabilities necessary to treat potentially
complex emergencies and various chronic diseases. In the event a detainee is in
need of emergency medical treatment that exceeds on-island capacity, I cannot
evacuate him to the United States, as I would a service member.

As a former commander once remarked, we have not been doing detention
operations at Guantanamo for twelve years, we have been doing them for one
year, twelve times. The expeditionary infrastructure put in place was intended to
be temporary, and numerous facilities are showing signs of deterioration and re-
quire frequent repair. First and most urgently, some facilities are critical to ensur-
ing the safety and welfare of our troops stationed at Joint Task Force Guantanamo
and for the continued humane treatment and health of the detainees. For example,
the mess hall—a temporary structure built in the 1990s to support mass migration
operations—is at significant risk of structural failure and is corroding after eleven
years of continuous use, with holes in the roof and structural support beams. This
facility must provide food services to all detainees and over 2,000 assigned per-
sonnel on a daily basis. As another example, the High Value Detention Facility is
increasingly unsustainable due to drainage and foundation issues. Additionally,
I am concerned over inadequate housing for our troops. This housing has other
long-term requirements even after detention operations at Guantanamo end; it
will be utilized by Naval Station Guantanamo to support a full range of Title 10
missions and nationally-directed contingency requirements for disaster response
or mass migration. I am working within the Office of the Secretary of Defense to
find solutions to these ongoing facility issues.

Priority: Countering Transnational Organized Crime (CTOC). In response to
the challenges posed by the spread of transnational organized crime, U.S. South-
ern Command is working with our interagency partners to counter the threats
posed by criminal networks and illicit trafficking, focusing on those networks
that threaten citizen safety in the region and the security of the United States.
Mr. Chairman, our contribution to this effort is relatively small but important,
and comes with real sacrifice. In 2013, the crash of a counternarcotics flight in
Colombia led to the tragic death of Air Force Master Sergeant Martin Gonzales,
two other dedicated American contractors, and a Panamanian officer, and the se-
rious injury of the two pilots, highlighting the true human cost of this fight. The
individuals who died will be remembered for their service and their commitment
to fighting drug trafficking and criminal networks whose products are killing so
many of our countrymen and women every year.

Support to CTOC Efforts in Central America. Last year, we redirected our
focus to Central American security institutions involved in appropriate defense
missions like border and maritime security. This refinement capitalizes on mini-
mal Department of Defense resources, while also being sensitive to perceptions
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of militarization of the region. We are prioritizing our support to interagency
counter-threat finance efforts and expanding our focus on converging threats,
including illicit trafficking via commercial shipping containers, which could be
exploited to move weapons of mass destruction into the United States. By sup-
porting the targeting of key illicit financial nodes and commercial linkages, we
aim to help degrade the capacities of both criminal and terrorist groups.

Now entering its third year, Operation Martillo continues to demonstrate
commitment by the United States, our partner nations and European allies to
counter the spread of transnational criminal organizations and protect citizens in
Central America from the violence, harm, and exploitation wrought by criminal
networks. However, force allocation cuts by the services are taking their toll on
operational results; in 2013, Operation Martillo disrupted 132 metric tons of co-
caine, compared with 152 metric tons of cocaine in 2012, due to limited assets.

On a positive note, the operation has led to improved interoperability and
increased partner nation contributions. Our partners helped prevent 66 metric
tons of cocaine from reaching the United States last year; 50 percent of Joint
Interagency Task Force South’s successes would not have occurred without the
participation of partner nations. Limited and declining Department of Defense
assets will influence the next phase of the operation, as Operation Martillo’s origi-
nal objectives may no longer be achievable. In the year ahead, we will seek to
employ non-traditional solutions, within our current authorities, to partially miti-
gate detection and monitoring shortfalls. However, lack of assets will continue to
constrain the operation’s full effectiveness, and has the potential to be perceived
as lack of political will on the part of the U.S. government to continue this fight.

Interagency Partnerships. Our CTOC efforts focus on providing support to our
law enforcement partners. U.S. Southern Command has 34 representatives from
15 different federal agencies assigned and embedded in our headquarters staff.
These partnerships ensure a whole of government approach to both operations
and capacity building efforts. To mitigate asset shortfalls, we rely heavily on the
U.S. Coast Guard and Customs and Border Protection, which now provide the
bulk of the ships and aircraft available to disrupt drugs bound for the United
States. The heroic men and women of DEA’s Foreign Deployed Advisory and
Support Team (FAST) provide critical support to partner nation interdiction op-
erations, and we are fortunate to have nine DEA Special Investigative Units work-
ing to improve regional law enforcement capacity. In my view, DEA is a known,
essential partner, and their focus on building the investigative and intelligence
capacities of vetted law enforcement units complements our own efforts to profes-
sionalize regional defense and security forces.

In late 2013, U.S. Southern Command and the Treasury Department created
a Counter-Threat Finance Branch, an analytical unit that will map illicit networks,
combat the financial underpinnings of national security threats in the region, and
support the development of targeted financial measures and U.S. law enforcement
actions. As one example, we provided analytic support to the Treasury Depart-
ment’s financial sanctions against Los Cachiros in Honduras. We also work with
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Immigration and Customs Enforcement to aggressively target criminal networks
that traffic in special interest aliens and contraband throughout the region. Addi-
tionally, U.S. Southern Command and the FBI expanded their analytic partnership
to include the FBI’s International Operations and Criminal Investigative Divi-
sions. This enhanced partnership helps both agencies further develop partner na-
tion capacity in countering transnational organized crime. We also partnered with
the Department of Homeland Security to provide network analysis in support of
Operation CITADEL, which targeted the movements of illicit proceeds in Cen-
tral America. In Colombia, we are working with the Joint Improvised Explosive
Device Defeat Organization to assist our Colombian partners in countering the
threat of improvised explosive devices (IEDs) used by terrorist groups like the
FARC. Finally, we are also coordinating with the Department of State’s Bureaus
of International Narcotics and Law Enforcement and Western Hemisphere Affairs
to explore the possibility of providing logistical support to regional law enforce-
ment operations.

Impact of Budget Cuts—CTOC. Severe budget constraints are significantly de-
grading our ability defend the southern approaches to the United States. Seques-
tration merely compounds the ongoing challenge of limited and declining U.S.
government maritime and air assets required for detection, monitoring, and “end-
game” interdiction missions. Irrespective of sequestration cuts, we face a sharp
downtown in availability of large surface assets such as U.S. Navy frigates and
U.S. Coast Guard High Endurance Cutters, which face decommissioning or are
approaching the end of their expected lifespan. The eighth and final U.S. Coast
Guard National Security Cutter, which will be delivered in the next few years, will
be a critical asset to U.S. government efforts to protect our southern approaches.

The impact of diminishing asset allocation will continue to impede our mis-
sion even if sequestration is reversed; our operational effectiveness is directly
proportional to the number of assets we can put against detection, monitoring, and
interdiction operations. In 2013, Joint Interagency Task Force South was unable
to take action on 74% of actionable illicit trafficking events due to lack of assets.
When better resourced several years ago, we were able to disrupt a significant
amount—more than 240 metric tons—of cocaine heading towards the United
States. Last year, 20 more metric tons of cocaine reached the United States due to
reduced asset availability, a number that will increase inversely as the availability
of U.S. government assets decreases.

Other Issues. Additionally, I remain concerned over the planned construction of
wind farm sites in North Carolina that will interfere with our Relocatable Over-
The-Horizon Radar (ROTHR) radar system in Virginia. I am also concerned over
wind projects in Texas that will impact ROTHR systems in that state. These wind
farms could and likely will adversely impact our ROTHR systems, the only per-
sistent wide-area surveillance radars capable of tracking illicit aircraft in Latin
America and the Caribbean. We are working within the Department of Defense
and with developers and stakeholders to develop potential mitigation solutions,
but I have little confidence we will succeed.
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Priority: Building Partner Capacity. Having strong partners is the cornerstone of
U.S. Southern Command’s engagement strategy and is essential for our national
security. Capable and effective partners respect human rights, share in the costs
and responsibilities of ensuring regional security, and help us detect, deter, and
interdict threats before they reach the U.S. homeland. Our persistent human rights
engagement also helps encourage defense cooperation, trust, and confidence,
which cannot be surged when a crisis hits, and cannot be achieved through epi-
sodic deployments or chance contacts. Trust must be built, nurtured, and sustained
through regular contact.

Engagement with Colombia. Our partner Colombia has paid the ultimate price
in terms of their blood and national treasure to bring the FARC—who have been
serial human rights violators for decades—to the negotiating table. The Colombi-
ans have fought heroically for a peaceful, democratic Colombia, which will be a
powerful symbol of hope and prosperity, but it is far too soon to declare victory.
It is absolutely imperative we remain engaged as one of our strongest allies works
to consolidate its hard-won success. To that end, U.S. Southern Command is pro-
viding advice and assistance to the Colombian military’s transformation efforts,
as it works to improve interoperability and transition to an appropriate role in
post-conflict Colombia. With Colombia increasingly taking on the role of security
exporter, we are facilitating the deployment of Colombian-led training teams and
subject matter experts and attendance of Central American personnel to law en-
forcement and military academies in Colombia as part of the U.S.-Colombia Ac-
tion Plan on Regional Security Cooperation. This is a clear example of a sizeable
return on our relatively modest investment and sustained engagement.

Engagement in South America. In Peru, U.S. Southern Command and the DEA
are working together to support Peru’s ongoing efforts against the Shining Path,
which are beginning to yield significant operational successes. An investment
of 6 U.S. personnel, who trained combat medical instructors from Peru and El
Salvador, resulted in the training of over 2,000 members of the Peruvian and
Salvadoran military, including Salvadoran soldiers destined for stability opera-
tions in Afghanistan, Lebanon, and Haiti. We are working with Chile on capacity-
building efforts in Central America and exploring possible future engagements in
the Pacific. In Brazil, broader bilateral challenges have affected our defense rela-
tions. Our military-to-military cooperation at the operational and tactical levels,
however, remains strong, and we are committed to supporting the United States’
growing global partnership with Brazil. We continue to engage with Brazilian
security forces in the run-up to the 2014 World Cup and 2016 Olympics. Brazil
participated in several of our multinational exercises last year, including playing
a leading role in PANAMAX, which focuses on the defense of the Panama Canal.

Engagement in Central America. In 2013, U.S. Southern Command provided
critical infrastructure and operational support to the new Guatemalan Interagency
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Task Force, which has contributed to significant disruption of illicit trafficking
along the Guatemalan-Mexican border and is now viewed by the Government of
Guatemala as a model for future units. In collaboration with U.S. Northern Com-
mand, we are planning initiatives in Guatemala and Belize to support Mexico’s
new southern border strategy. I recently visited Guatemala and was struck by the
government’s strong commitment to work with human rights groups and strength-
en its democratic institutions, while also doing its part to stem the massive flow of
illicit trafficking heading to our country. Unfortunately, current legislative restric-
tions on provisions such as Foreign Military Financing and International Military
Education and Training, found in the FY14 Consolidated Appropriations Act,
limit the United States’ ability to fully engage with the Guatemalan military and
security forces. In another example of successful interagency partnerships, Joint
Task Force Bravo supported the Belizean Defense Force and DEA in the eradica-
tion of 100,446 marijuana plants and the seizure of 330 pounds of marijuana.

Along Panama’s Pacific Coast, we constructed three key maritime facilities
and are providing counternarcotics raining to Panamanian coast guard and mari-
time security forces. Mr. Chairman, I applaud the Government of Panama in their
handling of last year’s smuggling incident involving Cuban military equipment
aboard a North Korean vessel. We are fortunate to have partners like Panama that
are committed to ensuring international security. Finally, I am particularly proud
of our support to the third deployment of members of the El Salvador Armed
Forces to Afghanistan. Augmented by the New Hampshire National Guard, the
Salvadoran unit returned this past December from serving as a Police Advisory
Team that provided training to Afghan security forces. Like Panama, El Salvador
is just one example of the outstanding partners we have in this part of the world—
partners that are doing their part to ensure peace and security within and beyond
their borders.

Engagement in the Caribbean. Throughout Central America and the Caribbean,
U.S. Southern Command has constructed or improved partner nation naval and
coast guard operating bases and facilities and delivered more than $3 million in
counternarcotics training and non-lethal equipment, including a total of 42 high-
speed interceptor boats provided since 2008 that have supported Joint Inter-Agen-
cy Task Force (JIATF) South interdiction operations. In support of the Caribbean
Basin Security Initiative (CBSI), we are working to improve maritime patrol and
intercept capabilities of our Caribbean partners. Through CBSI, a maritime Tech-
nical Assistance Field Team—comprised of joint Coast Guard and Department
of Defense personnel—provides hands-on technical assistance, in-country men-
toring, and training to 13 CBSI partner nations, with the goal of helping these
countries develop accountable and sustainable engineering, maintenance, and
logistics and procurement systems. The TAFT program is a collaborative inter-
agency effort funded by the U.S. Department of State, using Foreign Military Fi-
nancing and INCLE funding. In Haiti, the government is committed to improving
its disaster response capabilities. Haiti continues to make gradual social and eco-
nomic progress after 2010’s devastating earthquake, and the Government of Haiti
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is committed to improving its disaster response capabilities. Led by Brazil and
comprised of a multinational force that includes personnel from Uruguay, Chile,
and Guatemala, the United Nations Stabilization Mission in Haiti (MINUSTAH)
has played a critical role in Haiti’s efforts to rebuild, working with the Haitian
National Police to ensure security. As MINUSTAH draws down, I see a continued
need for international engagement in Haiti to guarantee lasting stability.

Cooperation on Counterterrorism. We also work with the interagency, U.S. Em-
bassy Country Teams, and our partner nations to counter the encroachment of both
Sunni and Shi’a Islamic extremism, recruitment, and radicalization efforts that
support terrorism activities. We conduct multiple engagement efforts—including
Joint Combined Exchange Training, subject matter expert and intelligence ex-
changes, counterterrorism-focused exercises, and key leader engagements—here
in the United States and in countries throughout the region. Sustained engagement
helps build relationships, an essential tool in the fight against terrorism. Through
intelligence and counterterrorism cooperation, our partners are better able to miti-
gate terrorist threats before they can cause mass destruction, destabilize a country,
or reach the U.S. homeland.

Human Rights and Defense Professionalization. Everything we do at U.S. South-
ern Command begins and ends with human rights. Mr. Chairman, a lot of people
talk about human rights, but the U.S. military does human rights. We live it. We
teach it. We enforce it. U.S. Southern Command’s Human Rights Initiative con-
tinued to break new ground in 2013, promoting dialogue and cooperation between
regional military forces and human rights groups and strengthening institutional
capacity in Guatemala and Honduras. Since its inception, our Human Rights Ini-
tiative has helped promote reform throughout the region, and the results speak for
themselves. Military forces serving democratic governments in the region under-
stand, and take seriously, their responsibility to respect and protect human rights.
Ten partner nations have formally committed to implementing the Human Rights
Initiative, building an institutional culture of respect for human rights within their
militaries.

U.S. Southern Command also promotes human rights through law of armed
conflict programs led by the Defense Institute of Legal Studies and through aca-
demic institutions like the Perry Center for Hemispheric Defense Studies, the
Western Hemisphere Institute for Security Cooperation, and the Inter-American
Air Forces Academy. Additionally, the entire premise of the International Military
Education and Training (IMET) program promotes an environment conducive
to students learning and sharing U.S. values and democracy, with human rights
portions embedded in nearly every course. Mr. Chairman, IMET is one of our
most valuable engagement tools; professional military education improves how
our partners work with us in a joint, interoperable world. Participants not only
better understand our culture; they share our perspective, and want to work with
us to advance U.S. and regional interests.
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Cyber Security and Information Operations. In the region, U.S. Southern Com-
mand works to ensure the continued security of Department of Defense net-
works and communication infrastructure. We are also slowly making progress in
strengthening regional cyber defense and information operations capabilities. In
2013, U.S. Southern Command, working with the Perry Center, brought together
strategy and policy officers from the region to share information on current cyber
security threats. Colombia, Chile, and Brazil have each expressed interest in shar-
ing “lessons learned” on building effective cyber security institutions. Through
Operation SOUTHERN VOICE, 50 information operation practitioners from 11
Western Hemisphere countries shared capabilities and best practices. In the year
ahead, we are partnering with Colombia to build information-related capabilities
in Guatemala and Panama, and with U.S. Northern Command to do the same in
Mexico.

Multinational Exercises and Humanitarian Assistance. U.S. Southern Com-
mand’s multinational exercise and humanitarian and civic assistance programs
encourage collective action and demonstrate our values and commitment to the
region. Last year’s UNITAS and TRADEWINDS exercises helped improve in-
teroperability among our hemisphere’s maritime forces. In 2013, we executed 140
minimal cost projects and worked with local populations and non-governmental
organizations (NGOs) to construct and supply schools, community shelters, clin-
ics, and hospitals. During our annual humanitarian and civic assistance exercises
NEW HORIZONS and BEYOND THE HORIZONS, U.S. forces improved their
readiness and provided medical care to 34,677 patients in El Salvador, Panama,
and Belize. These humanitarian missions are one of the most effective tools in
our national security toolkit, and one that I believe warrants greater employment.
In any given year, we are able to send around 700 medical professionals to the
region; Cuba, in contrast, sends around 30,000, mostly to Venezuela. In 2013, our
collaboration with the private sector and non-governmental organizations resulted
in contributions of $4.3 million in gifts-in-kind and services to our humanitarian
activities. I cannot overstate the importance of these types of activities by the U.S.
military, especially in terms of influence and access. As Secretary Hagel noted,
our humanitarian engagement offers the next generation of global citizens direct
experience with the positive impact of American values and ideals.

Perceptions of “Militarization.” 1 want to close this section by responding to
the perception by some that our engagement is “militarizing” the region. In my
view, these concerns reflect a misunderstanding of the actual role the U.S. military
plays in this part of the world. As an example, our Special Operations Forces are
among the most qualified, culturally sensitive, and linguistically capable trainers
in the U.S. military, and above all, they excel at building trust and forging per-
sonal relationships that are essential to supporting our national interests. Whether
it’s a small team at the tactical level or an official engagement at my level, all
our efforts are focused on professionalizing military and security forces, to help
our partners become more accountable to civilian authority, more capable, and
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to above all respect the human rights of the citizens they are charged to protect.
Our efforts are part of a whole-of-government approach—involving DEA, De-
partment of Justice, Department of Homeland Security, Department of State, and
many others—to strengthen governance and foster accountable, transparent, and
effective institutions throughout the Western Hemisphere.

Engagement by the U.S. military can make a real and lasting difference, es-
pecially in terms of promoting respect for human rights. Ultimately, if we want
regional militaries to honor, respect, and accept civilian control and demonstrate
an institutional culture of respect for human rights, that message must come from
a military that lives by that code. For the U.S. military, our own training begins
and ends with human rights; it is at the center of everything we do and an integral
part of every interaction with partner nations. I regularly meet with human rights
groups in Washington and throughout the region, and human rights is a major
theme in every engagement with my counterparts in regional militaries.

Throughout the world, the U.S. military has a unique network of alliances
and partnerships, and our regional approach can provide a framework for engage-
ment by the broader U.S. interagency. Thanks in part to our efforts, Colombia
is now a beacon of hope and stability with one of the most highly professional-
ized militaries in the region; Central America is now the focus for numerous in-
teragency initiatives; the Caribbean now routinely shares information in support
of international counterdrug operations; and perhaps most importantly, today the
hemisphere is characterized by militaries under civilian control that recognize
their fundamental responsibility to respect human rights. In my mind, there is no
more valuable return on engagement than that.

Impact of Budget Cuts—BPC. In FY 13, we began seeing the initial effects of
sequestration, which resulted in drastic force allocation cuts by all the services.
In turn, reduced availability of forces adversely impacted our execution of plans
and engagement activities. Severe budget constraints are affecting our established
military-to-military relationships that took decades to establish, limiting our abil-
ity to build on the progress I just described. Let me be frank: reduced engagement
risks the deterioration of U.S. leadership and influence in Central America, South
America, and the Caribbean.

In FY 13, budget uncertainty caused the cancellation of four major exer-
cises, including FUERZAS COMANDO—one of only two exercises focused
on counterterrorism—and 225 engagement activities that are critical to building
capable and effective defense and security forces in the region. The Navy’s can-
celled deployment of CONTINUING PROMISE was felt throughout the region;
it is our single most impactful humanitarian mission, demonstrating U.S. values
and creating goodwill and positive views towards our country. We rely heavily
on the National Guard’s State Partnership Program to conduct our activities, and
the cancellation of 69 events was detrimental to our efforts to maintain long-term
security relationships. Reductions in force allocation also created significant gaps
in persistent Civil Affairs coverage. The cancellation of Civil Affairs deployments
has created a loss of credibility with our partner nations and our partners in U.S.
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Embeassies in the region, who have questioned U.S. Southern Command’s ability
to fulfill our commitments. Finally, the Perry Center, which helps build capacity at
the ministerial level, is facing a severe 50 percent cut in funding over the several
upcoming fiscal years.

Priority: Planning for Contingencies. Lastly, planning and preparing for possible
contingencies is one of U.S. Southern Command’s core missions. Every year,
we regularly exercise our rapid response capabilities in a variety of scenarios,
including responding to a natural disaster, mass migration event, an attack on
the Panama Canal, or evacuating American citizens. In 2013, we conducted our
INTEGRATED ADVANCE exercise, which focuses on improving coordination
with interagency partners in response to a mass migration event in the Caribbean.
On this issue, we are fortunate to have an excellent exercise, operational, and
planning relationship with Homeland Security Task Force Southeast, and together
we work to defend the southern approaches to the United States. That mission,
however, continues to be significantly impacted by force allocation cuts.

Impact of Budget Cuts—Contingency Response. Our ability to respond to regional
contingencies such as a mass migration event or natural disaster was impaired
in 2013, a trend that could continue in 2014. U.S. Southern Command has mini-
mal assigned and allocated forces, and we rely on the services—especially the
Navy—to “surge” forces and assets when a crisis hits. As the services absorb large
reductions to their budgets, this will affect U.S. Southern Command’s ability to
immediately respond to crises and disasters, which could lead to preventable hu-
man suffering and loss-of-life. As I mentioned earlier, I am deeply concerned by
the uptick in Haitian migration in the Mona Passage and the continued scarcity
of U.S. government assets in the Caribbean. As currently resourced, U.S. South-
ern Command faces considerable challenges to rapidly support a mass migration
response.

Conclusion

In closing I would like to offer a personal observation from my first year in com-
mand. This region does not ask for much. Most nations in this part of the world
want our partnership, our friendship, and our support. They want to work with
us, because they recognize that we share many of the same values and interests,
many of the same challenges and concerns. Some of my counterparts perceive
that the United States is disengaging from the region and from the world in gener-
al. We should remember that our friends and allies are not the only ones watching
our actions closely. Reduced engagement could itself become a national security
problem, with long-term, detrimental effects on U.S. leadership, access, and in-
terests in a part of the world where our engagement has made a real and lasting
difference. And in the meantime, drug traffickers, criminal networks, and other
actors, unburdened by budget cuts, cancelled activities, and employee furloughs,
will have the opportunity to exploit the partnership vacuum left by reduced U.S.
military engagement. Thank you.
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Posture Statement of General Charles H. Jacoby Jr., USA,
NORTHCOM Commander

Thank you for the opportunity to report on the posture and future direction of
United States Northern Command (USNORTHCOM) and North American Aero-
space Defense Command (NORAD). Our integrated staffs carry on a legacy of
over 55 years of continental defense under NORAD, and USNORTHCOM’s 11
years of safeguarding the homeland through innovative programs, robust partner-
ships, and continual improvement. The nation is well served by the Commands’
professionals who are focused on deterring, preventing, and if necessary, defeat-
ing threats to our security.

Introduction

This is a time of dynamic unpredictability for the Department of Defense (DOD).
As the world grows increasingly volatile and complex, threats to our national
security are becoming more diffuse and less attributable. This evolution demands
continuous innovation and transformation within the armed forces and the nation-
al security architecture. Meanwhile, fiscal constraints have further compelled us
to rethink our strategies, reorient the force, rebalance risk across competing mis-
sions, and take uncommon actions to achieve spending reductions. Particularly
troubling, in dealing with sequestration last year, we broke faith with our civil-
ian workforce. Implementing furloughs as a cost-cutting measure compromised
morale, unsettled families, and understandably caused many DOD civilians to
reevaluate their commitment to civil service by undermining one of the most sig-
nificant competitive advantages the DOD offers its civilian workforce, stability.

While we must deal realistically with limited budgets, the homeland must be
appropriately resourced to protect our sovereignty, secure critical infrastructure,
offer sanctuary to our citizens, and provide a secure base from which we project
our national power.

As a desired target of our adversaries, the homeland is increasingly vulner-
able to an array of evolving threats. Thus, we should not give ground when it
comes to defense of the nation and the protection of North America. USNORTH-
COM and NORAD are priority investments in national security that should not
be compromised as a consequence of the budget environment. When Canada was
confronted with similar fiscal pressures to those encountered here, they fully re-
sourced NORAD. Holding up our end of shared defense through NORAD honors
Canada’s commitment, and is a key element of our nation’s competitive advan-
tage across an uncertain global landscape.

Homeland defense depends on readiness and preparedness. The dedicated
professionals from the intelligence community, including the National Security
Agency (NSA) and other organizations, provide vital indications and warnings
enabling the continued security and defense of our nation. The recent and po-
tential future compromises of intelligence information, including the capabilities
of the NSA, an agency with which NORAD/USNORTHCOM relies on with an
effective operational partnership, profoundly disrupts and impacts how we deter
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terrorists and defend the homeland. Further, although I am encouraged by the
short-term stability obtained by recent passage of the Bipartisan Budget Act of
2013, the shadow of sequestration still looms over key strategic decisions con-
cerning how we defend the nation over the next two decades. Should sequestration
return in 2016, it would lead to a situation where combat readiness and modern-
ization could not fully support current and projected requirements to defend the
homeland. Underinvestment in capabilities which sustain readiness increases our
vulnerability and risk. The nation deserves better than a hollow force lacking the
capability or capacity to confront threats.

Distinct from other geographic combatant commands, we must observe and
comply with domestic legal and policy requirements as a condition of operating in
the homeland. Under the direction of the President and Secretary of Defense, US-
NORTHCOM and NORAD deliver effective, timely DOD support to a wide vari-
ety of tasks in the homeland and ultimately defend our citizens and property from
attack. Our commands work in an environment governed by domestic laws, and
guided by the policies, traditions, and customs our country has developed over
centuries in the use and roles of armed forces at home. We also hold the obligation
of serving citizens with deservedly high expectations for decisive action from the
military in times of need. In this environment, it is imperative we retain the ability
to outpace threats and maintain all-domain situational awareness to allow greater
decision space for strategic leaders. The commands’ approach is to defend the
homeland “forward” and in-depth through trusted partnerships with fellow com-
batant commands, our hemispheric neighbors, and the interagency community.
We carry out our primary missions of homeland defense, security cooperation,
and civil support with a focus on preparation, partnerships, and vigilance.

Homeland Defense

USNORTHCOM and NORAD are part of a layered defense of the homeland de-
signed to respond to threats before they reach our shores. Our national security
architecture must be capable of deterring and defeating traditional and asym-
metric threats including aircraft, ballistic missiles, terrorism, and cyber-attacks on
economic systems and critical infrastructure. In the maritime domain, advances
in submarine-launched cruise missiles and submarine technologies challenge our
homeland defense efforts, as does our aging undersea surveillance infrastructure.
Additionally, we recognize the Arctic as an approach to the homeland and must
account for emerging concerns and opportunities related to greater accessibility
and human activity in the region. We support the federal response to many threats
facing the nation which are primarily security or law enforcement related, while
ultimate responsibility for defending against and defeating direct attacks by state
and non-state actors rests with DOD.

Aerospace Warning and Control

In the performance of our aerospace missions, including Operation NOBLE
EAGLE, NORAD defends North American airspace and safeguards key national

Volume 16 / 2014 123



terrain by employing a combination of armed fighters, aerial refueling, Airborne
Warning and Control System (AWACS) surveillance platforms, the National Cap-
ital Region Integrated Air Defense System, and ground-based Air Defense Sector
surveillance detection capabilities. We regularly exercise our three NORAD Re-
gions and USNORTHCOM Components through Exercise VIGILANT SHIELD.

Over the past year, we launched fighters, AWACS, and tankers from the Alas-
kan and Canadian NORAD Regions in response to Russian long-range aviation.
These sorties, as in the past, were not identified on international flight plans and
penetrated the North American Air Defense Identification Zone. Detect and inter-
cept operations demonstrated our ability and intent to defend the northern reaches
of our homelands and contribute to our strategic deterrence of aerospace threats
to the homeland.

NORAD regions are an integral part of our homeland defense mission. Their
capability to provide mission-ready aircraft and pilots across all platforms plays
a critical role in our common defense with Canada. The ability of NORAD to
execute our primary mission is placed at significant risk given the degradation of
U.S. Combat Air Force readiness, which hovers at 50 percent. The lack of ready
forces is directly attributable to the fiscal pressure placed on readiness accounts
and the subsequent challenges our Air Force service provider faces to execute
modernization and recapitalization programs.

We are partnering with the Air Force to take decisive steps to restructure
forces and regain readiness by innovatively making every training sortie count.
However, I am concerned about our mid- and long-term capability to deliver the
deterrent effects required of NORAD. If the Budget Control Act persists beyond
fiscal year 2015, the extraordinary measures being undertaken by the Air Force
to preserve readiness may not be enough to assure that combat forces can satisfy
NORAD requirements. Reversing current negative readiness trends will require
considerable time and expense to return squadrons to mission-ready status. For
example, one of only two annual Air Force Weapons Instructor Courses, and two
RED FLAG exercises, were cancelled this past year which will have an enduring
impact on the readiness, training, and preparedness of our Air Force. Now more than
ever, the Air Force’s efforts to seek an appropriate balance between readiness today
and tomorrow will have a key impact on NORAD’s current and future success.

Missile Defense

We remain vigilant to nations developing the capability to threaten our homeland
with ballistic missiles. While tensions have subsided for the time being, North Ko-
rea continues to ignore United Nations resolutions and seeks international recog-
nition as a nuclear-armed state, which we oppose. North Korea again showcased
its new road-mobile Intercontinental Ballistic Missile (ICBM) during a military
parade this past July. Similarly, while Iran does not yet possess a nuclear weapon
and professes not to seek one, it is developing advanced missile capabilities faster
than previously assessed. Iran has successfully orbited satellites, demonstrating
technologies directly relevant to the development of an ICBM. Tangible evidence
of North Korean and Iranian ambitions reinforces our understanding of how the
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ballistic missile threat to the homeland has matured from a theoretical to a practi-
cal consideration. Moreover, we are concerned about the potential for these lethal
technologies to proliferate to other actors. I remain confident in our current abil-
ity to defend the United States against ballistic missile threats from North Korea
or Iran. However, advancing missile technologies demand improvement to the
Ballistic Missile Defense System architecture in order to maintain our strategic
advantage. We are working with the Missile Defense Agency (MDA) on a ho-
listic approach to programmatically invest in tailored solutions. A steady-testing
schedule and continued investment are needed to increase reliability and resil-
ience across the missile defense enterprise. We are pursuing a more robust sensor
architecture capable of providing kill assessment information and more reliable
Ground-based Interceptors (GBIs). Additionally, we are deliberately assessing
improvements to the nation’s intelligence collection and surveillance capability
in order to improve our understanding of adversary capability and intent. Finally,
we recognize the proliferation of threats that will challenge BMD inventories.
Over time, missile defense must become an integral part of new deterrence strate-
gies towards rogue states that balance offensive as well as defensive capabilities.

In March 2013, the Secretary of Defense announced plans to strengthen
homeland ballistic missile defense by increasing the number of GBIs from 30 to
44, and deploying a second TPY-2 radar to Japan. USNORTHCOM is actively
working with our mission partners to see that these activities are completed as
soon as possible. We are supporting MDA’s study evaluating possible locations in
the U.S., should we require an additional missile defense interceptor site. When
required based upon maturity of the threat, a third site will enable greater weapons
access, increased GBI inventory, and increased battlespace against threats, such as
those from North Korea and Iran. Choosing a third site is dependent on numerous
factors including battlespace geometry, sensors, command and control, and inter-
ceptor improvements. Finally, with the support of Congress, we are making plans
for deployment of a new long-range discriminating radar and assessing options
for future sensor architecture. Our ability to detect, track and engage airborne
threats, including emerging cruise missile technology, was the principal focus of
our recently completed Defense Design for the National Capital Region. Next
winter we will begin a three-year Joint Land Attack Cruise Missile Defense El-
evated Netted Sensor (JLENS) operational exercise at Aberdeen Proving Ground,
establishing a new capability to detect and engage cruise missiles at range before
they threaten the Washington D.C. area. NORAD will combine JLENS capabili-
ties with the Stateside Affordable Radar System into the existing air defense struc-
ture. These capabilities can point to a next generation air surveillance capability
for homeland cruise missile defense.

Maritime Defense

NORAD conducts its maritime warning mission on a global scale through an ex-
tensive network of information sharing on potential maritime threats to the U.S.
and Canada. Our execution of this mission continues to mature—we issued 14
maritime warnings or advisories in 2013, six more than the previous year. Through
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USNORTHCOM’s cooperative maritime defense, we gain and maintain situation-
al awareness to detect, warn of, deter, and defeat threats within the domain.

In 2013, to improve capability and enhance homeland command and control
relationships in the maritime domain, U.S. Fleet Forces Command was designat-
ed U.S. Naval Forces North, providing USNORTHCOM with an assigned naval
component on the East Coast. We are also working in parallel with U.S. Pacific
Command to close seams for command and control on the West Coast. These
initiatives support DOD’s strategic pivot to the Asia-Pacific and account for the
increased pace of Russian and Chinese maritime activity in our Area of Responsi-
bility (AOR), including their forays into the Arctic.

NORAD Strategic Review

Consistent with my priority to advance and sustain the bi-national military com-
mand, at the direction of the Chairman of the Joint Chiefs of Staff and Canada’s
Chief of the Defense Staff, we recently initiated a NORAD Strategic Review. The
Review intends to capitalize on existing synergies and identify opportunities to
evolve NORAD into an agile, modernized command capable of outpacing the full
spectrum of threats. The review identified promising opportunities to improve
operational effectiveness, several of which can be implemented immediately. For
example, we can realize benefits from aligning the U.S. and Canadian readiness
reporting processes and by collaborating closely on continental threat assessment
and capability development processes.

The Arctic

The Arctic, part of the NORAD area of operations and USNORTHCOM AOR,
is historic key terrain for DOD in defense of North America. With decreasing
seasonal ice, the Arctic is evolving into a true strategic approach to the homeland.
Arctic and non-Arctic nations are updating their strategies and positions on the
future of the region through a variety of international forums and observable ac-
tivities. Russia, after decades of limited surface activity, significantly increased
its naval operations in the high north. This activity included multi-ship exercises
as well as an unprecedented amphibious landing and reestablishment of a long-
closed airbase in the New Siberian Islands. Also, China recently achieved formal
observer status on the Arctic Council; continues diplomatic, scientific, and trade
initiatives with Nordic nations; and is making progress on a second polar ice-
breaker. While potential for friction exists, the opening of the Arctic presents an
historic opportunity to solidify and expand strategic partnerships and cooperation.

We fulfill our responsibilities as the DOD’s advocate for Arctic capabilities
by working with stakeholders to develop military capabilities to protect U.S. eco-
nomic interests, maritime safety, and freedom of maneuver. We prepare for atten-
dant security and defense considerations should countries and commercial entities
disagree over sea-transit routes and lucrative natural resources. Secretary Hagel’s
comments on this subject are pertinent, “Throughout human history, mankind has
raced to discover the next frontier. And time after time, discovery was swiftly
followed by conflict. We cannot erase this history. But we can assure that history
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does not repeat itself in the Arctic.” To this end, we are pursuing advancements in
communications, domain awareness, infrastructure, and presence to outpace the
potential challenges that accompany increased human activity.

The Department’s desired end state for the Arctic is a secure and stable region
where U.S. national interests are safeguarded, the U.S. homeland is protected,
and nations work cooperatively. With Canada as our premier partner in the Arc-
tic, NORAD and USNORTHCOM seek to improve our bi-national and bi-lateral
abilities to provide for defense, safety, security, and cooperative partnerships in
the Arctic. To enhance these endeavors, I continue to support accession to the Law
of the Sea Convention, which would give the U.S. a legitimate voice within the
Convention’s framework.

Exercises/Lessons Learned

To ensure our readiness for homeland defense missions, we rely on a robust joint
training and exercise program to develop and refine key capabilities. In the last
two years, we incorporated other combatant command and multinational partici-
pation in our major exercises like VIGILANT SHIELD, which more closely ap-
proximates how we expect to respond to realworld contingencies or crises. An
integrated approach also ensures we work in unison with our domestic and inter-
national partners to reinforce mutual response capabilities and sustain our ability
to project power.

Additionally, USNORTHCOM and NORAD, while postured to respond to
unwanted Russian aerospace activity, conducted a successful annual Air Control
exercise with the armed forces of the Russian Federation. Known as VIGILANT
EAGLE, this exercise simulated fighter aircraft from the U.S., Canada, and Russia
working cooperatively to intercept a hijacked passenger aircraft traveling between
the three nations. Once intercepted, we transferred control of the aircraft to Russia
to escort the plane as it landed in their territory. This combined exercise expanded
dialogue and cooperation, sustained defense contacts, and fostered understanding
among our governments and militaries.

Security Cooperation

Defending the homeland in depth requires partnership with our neighbors—Can-
ada, Mexico, and The Bahamas—to confront shared security concerns and guard
the approaches to the continent and the region. The U.S.-Canada NORAD Agree-
ment is the gold standard for cooperation between nations on common defense.
Our security partnership with Canada has pushed out the protected perimeter of
our homelands to the furthest extents of the continent. Their meaningful contribu-
tions to the defense of North America through NORAD, and globally through the
North Atlantic Treaty Organization, make Canada an indispensable ally. Defend-
ing together is the principal competitive advantage we enjoy in defending our
homelands.

In the rest of our AOR, theater security cooperation activities focus on being
the defense partner of choice in working on common regional security issues. The
proliferation and influence of Transnational Criminal Organizations (TCOs) pose
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social, economic, and security challenges for the U.S., Canada, Mexico, and The
Bahamas. A related threat is the potential for Middle Eastern and other terrorist
organizations to exploit pathways into the U.S. by using their increased presence
in Latin America and exploiting the destabilizing influence of organized crime
networks. Our efforts to counter transnational organized crime focus on providing
support to our U.S. law enforcement partners, other U.S. government agencies,
and our military partners in the AOR. Theater security cooperation activities in-
volve detailed and collaborative planning with our partners’ militaries and federal
agencies. Throughout the process, we remain respectful of our partners’ national
sovereignty and frame our initiatives with that in mind.

Canada

In addition to ongoing activities in NORAD, our security cooperation with Can-
ada includes all-domain awareness; regional partner engagement; cross-border
mitigation support of chemical, biological, radiological, and nuclear incidents;
and combined training and exercises. Over the past year, we began discussing
cooperative efforts in cyber and concluded an action plan for further cooperation
in the Arctic.

Last June, the Chairman of the Joint Chiefs of Staff hosted Canada’s Chief of
the Defence Staff in a first-ever Defense Chiefs Strategic Dialogue. The Chairman
and Chief agreed to pursue several initiatives over the next year, including the
NORAD Strategic Review, ongoing USNORTHCOM and NORAD cooperative
efforts on regional engagement, cyber, and combined training; our relationship
has never been stronger.

Mexico

A strong security relationship with Mexico is a critical strategic imperative reflect-
ing the power of our shared economic, demographic, geographic, and democratic
interests. An enduring partnership with a secure and prosperous Mexico is a nec-
essary precondition to the long-term security and prosperity of the U.S. and the
Western Hemisphere. Our nations share responsibility for disabling and disman-
tling the illicit criminal networks that traffic narcotics and other contraband into
the U.S., and illegal weapons and illicit revenues into Mexico. TCOs continue to
establish support zones, distribute narcotics, and conduct a wide variety of illicit
activities within the U.S., corrupting our institutions, threatening our economic
system, and compromising our security. International and interagency pressure on
these networks is essential to reduce the threat posed to our citizens and allow for
the strengthening of rule of law institutions for hemispheric partners.

At the request of the Government of Mexico, while being mindful of Mexican
sovereignty, we partner with the Mexican Army (SEDENA) and Navy (SEMAR)
on security issues of mutual interest. USNORTHCOM provides focused engage-
ments, professional exchanges, military equipment, and related support that
advance common goals. Our engagements further mutual trust, enhance collabo-
ration, and increase mutual capability to counter transnational threats and meet
our many common security concerns. Recent successes include QUICKDRAW,
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a tactical-level exercise that tested the capabilities of U.S., Canadian, and Mexi-
can maritime forces in joint response to illicit activities; subject matter expert
exchanges enabling participants to learn and refine best military practices; and
bilateral and multilateral conferences achieving broader coordination on issues
such as natural disasters, pandemics, and search and rescue.

USNORTHCOM continues to grow our relationship with SEDENA and
SEMAR with their participation in exercises. Mexico is a partner in Exercise
ARDENT SENTRY, our joint field exercise focused on civil support and disaster
assistance. Additionally, Exercise AMALGAM EAGLE was conceived around a
coordinated U.S.-Mexico response to a simulated hijacking situation—similar to
exercise VIGILANT EAGLE mentioned earlier.

The Bahamas

The Royal Bahamas Defence Force is a trusted partner on our “third border” and
our cooperative engagement with them continues to grow. The Bahamas provides
a historic route for human smuggling and the smuggling of drugs and contraband
into the U.S. due to its extensive size, small population, inadequate surveillance
capability, and limited defense and police forces. This presents a pointed vulner-
ability to U.S. security and defense.

Our security cooperation efforts in The Bahamas are aimed specifically at
better detection of human smuggling and the smuggling of drugs and contraband,
improved communications interoperability, and increased disaster response ca-
pabilities. We recently completed air and maritime sensor deployments to the
southern islands. These deployments confirmed the presence of illegal traffic flow
through the Windward Passage. We secured funding for a permanent radar to as-
sist with detection and tracking of suspect platforms in an effort to stem the flow
of drugs, illegal migrants, and illicit materials. Our challenge is to prevent The
Bahamas from returning to the TCO corridor it was in the 1980s and 1990s.

Due to the susceptibility of The Bahamas to natural disasters such as hur-
ricanes and flooding, USNORTHCOM is collaborating with the National
Emergency Management Agency of The Bahamas to enhance targeted disaster
preparedness and response capacities. In December 2013, we completed construc-
tion and transferred possession of an Emergency Relief Warehouse to augment
the warehouse previously donated by U.S. Southern Command. Additionally, we
provided training and equipment to outfit the warehouses and enhance operational
capacities. These facilities serve not only to assist our partner nation, but also to
support the safety and security of the 35,000 American residents and more than
five million U.S. tourists who visit The Bahamas annually.

Human Rights

USNORTHCOM is committed to promoting an institutional culture of respect
throughout the command and the AOR. Human rights considerations are factored
into all our policies, plans, and activities and are an important component in our
strategic engagement with partner nations and interagency relationships. The US-
NORTHCOM human rights program is working with partner nations to develop
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new programs of instruction on human rights, both in-country and at U.S.-based
military education centers.

Cyber

Malicious cyber activity continues to be a serious and rapidly maturing threat
to our national security. Over the past year, various actors targeted U.S. critical
infrastructure, information systems, telecommunications systems, and financial
institutions. As malicious cyber activities grow in sophistication and frequency,
we believe an attack in the physical domain will be preceded by or coincident with
cyber events. Of particular concern is the recent release of classified information.

The security breach of NSA intelligence not only created risk and enabled
our adversaries in environments where forces are actively engaged in combat, it
diverted attention to threat analysis and mitigation efforts which would otherwise
be focused on protecting the homeland, which is ultimately the confluence and
aim point of threat networks. This act informed our adversaries about risks and
vulnerabilities in the U.S., and will almost certainly lead some of our most sophis-
ticated and elusive adversaries to change their practices against us, minimizing
our competitive advantage, and reducing the defense of not only the nation but
also the approaches to the homeland. It also enabled the potential compromise of
military capabilities and operations, further reducing the advantage held by our
country. These breaches require us to acknowledge a potential vulnerability in the
homeland, and question our operational security that underpins our planning and
posture.

To integrate cyberspace operations for our commands and to foster an in-
tegrated operational cyberspace planning environment, we stood up a Joint Cy-
berspace Center. Within a year, we will begin receiving additional defensive
capabilities to better protect our enterprise and missions. We are integrating de-
fensive cyberspace operations into our concept plans, which will improve opera-
tional effectiveness and continue to increase the scope and scale of cyber play in
our national-level exercises. We remain committed to strengthening our partner-
ships with key stakeholders—such as DHS, U.S. Strategic Command, U.S. Cyber
Command, NSA, and the National Guard—demonstrated by our January 2014
Cyber TAG Conference.

Conclusion

Our nation depends on NORAD and USNORTHCOM to defend our homeland
and cooperate with our partners to secure global interests. The security of our
homeland is continually challenged by symmetric and asymmetric threats across
all domains. Despite fiscal challenges, we must maintain our advantages and resil-
iency through enhancing international partnerships, providing Defense Support of
Civil Authorities, and ensuring the defense of the nation and North America. The
security of our citizens cannot be compromised. As the military reorganizes and
reduces capacity and capability while confronting existing and emerging threats,
I believe we must not “break” the things that give the military its competitive
advantage: “jointness” to include training and exercises; the all-volunteer force;
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our national industrial capability; our time-trusted concept of defending the nation
forward; and lastly our critical alliances and partnerships.

Threats facing our homeland are more diverse and less attributable than
ever. Crises that originate as regional considerations elsewhere in the world can
rapidly manifest themselves here at home. No combatant command operates in
isolation; events outside the homeland have cascading effects on the security of
North America and its approaches. The men and women of USNORTHCOM and
NORAD remain diligent and undeterred as we stand watch over North America
and deliver an extraordinary return on investment to the taxpayer. I am honored to
serve as their commander and thank the committee for your support of this neces-
sary investment in our national security. I look forward to your questions.
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Perry Center Discusses Women in Peace and Security

Patricia Kehoe, Assistant Editor, Perry Center Publications

On March 12, 2014, the William J. Perry Center for Hemispheric Defense Stud-
ies hosted a Hemispheric Forum on U.S. engagement related to women in peace
and security issues at Abraham Lincoln Hall Auditorium at the National Defense
University on Ft. McNair.

The Forum was a collaborative effort between the Perry Center, USNORTH-
COM, USSOUTHCOM, the National Defense University (NDU), and the NDU
Foundation. The event focused on the theme of Defense, Diplomacy, Develop-
ment & the Way Ahead, and highlighted the DOD implementation of the 2011
U.S. National Action Plan on Women, Peace, and Security. The event was sched-
uled to commemorate the observance of International Women’s Day, which was
March 8, 2014.

NDU President MG Gregg Martin kicked off the event affirming that there
is no better venue than the University for an open dialogue on such an important
and timely topic as the increasing roles women are playing in shaping national
security strategy. SOUTHCOM Commander General John F. Kelly followed with
remarks underscoring the importance of ensuring the security and empowerment
of women in the pursuit of and respect for of human rights. Reflecting on his
time in Afghanistan, he related examples of the positive impact of female Marine
engagement teams under his command who connected with local women in way
prohibited to male soldiers; these interactions vastly improved communication
and trust between the local Afghans and the soldiers. He acknowledged that al-
though major hurdles remain, there have been promising developments in recent
years in promoting women in peace and security, thanks to an increased focus on
those goals by the U.S. and other governments.

Prior to the panel discussion, the event featured a short video of former Sec-
retary of State Hillary Clinton’s acceptance speech at the 2013 NDU Foundation
Patriot Award Gala, in which she called for more focus and initiatives promoting
women in peace and security and stated there was no better place than NDU for
dialogue and advancement on the important global issue of women in peace and
security.

The prestigious panel of discussants was moderated by Perry Center Pro-
fessor Celina Realuyo and included representatives of the diplomacy, defense,
and development pillars of U.S. national security strategy. The panelists were
U.S. Ambassador Wanda Nesbitt, NDU Senior Vice President; Dr. Rebecca Bill
Chavez, Deputy Assistant Secretary of Defense for Western Hemisphere Affairs
(DASD-WHA); Dr. Johanna Mendelson Forman, President of the Board of Visi-
tors at the Western Hemisphere Institute for Security Cooperation; and Mr. Rob-
ert Kravinsky, Director of International Humanitarian Policy at the Office of the
Secretary of Defense (OSD).
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Ambassador Nesbitt, whose career in the U.S. Foreign Service has taken her
all over the world, including 12 years of service in Africa, spoke about the power
of diplomatic engagement for furthering women’s rights around the world. She
outlined several of the key components of the State Department’s initiatives sup-
porting women, many of which have been active foreign policy objectives for
decades. In addition to USAID-funded maternal/child health education programs,
which contribute significantly to the decline of global infant and maternal mortal-
ity rates, the State Department also promotes dialogues and initiatives targeting
gender-based violence. The Ambassador also mentioned the Secretary of State In-
ternational Women of Courage Award, established in 2007, which honors women
around the globe who have exemplified exceptional courage and leadership in
advocating for human rights, women’s equality, and social progress, often at great
personal risk. This is the only Department of State award that pays tribute to
emerging women leaders worldwide.

One of this year’s Women of Courage Award recipients is Judge Iris Yas-
smin Barrios Aguilar from Guatemala, who is recognized for her work as the
president of one of Guatemala’s two High Risk Court Tribunals. For more on her
and the other winners, see http://www.state.gov/s/gwi/programs/iwoc/2014/bio/
index.htm.

Ambassador Nesbitt informed the audience that State Department’s initia-
tives were designed to support the four pillars of UN Security Council Resolution
1325: participation, protection, prevention, and relief and recovery. She stressed
that one of the foundational principles of any female empowerment is education.
Women who are confident in their knowledge and skills are more likely to advo-
cate for their own rights and those of others, thus acting as agents of peace and
change in even the most unstable environments.

Dr. Rebecca Bill Chavez, the newly appointed DASD-WHA, shared her
views on U.S. Defense Department programs for women in peace and security
and the opportunities for enhancing them in the future. Moved by the example of
demobilization and reintegration experts in Colombia working with former female
FARC insurgents, she expressed how surprising it is to still hear stories of women
as agents rather than just victims. Dr. Chavez underscored the need for a paradigm
shift with regard to the role of women in defense and security, from solely victims
of insecurity or consumers of security to active contributors to peace. Promoting
participation of women in local and national security institutions and focusing on
getting women into leadership roles will ensure that their important perspectives
and skills will become part of the security and defense conversation rather than
one point in a meeting agenda. She offered statistics that are both promising and
disheartening, overall showing a great deal of room for improvement: while 8 of
the world’s 29 standing female presidents are from Latin American countries and
25 percent of legislators in Latin America are women, they comprise only 47
percent of the military members in the region, and only 3 percent of the UN global
forces dedicated to the MINUSTAH peacekeeping operation in Haiti.

Dr. Chavez drew attention to the programs of both NORTHCOM and
SOUTHCOM that highlight the vital role of women and support integration of
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women into the defense and security establishments in the region. Both Combat-
ant Commands have instituted training modules for their service members and
regional counterparts on the importance of protecting human rights and female
empowerment, and they actively support the inclusion of women in defense. De-
spite these initiatives, Dr. Chavez still sees room for improvement in the Defense
Department’s approach to women in peace and security. The statistics on violence
against women and female participation in defense and security decision mak-
ing are still appalling around the world, including in the Western Hemisphere.
Through a whole-of-government and whole-of-society approach that mandates
the protection and integration of women, the U.S. can lead by example in cham-
pioning women in peace and security.

Dr. Mendelson Forman, whose career in international affairs includes senior
positions at the State Department and USAID, think tanks, and academic insti-
tutions, spoke on the important role development plays in bolstering women in
peace and security and the positive correlation between development, female em-
powerment, and economic competitiveness. According to Dr. Mendelson Forman,
data indicate that the best predictor of the level of stability and peacefulness in a
country correlates directly with how that society treats its women. This suggests
that gender equality is not only a women’s issue but also a national economic
and security issue. She also pointed to the fact that women are both consumers
and producers of security in their environments. Programs like Alianza Joven Re-
gional in Honduras provide resources for mothers and grandmothers struggling to
protect their families from widespread violence and insecurity in that country. By
giving women tools to prevent conflict, programs like these allow women to be-
come more active agents for peace in their communities. Women are an important
component of public security, and program models that champion gender inclu-
sion lead to more information sharing, conflict prevention, and positive interac-
tion between families and security institutions.

Dr. Mendelson Forman concluded by reaffirming the continued need for
more programs focused on women and development assistance. By establishing
knowledge-based communities of practice, developing approaches that leverage
civil society in support of security goals, and continuing to educate policymakers
on the importance of eradicating the gender gap in security and defense decision
making, leaders in the region will see the results as a decrease in crime and inse-
curity, which affect all citizens.

Mr. Kravinsky, Director of International Humanitarian Policy at OSD, cur-
rently guides the Defense Department implementation of the National Action Plan
(NAP) on Women, Peace, and Security and provided details on those initiatives.
He outlined the five objectives of the NAP: national integration and institution-
alization, participation in peace processes and decision making, protection from
violence, conflict prevention, and access to relief and recovery.

Mr. Kravinsky shared examples of how the NAP has already been imple-
mented, including the groundbreaking decision in 2013 to open combat positions
to U.S. female service members. He explained the Department’s desire to lead
by example, building an inclusive and powerful fighting force that actively le-
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verages the contributions and skills of all members of the military. The NAP is
being implemented through education initiatives (at the regional centers includ-
ing the Africa Center, the Asia-Pacific Center, and the Perry Center, and directly
through military training programs), assisting partner nations in the integration
of women into decision-making roles in defense issues and assisting in partner
capacity building that reinforces gender equality as a foundation of sound defense
institutions. He recounted the story of a woman from Afghanistan who had told
him that the U.S. capacity-building programs in that country were especially help-
ful to women, who still face many challenges as the country searches for stability.
Such examples point out how women have the most to lose when governments
disintegrate. He affirmed that female empowerment and women’s rights are not
only important to women, but are a strategic necessity for establishing peace and
security throughout the world.

The panel concluded with a robust question-and-answer session. Acting Di-
rector Ken LaPlante provided closing remarks and reiterated the Perry Center’s
support for the NAP, the initiatives of SOUTHCOM and NORTHCOM, and bol-
stering the role of women in peace and security. The panel was live streamed
through the Perry Center website (http://chds.dodlive.mil) in both English and
simultaneously translated Spanish to an international audience.

At the reception, NDU Foundation President Cathleen Pearl presented the
newly established Women, Peace, and Security Writing Award to Ms. Charito
Kruvant, President and CEO of Creative Associates International, Inc. The Award
is part of NDU’s implementation of the NAP and serves to highlight important
research on various issues related to female empowerment and protection in the
security and defense arena. Ms. Kruvant’s organization is a minority, women-
owned and managed professional and technical services firm based in Washing-
ton, DC, that works in partnership with networks of governments, organizations,
and universities to further the development, economic, security, and humanitarian
assistance goals of the United States. For example, Creative played an integral
role in lowering insecurity and violence in Honduras through a community-based
crime prevention plan that leveraged both local governments and organizations.
Creative, with ongoing projects in more than 20 countries, is a force for female
empowerment and security not only in the Western Hemisphere, but throughout
the developing world.
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Book Review

Narcoland: The Mexican Drug Lords
and Their Godfathers

By Anabel Hernandez (Translated by lain Bruce)

Reviewed by Patricia Kehoe
Assistant Editor, Perry Center Publications

Narcoland is the English translation of Anabel Hernandez’s Los Sefores del
Narco (originally published in Spanish in March 2011), a history of Mexican
drug cartels and government corruption told through the stories of many of the
notorious individuals involved. Weighing in at 314 pages, with an additional 31
pages of notes and definitions, Narcoland is a dense, difficult read that is inun-
dated with names, aliases, dates, places, and organizations. Nonetheless, it is well
worth the effort for those seeking a view of the expansive and interconnected
web of organized crime in Mexico, and the book at least includes an index for
quick reference. Hernandez’s accusations against government officials and pow-
erful businessmen are controversial and categorically denied by those individuals
and her many powerful critics, but she backs up her assertions with serious and
thorough research and interviews, drawing a very compelling portrait that is hard
to contradict.

The most compelling figure in Hernandez’s book is Joaquin “El Chapo”
Guzman Loera, the charismatic and ruthless leader of the Sinaloa cartel and pos-
sibly the most powerful drug lord of all time with a net worth of roughly $1
billion. One of the most captivating accounts in the book is that of EI Chapo’s
2001 escape from a Mexican federal maximum-security prison where he had been
incarcerated since 1993. Hernandez’s version of events, which conflicts with pre-
viously accepted theories of his escape that included laundry baskets and secret
tunnels, calls out the names of many individuals both inside and out of the gov-
ernment who were involved in El Chapo’s escape. Narcoland is an especially
relevant read today, in light of El Chapo’s recent (February 22, 2014) recapture
and re-imprisonment in Mexico. While the book was written before this milestone
moment, it will be interesting to see how his imprisonment and trial unfolds given
the depth of corruption that Hernandez identifies in the Mexican justice system
and law enforcement organizations.

The author, a journalist who continues to live and report in Mexico on or-
ganized crime, has faced violence and death threats since she began her crusade
against criminal organizations and the corrupt officials who support them. As re-
cently as December 2013, her home was invaded by an armed group associated
with one of the cartels she named in this book. It has yet to be investigated by
the Mexican police. She has achieved international acclaim for her reporting, in-
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cluding the Golden Pen of Freedom Award in 2012, and personal tragedy is what
spurred her interest in exposing criminals and corruption. In 2000 her father was
kidnapped and murdered in Mexico City, and she alleges that the police refused to
investigate unless she provided payment. Mexico remains one of the most danger-
ous countries in the world for journalists, with at least 100 media workers having
been killed or disappeared since the war against cartels began in earnest in 2000,
and most of those crimes remain unsolved or improperly investigated.
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Book Review

Balancing Liberty and Security: An Ethical Study of
U.S. Foreign Intelligence Surveillance: 2001-2009

By Michelle Louise Atkin

Reviewed by Kevin Newmeyer
Assistant Professor, Perry Center

In Balancing Liberty and Security, Dr. Michelle Louise Atkin presents her dis-
sertation research in book form in an interesting discussion of the challenge of
balancing the need for security in the wake of the September 11, 2001, terrorist
attacks with the enduring rights to liberty articulated in the U.S. Constitution. Dr
Atkin approaches the research as a study in information ethics. Using a case study
approach, she examines three elements of the Bush Administration’s response to
9/11 and the policies that were implemented. Finally, Dr. Atkin presents a new
test for governments to apply to balance the need for security when it impacts on
individual liberty that is based on the approach Canada employs for evaluating
similar issues involving its Charter.

Acknowledging the unprecedented nature of the 9/11 attacks and the impact
they had on both the U.S. government and its citizens, Dr. Atkin examines the
USA PATRIOT Act, the warrantless surveillance program, and the modernization
of the Foreign Intelligence Surveillance Act (FISA) as case studies in applied eth-
ics. She includes a brief but useful examination of the various philosophical ap-
proaches to information ethics she defines as the “application of normative ethical
theories to issues regarding information and its use.” She is most concerned with
the ethics underlying the development and implementation of public policy, and
this is where the study is most useful.

Dr. Atkin frames the ethical choice in terms of the classical ethical schools of
utilitarianism versus contractarianism. Utilitarianism draws from the writings of
Jeremy Bentham and John Stuart Mill and in its simplest form may be expressed
as “the ends justify the means.” The theory is focused on achieving a desirable
end without regard to moral principles. Contractarianism, however, focuses on the
idea of a social contract between citizens and their government. Drawing from the
ideas of John Rawls and John Locke, the ideals of contractarianism can be seen
in the U.S. Constitution and its Bill of Rights. The three cases examined in the
book focus on the struggle between the utilitarian desire of the administration to
pursue the “good” of preventing another terrorist attack on U.S. citizens and inter-
ests with the potential violation of the social contract of the Constitution’s fourth
amendment prohibiting unreasonable search and seizure in the 21st century world
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of a globalized internet and instant electronic communications.

The book concludes with Dr. Atkin’s recommendation on a test that policy
makers could use in evaluating the balance between security and liberty. Based on
the Canadian Charter case R. v Oakes, which is used to evaluate the lawfulness of
an infringement of constitutional rights, Atkin’s test requires the government to
demonstrate that the purpose of the law must be to enable a response to a press-
ing and significant enough threat that a reduction of constitutional protections for
warrants and probable cause is reduced to a reasonable suspicion standard. For the
lowered standard to be considered justified, the process must be (1) rational and
nonarbitrary, (2) the right minimally impaired, and (3) the good achieved must
outweigh the damage to the constitutional right against unreasonable search. The
book concludes with an application of the author’s test to three additional cases:
enhanced image screening at airports, behavioral profiling at airports, and inspec-
tion of internet traffic for malware.

In conclusion, the book presents a well-reasoned application of ethical theory
to a pressing problem of policymaking. It is increasingly difficult to balance se-
curity and privacy as technology outstrips policy. A useful follow-up study would
apply Atkin’s work to more recent revelations arising from the disclosures by
Edward Snowden regarding the National Security Agency.

Note

1. R. v. Oakes [1986] 1. S.C.R. 103, 1986 SCC 7.
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